
Shadowserver reports
for share and investigation

“While we collect a lot of different data, it does not 
become useful unless that information is shared.”
https://www.shadowserver.org/wiki/pmwiki.php/Services/Reports
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• 2014-10-03-botnet_drone-armenia-geo.csv

• 2014-10-03-compromised_website-armenia-geo.csv

• 2014-10-03-dns_openresolver-armenia-geo.csv

• 2014-10-03-microsoft_sinkhole-armenia-geo.csv

• 2014-10-03-scan_chargen-armenia-geo.csv

• 2014-10-03-scan_ipmi-armenia-geo.csv

• 2014-10-03-scan_netbios-armenia-geo.csv

• 2014-10-03-scan_ntp-armenia-geo.csv

• 2014-10-03-scan_ntpmonitor-armenia-geo.csv

• 2014-10-03-scan_qotd-armenia-geo.csv

• 2014-10-03-scan_snmp-armenia-geo.csv

• 2014-10-03-scan_ssdp-armenia-geo.csv

• 2014-10-03-sinkhole_http_drone-armenia-geo.csv
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Shadowserver reports 
delivery

• email with attachments - zipped csv files

• link for retrieval

• direct download
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"timestamp","ip","asn","geo","region","city","port","protocol","hostnam
e","min_amplification", "dns_version","p0f_genre","p0f_detail"

"2013-10-10 
00:05:10","208.70.149.107","36252","US","Illinois","Chicago","53","udp"
, "107.149.70.208.static.ipv4.dnsptr.net","4.6190","PalmOS DNS v1.0",,

"2013-10-10 00:05:10","204.245.210.223","2914","US","Oregon","Warren", 
"53","udp","","1.3810","",,

"2013-10-10 00:05:10","40.135.0.109","7029","US","Nebraska","Pawnee 
City","53","udp", "h109.0.135.40.static.ip.windstream.net","1.3810", 
"SERVFAIL",,

"2013-10-10 00:05:10","76.74.186.178","13768","CA","British Columbia", 
"Richmond","53","udp", "ns2.domainhostingservers.com","3.4762", 
"9.2.4",,

"2013-10-10 00:05:10","31.42.105.195","51003","RU","-","-","53", 
"udp","","1.3810","dnsmasq-2.63",,
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• retrieve report or extract from mail

• convert and import data into database

• generate specific reports by requests

• filter by IP, ASN, attack, etc

• export data for offline inspection

• allow authorized users to work with their 
respective data
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botnet_drone
compromised 

website
scan ipmi scan ntp

2014-10-02 34 5 2 67

2014-10-03 56 2 1 123

summary report for authorized ASN
from 2014-10-02 to 2014-10-03

botnet_drone
compromised 

website
scan ipmi scan ntp

AS1234 90 5 2 190

AS5678 156 2 1 45

summary report for each ASN
from 2014-10-02 to 2014-10-03
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ASN
PGP
IP

email
phone
[etc]

Users Table Structure
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Thank You!

Tuesday, October 14, 14


