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Event Viewer and User Manager

Analyzing Audit Logs

Tools
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Auditing Step by Step (

Two important programs in NT 4.0

Event Viewer

and

User Manager
User Manager for Domains
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HOWTO Enable Auditing ? WL

i Uzer Manager - \\RLADO1079 [_ O]
User “iew Policies Options  Help
Username |Fu|| Name |Df:5[:riptiun

| 33 Administrator Decoy Account
. ¥ Gandalf

€ Garuda Mew Admin Account
€ Guest Forgotten who that is -)
|

Groups Description

& Administrators bembers can fully administer the computer/domain
g Backup Operators bembers can bypass file security to back up files
Ly Guests Users granted guest access ta the computer/damain

& Poweer Users bembers can share directories and printers
it Feplicator supports file replication in & domain
g |sers Ordinary users
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What to Audit ? 2

Audit Policy

Computer:  RLAOT073 0E

O Do Mot Audit Cancel
(¢ Audit These Events:

Succes:  Failure Help

Logon and Logoff |
File and Object Access I_
Uze of Uzer Rights B
Uzer and Group Management [
Securnty Policy Changes B
—
—

Restart, Shutdown, and System

B DU B i N A

Proceszz Tracking
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Logon and Logoff 2

Audit Policy

Computer:  RLAOTO7Y QIE.
C° Do Mot Audit
(¢ Audit These Events:

Cancel

Success  Failure Help
|
=

II:DgDn and Logoff

File and Object Access

=
=
Uze of Uzer Rights B
Uzer and Group Management [
—
—
—

Securnty Policy Changes

Restart, Shutdown, and System

B N RN A

Proceszz Tracking
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Interactive Logon

Event Detail
Drate:; 141300 Event |D: 528
Tirne: 10:256:35 Ak Source:  Security
Uzer Garuda Type: Succeszs Audi
Computer; M26243FPF Categony:  LogondLogoff
Description:
Succeszful Logan: J
Ilzer Marne: Garuda
Cramait; FOSkOS
Logon 1D [O0,0= 700 2]
Logon Tupe: i
Logon Process: Uzerdd
Authentication Package:
MICROSOFT_AUTHEMWTICATION _PACKAGE w1_0
Work ztation Mame: M2E248FPF J
) i
Close | Previous | [{7HER Help |

A
e '3)
e
-
( l )
Event Detail

[ ate: 1/13/00 EventID; 523
Tirne: 10:26:25 A Source;  Security
Uzer: MT ADTHORITYSSY'STE  Tupe: Failure Audit
Computer; MZE248FF Category:  Logon/Logoff
D escription:
Logon Failure:

Reazon: Unknown uszer name or bad pazsword

Uszer Marne: garuda

Dlomain: F.OSMOS

Logon Type: i

Logon Process: zerdd

Authentication Package:
MICROSOFT_AUTHEMTICATION _PACKAGE %1_0

Workztation Mame: M26248FF J

i i
Cloze Previous Mewxt Help |

ZT IK 3, Siemens CERT
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Logon Type and Processes [3\S\0
Logon Type: Authentication Package:
MICROSOFT_AUTHENTIC
2 : Interactive ATION_PACKAGE_V1 0
3 : Network Logon Process:
4 : Batch
, KSecDD
S . Service .
6 : Proxy . .
: WinLogon\MSGina
7 : Unlock Workstation .
SCMgr
LAN Manager Workstation
Service
advapi
MS.RADIUS
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Event Detail
Drate:; 141300 Event |D: 528
Tirne: 17:03:51 Ak Source:  Security
Uzer Garuda Type: Succeszs Audi
Computer; M26243FPF Categony:  LogondLogoff
Description:
Succeszful Logan: J
zer Mame: garuda
Cramait; FOSkOS
Logon 1D [O0,0=5CCE 2]
Logon Tupe: 3
Logon Process: KSecDD
Authentication Package:
MICROSOFT_AUTHEMWTICATION _PACKAGE w1_0
Work ztation Mame: W\ 27302PF J
) i
Close | Previous | [{7HER Help |

K

A
e '3)
e
-
( l )
Event Detail
Drate:; 141300 Event |D: 523
Tirne: 17:09:39 Abd Source:  Security
Uzer MT AUTHORITYSYSTE  Tepe: Failure &udit
Computer; M26243FPF Categony:  LogondLogoff
Description:
Logon Failure:
Reazar: Unknown uzer name or bad pagsword
Ilzer Marnme: garuda
D'omait; M 2730PF
Logon Tupe: 3
Logon Process: KSecDD
Authentication Package:
MICROSOFT_AUTHEMWTICATION _PACKAGE w1_0
Work ztation Mame: W\ 27302PF J
) i
Close | Previous | [{7HER Help |

ZT IK 3, Siemens CERT

© Siemens AG 2000
Siemens CERT Team

/12




SIEMENS

-
2 \%1
- . '\
Event Detail — No Logon Right over Network CJ S
Event Detail
[ ate: 1/13/00 EventID; 534
Tirne: 10:5%:43 Ak Source;  Security
Uzer: MT ADTHORITYSSY'STE  Tupe: Failure Audit
Computer; MZE248FF Category:  Logon/Logoff
D escription:
Logon Failure: J
Heazon: The user haz not be granted the requested
logon bype at thiz machine
Uszer Manne: zhevemartin
Diomain: FOSMOS
Logon Tepe: 3
Logon Process: k.5echD
Authentication Package:
MICEOSOFT_AUTHEMTICATION _PACKAGE %1_0
Woorkztation Mame: \WMZP902FP J
i i
=
Kl JJ
Close | Previous | [[THE Help |
. ©Si AG 2000
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File and Object Access AGH,
Audit Policy
Computer:  RLAOT073 0E
(" Do Mot &udit C
ancel
(v Audit These Events:
Success  Failure Help

Logon and Logoff
I File and Object Access

=
=
Uze of Uzer Rights B
Uzer and Group Management [
—
—
—

Securnty Policy Changes

Restart, Shutdown, and System

P

Proceszz Tracking
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. . Ny e\
File And Registry Auditing [L\20
| )
File Auditing Hegistry Key Auditing
File:  CAWAMMT wrepairszam._ aF. Registy Kew: HaRDWwARE QK
Cancel [ Audit Permizzion on Existing Subkeys Cancel
Harne: _— Marme;
Add.. & Gandal
Remove Remove
Help Help
Ewventz to Audit Events to dudit
Success Failure Success Failure
Bead v [ Cueny Yalues [ [
Wafrite v [ Set Yalue [ [
Execute I_ [ Create Subkey [ [
Delete [ [ Erumerate Subkeys [ [
Charige Permizsions v [ Hatify [ [
Take Dwnerzhip [ [ Create Link, [ [
Delete [ [
"wiite DAL [ [
Read Contral [ [
: © Siemens AG 2000
ZT IK 31 Slemens CERT Siemens CERT Team
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Event Detail — Object Access: File

Event Detail
[ ate: 1111499 Ewvent|D; 50
Tirne: 34513 FM Source;  Security
U zer; [3aruda Type: Success Audit
Computer: RLADTOM Category: Object &ccess
Dezcription:
Object Oper: -
Object Server: Security
Object Type: File
Object M ame: C:WW MM Threpaiream.
Mew Handle |0 164
Operation |D: {0.53383}
Process |0 2154366763
Frimary Uzer Mame: Garuda
Primary Domain: RLAD 073
Prmary Logon [D: [Ox0,0x2455) j
i i
Close | Previous | [[THE Help |

A
e '3)
e
-
( l )
Event Detail
[ ate: 1111499 Ewvent|D; 50
Tirne: 34513 FM Source;  Security
Uzer: aruda Type: Success Audit
Computer: RLADTOM Category: Object &ccess
D escription:
Client I zer Mame: ﬂ
Client D'omair;
Client Logan 10— -
Accesses RE&D COMTROL
SYMCHROMIZE
ReadD ata [or LigtDirectary]
ReadEs
Readdttributes
Privileges j
i i
Cloze | Previous | ||| Mest Help |

..........................

ZT IK 3, Siemens CERT
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File System Access Types (J S
Full Read&Execute,
control = Modify List folders Read Write

Traverse folder / Execute file X X X
List folder / Read data X X X X
Read attributes X X X X
Read extended attributes X X X X
Create files / Write data X X X
Create folders/ Append data X X X
Write attributes X X X
Write extended attributes X X X
Delete subfolders and files X
Delete X X
Read permissions (READ_CONTROL) X X X X X
Change permissions (WRITE_DAC) X
Take ownership (WRITE_OWNER) X
Synchronize X X X X X

ZT IK 3, Siemens CERT Somene CERT Tomy
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Reqistry Access Types

Query Value

Set Value

Create Subkey
Enumerate Subkeys
Notify

ZT IK 3, Siemens CERT

Create Link
Delete

Write DAC
Read Control
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Use of User Rights AR
Audit Policy
Computer;  RLADTOFS K
(" Do Mot Audit
Cancel
(v Audit These Events:
Success  Failure Help

Logon and Logoff ml

LTI

File and Object Access
|_Qse of Uzer Rights

=
=
Uzer and Group Management [
Securnty Policy Changes B
—
—

Restart, Shutdown, and System

P el

Proceszz Tracking

ZT IK 3, Siemens CERT Somene CERT Tomy
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27 User Rights

Access this Computer from Network

Debug programs —
SeDebugPrivilege

Log on locally

Act as part of the operating system -
SeTcbPrivilege

Force shutdown from a remote system —
SeRemoteShutdownPrivilege

Manage auditing and security -
SeSecurityPrivilege

Add workstation to domain —
SeMachineAccountPrivilege

Generate security audits —
SeAuditPrivilege

Modify firmware environment values —
SeSystemEnvironmentPriv.

Backup files and directories —
SeBackupPrivilege

Increase quotas —
SelncreaseQuotaPrivilege

Profile single process —
SeProfileSingleProcessPriv.

Bypass traverse checking —
SeChangeNotifyPrivilege

Increase scheduling priority —
SelncreaseBasePriorityPriv.

Profile system performance —
SeSystemProfilePriv.

Change the system time —
SeSystemTimePrivilege

Load and unload device drivers —
SelLoadDriverPrivilege

Replace a process level token —
SeAssignPrimaryTokenPriv.

Create a pagefile —
SeCreatePagefilePrivilege

Lock pages in memory —
SeLockMemoryPriv.

Restore files and directories —
SeRestorePriv.

Create a token object —
SeCreateTokenPrivilege

Log on as a batch job —
SeBatchSID

Shut down the system —
SeShutdownPriv.

Create permanent shared objects —
SeCreate PermanentPrivilege

Log on as a Service —
SeServiceSID

Take ownership of files or other objects
— SeTakeOwnershipPriv.

ZT IK 3, Siemens CERT
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Event Detail — Use of User Rights

Event Detail

[ ate: 11415499 EventID; 578

Tirne: 12:17:46 PM Source;  Security

Uzer: aruda Type: Success Audit

Computer: RLADTOM Category:  Privilege Uze

D escription:
Object Server: EventLog ﬂ
Object Handle: 1]
Process |0 MBE723033

Frimany Uzer Mame: SYSTEM
Primary Domain: MT ALTHORITY

Prmary Logon [D: [0x0.0<3E 7]
Client Uzer Hame: Garuda
Client D'omair; R LAOT 073
Client Lagan 1D [0, 0 3583) ]
Privileges: SeSecurntyPrivilege hd
i
Cloze Erevin:uu3| Mewxt | Help |

A
e '3)
e
-
( | )
Event Detail
[ ate: 17.01.00 EventID; 577
Tirne: 15:20:35 Source;  Security
Uzer: Shiva Tvpe: Success Audit
Computer: RLADTOM Category:  Privilege Uze
D escription:
Frivileged Service Called: J
Server Security
Service: -
Frimary Uzer Mame: Shiva
Primary Daomain: RLAD 079
Prmary Logon [D: [Ox0.0x135E 20
Client zer Mame:
Client D'omair;
Client Lagan 1D
Privileges: SeSystemtimerivilege J
{+ i
Close | [(Frevios Nest Help |

ZT IK 3, Siemens CERT

© Siemens AG 2000
Siemens CERT Team
/21




SIEMENS

o ')'i
User and Group Management AELY
<
Audit Policy
Computer:  RLAOT073 0E
(" Do Mot &udit C
ancel
(v Audit These Events:
Success  Failure Help

Logon and Logoff ml —
-

LTI

File and Object Access
Use of User Rights

=
[ [
Faer and Group Management [ [
Securnty Policy Changes B B
[ [
[ [

Restart, Shutdown, and System

Proceszz Tracking

ZT IK 3, Siemens CERT Somene CERT Tomy
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A
Event Detail — U d G M t ¢ '3)
ven etall — user an f'ou anagemen ‘2.
P g [,\©
Event Detail Event Detail
[ ate: 1111499 EventID; E24 [ ate: 1111499 EventID; E3E
Tirne: 4:01:59 FM Source;  Security Tirne: 4:07: 39 FM Source;  Security
Uzer: aruda Type: Success Audit Uzer: aruda Type: Success Audit
Computer: RLADTOM Category: Account Management Computer: RLADTOM Category: Account Management
Dezcription: Dezcription:
lzer &ccount Created: J r[.u:n:al Group Member Added: -
Mew Socount M arme; Sneaker t ember; ‘il
e Domain; RLADT O 5-1-5-21-164334 3067121371 73371 389067 3075-1 002
Mew Account 10 T arget Account Mame: Adminiztrators
5-1-5-21-164334 3667-1:21971 78571 9906780751002 T arget Domain; Builtir
Caller Usger Mame: Haruda T arget Account 10 5-1-5-32-h44
Caller Diamait: RLADT O Caller Uzer Mame: Garuda
Caller Lagan 1D [Dx0, D= 2855] Caller Darnair: FLADTO79
Frivileges - Caller Lagan 1D (OO0, D=8 55] s
J Privileges: - j
i i i i
Cloze | Previouz | ﬂe:-:t Help | Cloze Previouz et Help |
: © Siemens AG 2000
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Security Policy Changes AGYH
Audit Policy
Computer:  RLAOT073 0E
(" Do Mot &udit C
ancel
(v Audit These Events:
Success  Failure Help

Logon and Logoff |

Fie andObject Aceess [
Uze of Uzer Rights
Uzer and Group Management

=
—
—
Securnty Policy Changes B
=
—

Restart, Shutdown, and System

BN A

Proceszz Tracking

ZT IK 3, Siemens CERT Somene CERT Tomy
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Success Failure

Supztem

Logon/Logaff

Object Acceszs
Frivilege L ze

Detailed Tracking
Palicy Change
dccount bManagement

Event Detail - Policy C
Event Detail
[ ate: 11/22499 EventID: E12
Tirne: 1:18:44 FM Source;  Security
Uzer: aruda Type: Success Audit
Computer: RLADTOM Category: Paolicy Change
D escription:
r!‘-‘-u.n:lil: Fualicy Change: -
Mew Poalicy: 'l

Cloze

Previous |

Mewxt |

Help |

\_L Ll

hange

Event Detail

11422439
Tirme: 1:18:44 PM

Uzer: aruda
Computer: RLADTOM

[ ate;

A
e '3)
AR
( l )
EventID: E12
Source;  Security
Type: Success Audit

Category: Paolicy Change

Dezcription:
Object Access ﬂ
Privilege Lse
Detailed Tracking
Falicy Change
&ccount bManagement
Changed B
Uszer Manne: aruda
Dromain Mame: RLAD 073 ]
Logon |0 (00, 0x= 288 ] hd
i i
Cloze Previouz et Help |

ZT IK 3, Siemens CERT
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Restart, Shutdown, and System Wt
Audit Policy
Computer:  RLAOT073 0E
(" Do Mat Audit C
ancel
(¢ Audit These Events:
Success  Failure Help

Logon and Logoff |

LTI

File and Object Access

=
Uze of Uzer Rights B
Uzer and Group Management [
—
=
=

Securnty Policy Changes
|Eeatart, Shutdown, and System

Proceszz Tracking

el el

ZT IK 3, Siemens CERT Somene CERT Tomy
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-1, '\
Event Detail: Restart, Shutdown, and System(’) S
Event Detail
[ ate: 1114499 EventID; 512
Tirne: 51717 PM Source;  Security
Uzer: MT ADTHORITYSSY'STE  Tupe: Success Audit
Computer: RLADTOM Categorny: System Event
D escription:
Windows MT iz gtarting up. J
[
i i
=
Kl JJ
Close | [fFrevios Nest Help |
ZT IK 3, Siemens CERT S T
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A

2R
Starting NT — Authentication and Trusted Logon (7, 2,3+

Event Detail

[ ate: 17.01.00 EventID: 514
Tirne: 05:26:34 Source;  Security
Uzer: MT ADTHORITYSSY'STE  Tupe: Success Audit
Computer: RLADTOM Categorny: System Event
D escription:
r!‘l'm authentication package has been loaded by the Local Security J
dutharity. This authentication package will be uzed to authenticate
logon attempts.
Authentication Package Mame: mzw] 0
{+ i
Cloze Previous | Meut | Help |

Event Detail
[ ate: 17.01.00 EventID;: 515
Tirne: 05:26:34 Source;  Security
Uzer: MT ADTHORITYSSY'STE  Tupe: Success Audit
Computer: RLADTOM Categorny: System Event
D escription:
& trugted logon process has registered with the Local Security &utharity. J
Thig logan procesz will be trugted bo zubmit logon requests.
Logon Process Mame: YWinlaganht 5 Gina
{+ i
Close | Previous | [[THE Help |

ZT IK 3, Siemens CERT
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i B
Process Tracking e
Audit Policy
Computer;  RLADTOFS K
(" Do Mot Audit
Cancel
(v Audit These Events:
Success  Failure Help

Logon and Logoff |
File and Object Access I_
Uze of Uzer Rights B
Uzer and Group Management [
Securnty Policy Changes B
—
=

Restart, Shutdown, and System

B | UL I R i A

Proceszz Tracking

ZT IK 3, Siemens CERT Somene CERT Tomy
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¢

E,Winduws MT Task Manager _ O] .
File  Optionz  “iew Help 1 E)
-
Applications  Processzes lF'erfu:urmar‘u:e] -~
Image M ame | FID | CFL | CPU Time | Mem Usage | Handles |  Threads | ﬂ
BN ENE 166 00 0:00:00 2120 K, 51 B
Report.exe 177 97 1:85:29 1732 K 36 3
inetinfo, exe 187 00 0 00:00 F04 K, B9 4
LOADWC EXE 19 an 0 00:00 300 k. 24 2
cidaemon. exe 197 00 0:00:00 40 k. &0 1
tiukenabber. exe 218 00 000:03 4476 K, 113 3
FGPtray. exe 220 00 0 00:00 1428 K. 19 1
USERIMIT.EXE 22700 0:00:00 1080 k., a9 3
WINWORD EXE 236 00 0:00:06 11820 K, 147 3
OUTLOOE.EXE 240 00 0:00:20 16240 K, 226 10
mgaqdesk. exe 241 0o 0000 a0a k. 18 1
EXPLORER.EXE 242 00 0:00:25 B172 K 136 B
CMD.EXE 247 00 (0 00; 00 1020 K, 200 1
mgahook. exe 243 00 0000 AB4 K. 13 1
CMD.ExE 250 00 0:00:00 1140 K, 21 1
AcroTray.exe 201 ao 0000 12K 18 1
NODEAGMT.EXE 265 00 0 00:00 a24 k. 16 1
TASKMGR.EXE 282 M 0 00: 02 1160 K., 26 3 I
USRMGR.EXE 283 00 0:00:00 2ETEE 25 1 -
End Process
Processes: 43 CPU Uzage: 100% Mem zage: 939692K. / 248524F.

ZT IK 3, Siemens CERT
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Siemens CERT Team
/30



SIEMENS

A
e '3)
e
-
Process IDs |l (3
Event Detail Event Detail

[ ate: 1/13/00 EwventD; 592 [ ate: 1/13/00 EwventD; 592
Tirne: B:02:10 FPM Source;  Security Tirne: B:02:18 FM Source;  Security
Uzer: aruda Type: Success Audit Uzer: aruda Type: Success Audit
Computer; MZE248FF Category: Detaled Tracking Computer; MZE248FF Category: Detaled Tracking
D escription: D escription:
& new process has been created: J & new process has been created: J

Mew Procesg ID: 2154714560 Mew Procesg ID: 21544971936

Image File Mame:  CMD EXE Image File Mame:  CMD EXE

Creator Procezs [D: 21548049328 Creator Procezs [D: 21547714560

Uszer Manne: [2aruda Uszer Manne: [2aruda

Domain: F.OSMOS Domain: F.OSMOS

Logaon |0 [Ce0 01 28F 0 Logaon |0 [Ce0 01 28F 0

i i i i
Close | [fFrevios Newt | Help | Close | [fFrevios Nest Help |

ZT IK 3, Siemens CERT
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-
AR
Process IDs Il — Windows 2000 [L\20
_ ]\
Event Properties i El windows Task Manager -0 x|
Evert | File Options Wiew Help
; fpplications  Processes | Petfarmance I
Drate: 1A742000  Source:  Security +
Time:; 1216 Cat ;. Detailed Tracki
TImE_ S Ea Egtl:llg_ 5;;“3 B + Immage Mame | PID | IiIF'LI | _PU Tirre | Mem Usage |4
YR HEEESS et Ik System Idie Process o 99 1:40:53 16K
User. ALADTO7 S\ G amnda System 5 oD 0:00:22 216 K
Computer: BLAODT 079 _— SMSS, EXE 160 00 00001 344 K
C5F55, BXe 153 oo IHEERY 1,676 K
Description; winlogon. exe 204 00 00003 3,372k
& v process has bean created: " SErViCes, exe 232 oo 0:00:10 6,025 K
P Kew Process |0 21552-“]3':'4 - lsass. Bxe 244 oo 00002 4,440 K
Irage File Mame:  “Pragram FilestMicrosoft OfficebOffice taskmar.exe 30400 0:00:01 1,216 K
Yl INWIOBD EXE sychosk, exe 3858 oo o:00:01 2,944 K
Creator Process |D: 2165322523 - svhost, exe 432 00 0:00:01 3, "f"fE‘ K
Uzer Mame: Garuda W TWORD, EXE 436 I 0:00:00 7 ¢
Domain: RLADIOYS ll SPOOLSY EXE 476 oo 0:00:00 3J332 K
msdtc, exe 503 oo 0:00:00 3,096 K —
Diata; € Butes € Words llssry. exe 620 o0 0:00:00 1,752 K
;I regsv. exe Bod oo 0:00:00 Sle kK
mskask, exe 64 oo 0:00:00 1,796 K
inetinfo.exe 736 oo 0:00:01 7,320
POWERPMT.EXE 756 oo 0:03:04 7,384 K
dfsswc.exe 803 00 0:00:00 1,204 K _I
;I End Process |
OF. | Cancel | Spply
Processes: 27 CPU Lsage: 1% Mem Usage: 95968k | 310976k o
: © Siemens AG 2000
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Process IDs IV — Windows 2000 @@@&

Event Properties 7| x| o™ B et
Ewvent |
Drate: 1A742000  Source:  Security
Tirmne:; 1217 Categony: Detailed Tracking
Type: Success Ewent ID; 533
Lzer: RLAN OFANGaruda
Computer: BLAODT 079
Diezcription;
& process hag exited:
Process [ 436
zer Mame: Garuda
Domair: RLADTOYS
Logon |0 (O 097 DE ]
Diata: €% Byptes € Words
OF. Cancel | Spply
: © Siemens AG 2000
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One Click - Many Security Events

Audit Logs for a new user account:
Event 632: d obal G oup Menber Added
Event 624: User Account Created
Event 642: User Account Changed
Event 636: Local G oup Menber Added

ZT IK 3, Siemens CERT Somene CERT Tomy
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Additional Auditing settings

Auditing Backup and Restore Activities
Key: HKLM\System\CCS\Control\Lsa\
Data: FullPrivilegeAuditing

Type: REG_BINARY

Value: 1

Base Object Auditing

Key: HKLM\System\CCS\Control\Lsa\
Data: AuditBaseObjects

Type: REG _DWORD

Value: 1

ZT IK 3, Siemens CERT

© Siemens AG 2000
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2N
“Account Lockout Event” stored on PDC ¥ ;3»3

Windows NT 4.0 SP4+

When a user enters too many incorrect passwords in an
attempt to log on to a domain, the account is locked out
and an event is written to the workstations security logs (if
auditing is enabled here). With SP4 this event is also
written to the PDC security log.

ZT IK 3, Siemens CERT omons CorT T

Siemens CERT Team
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Audit Policy

Audit Policy

Doman:  KOSMOS
" Do Mot Audit
(¢ Audit These Events:

Success
Logon and Logoff IF
File and Object Accezs I_
Uze of Lser Rights [
Uzer and Group Managerment [
Securty Palicy Changes v
Restart, Shutdown, and System ™
Frocess Tracking B

Failure

<l <] <] <]

<l X

.

OE.

Cancel

Help

ZT IK 3, Siemens CERT
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. 2" )'i
Event Log Settings WL
Event Log Settings
Change Sethings for EiEu::uritl,l Q.
Cancel
b awirnumn Log Size: | 4036 = Eilobytes [B4AK Increments] D1 efault
Ewvent Log \Wrapping Hep

(+ Ovenwrite Events as Needed

ok

(" Owenarite Events Older than | — Days

w

(" Do Mot Ovenwrite Events [Clear Log M anually)

ZT IK 3, Siemens CERT Somene CERT Tomy
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Lesson learnt (\2 0

You can get a lot of information from the logs

Not all infomation is relevant

Some information is wrong

You can‘t get too much information about logging from MS

ZT IK 3, Siemens CERT Somene CERT Tomy
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Filter Suspicious Events from all Events Wt
Event IDs 535 - The specified account's

512 - Windows NT is starting up password has expired _
513 - Windows NT is shutting down 536 — -m)et y(;et%bggon component is
517 - The audit log was cleared 537 — An unexpected error
528 - Successful logon occured during logon
529 - Unknown user name or bad 538 — User Log off

password _ o 539 - Account locked out
530 - @?glglijirgtnlogon e el elen 576 - Special privileges assigned

_ to new logon

531 - Account currently disabled 608 - User Right Assigned
532 - The specified user account i -

has expired 609 User nght Removed
533 - User not allowed to log on at 612 - Audit Policy Change

this computer 624 - User Account Created
534 — User has not been granted 643 - Domain Policy Changed

the requested logon type

ZT IK 3, Siemens CERT Somene CERT Tomy

/40



SIEMENS

Suspicious Auditing Events r 3?'3
Failed Logon >
Event ID — 529

Administrator and
‘Well Known Accounts”

ZT IK 3, Siemens CERT Somene CERT Tomy
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Filter Suspicious Events from all Events Wt
Filter »
Wiew Fram YWiew Through 0K
{+ First Event {+ | ast Event
Cancel
" Ewents On: " Ewvents On:
[ vzl || [ 1tz | A
[ 12:50:56PME] [ 1:05:13PME] Help
= Types
[ Infarmation ™ Success Aud
[ ‘Warning [v Failure Audit
[ Errar
Source: &)
Categony: &) [
zer |
Compuiter: |
Ewvent D |525|
ZT IK 3, Siemens CERT Siemens CERT Team
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Deficiencies of NT Logging

Portscans can not be detected
BOF — Back Officer Friendly (NFR)

Nuke Nabber 2.9a (Dynamsol)

NetMonitor v0.90 (LeechSoftware)

BlackICE

Workstation logs are kept locally
See next slide

ZT IK 3, Siemens CERT
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Logging Host

EvntSLog 2.0
NTSlog 1.02, 2.0
NTOLog

Siemens CERT

ZT IK 3, Siemens CERT Somene CERT Tomy
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Further Tools (\2 0

Lservers (NT Objectives, Inc.)
NPList (NT Objectives, Inc.)
WDumpEvt 1.2

ELDump 0.12

ELSaveClr

NTLast

Tripwire 2.1 for Windows NT

© Siemens AG 2000
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Literature etc. G

MS Knowledgebase:

Q174073, Auditing User Authentication

Q174074, Security Event Descriptions

Q163905, Auditing User Right Assignment Changes

Q101366, Definition and List of Windows NT Advanced User Rights

et al.
found at

Books etc.:

Microsoft — Windows NT 4.0 Security, Audit and Control
Microsoft Press — Microsoft Technical ReferenceWind

Windows NT Server Resource Kit 4.0

Visual C++: winnt.h

© Siemens AG 2000
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