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Overview and Motivation

� Incident handling is also Incident prevention
� Assessing your constituency‘s security status may be helpful
� Original motivation: Clients bugging me about „number of tools“
� Quite a lot security testing can be done with plain Unix tools
� There are other „schools“: Cisco/netflow, Windows/scanners

� Part 1: Introduction
� Part 2: Top 10 attacking tools
� (Part 3: Defending against most serious threats)
� Part 4: Discussion about your favourite tools
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Hypothesis

� Imagine you are going to Desert Island and you are allowed only

10 penetration testing tools
� My hypothesis: That´s all you need

� Presentation of my favorite TOP 10 tools
� What they do, how they work, where to get them, what they obsolete ...
� Discussion about your own favourites
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Tool 1: nmap

� The network mapper and scanner, OS detection
� written by Fyodor
� latest version: 2.54 beta 33 as of 28/04/2002
� Homepage: http://www.insecure.org/nmap/
� Typical use:

# # # # nmap nmap nmap nmap ----v v v v ----sT sT sT sT ----p80,139 p80,139 p80,139 p80,139 ----P0 P0 P0 P0 \\\\
----o o o o scanscanscanscan....txt txt txt txt ----m m m m scanscanscanscan....dat dat dat dat 192.168.13.192/29192.168.13.192/29192.168.13.192/29192.168.13.192/29

� obsoletes: cheops, ftp-scanner, bind-scanner,
webscanner, (sing), ...
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Tool 2: dig (or host)

� Tells you all about DNS entries. Query hosts and bind versions. 
Date of installation. Zone transfers. Is an improvement of 
nslookup which is unusable.

� written by ISC Internet Software Consortium
� latest version: bundeled with bind
� Homepage: http://www.isc.org/products/BIND/
� Typical use:

# # # # dig dig dig dig @131.246.9.116 @131.246.9.116 @131.246.9.116 @131.246.9.116 linuxtaglinuxtaglinuxtaglinuxtag....org axfrorg axfrorg axfrorg axfr

� obsoletes: host, nslookup, dnsscan
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Tool 3: netcat

� Multipurpose tcp stream sender and receiver. Programmable 
„telnet“. Bannergrabbing. Generic server.

� written by Hobbit of @stake
� latest version: 1.10 as of 20/03/1996 
� Homepage: http://www.atstake.com/research/tools/
� Typical use:

# (# (# (# (echo echo echo echo HEAD / HTTP/1.0; HEAD / HTTP/1.0; HEAD / HTTP/1.0; HEAD / HTTP/1.0; echoechoechoecho) | ) | ) | ) | \\\\

netcat wwwnetcat wwwnetcat wwwnetcat www....linuxtaglinuxtaglinuxtaglinuxtag....org org org org 80808080

� obsoletes: telnet, web browsers, ...
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Tool 4: whisker

� Convenience tool to detect common vulnerabilities of web 
servers. Nice database of built-in patterns. Sensible scanning 
instead of brute force trial.

� written by Rain Forest Puppy
� latest version: 1.4 as of 03/08/2001 
� Homepage: http://www.wiretrip.net/rfp/
� Typical use:

#### whisker whisker whisker whisker ----vih wwwvih wwwvih wwwvih www....linuxtaglinuxtaglinuxtaglinuxtag....orgorgorgorg

� obsoletes: web browsers, specific scanner
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Tool 5: Ethereal (with tcpdump)

� Network sniffer, filtering, advanced protocol disassembly, TCP
packet reassembly

� written by Gerald Combs and team
� latest version: 0.9.3 as of 30/03/2002
� Homepage: http://www.ethereal.com/

� Is based on the powerful pcap library, has both GUI and text 
frontend

� obsoletes: (tcpdump), sniffit, several custom scanners, ...
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Tool 6: ettercap

� Allround tool for spoofing, sniffing and hijacking. Has both 
passive and active modes. Allows injection of own data in 
communication streams. Man-in-the-middle-attacks. Password 
collection for several protocols.

� written by ALoR and NaGA
� latest version: 0.6.5 as of 23/04/2002 
� Homepage: http://ettercap.sourceforge.net/
� Typical use:

Use ettercap to redirect traffic through your machine in a 
switched network and use Ethereal to read the passwords out of 
the streams.

� obsoletes: cheops, ftp-scanner, bind-scanner, webscanner, ...
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Tool 7: spak

� Generate custom packets of various network layers: Set strange 
TCP-Flags, Send UDP packets with bogus data boundaries. Forge 
source routed IP packets, with source routing and more.

� written by Karyl F. Stein
� latest version: 0.6b as of 02/03/1998
� Homepage: http://www.cs.purdue.edu/homes/steinfk/software/
� Typical use:

# # # # maketcpmaketcpmaketcpmaketcp $SRC $SRCP $DST $DSTP $SRC $SRCP $DST $DSTP $SRC $SRCP $DST $DSTP $SRC $SRCP $DST $DSTP ----ssssssss ----ofofofof
../../../../samplesamplesamplesample____optionsoptionsoptionsoptions ||||\\\\ makeipmakeipmakeipmakeip $SRC $DST $SRC $DST $SRC $DST $SRC $DST ----i i i i ---- ----sdsdsdsd | | | | 
sendpacketsendpacketsendpacketsendpacket $DST $DST $DST $DST ----vvvv

� obsoletes: arp-fun, nemesis, ...
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Tool 8: John the ripper

� Multipurpose password cracker. Breaks old (DES) and new (MD5) 
Unix passwords, different types of Windows passwords from 
sam and from network sniffers, cisco passwords etc.

� written by Solar Designer
� latest version: 1.6.31-dev as of 03/03/2002
� Homepage: http://www.openwall.com/john/
� Typical use:

# # # # john john john john ----resume passwdresume passwdresume passwdresume passwd....grabbedgrabbedgrabbedgrabbed

� obsoletes: crack, l0phtcrack, ciscocrack, ...
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Tool 9: OpenSSL

� Create and fake certificates. Encrypt and decrypt DES, 3DES, 
Blowfish, IDEA, AES, ... Talk SSL/TLS to encrypted webservers.

� written by OpenSSL project team
� latest version: 0.9.6c as of 22/12/2001
� Homepage: http://www.openssl.org/
� Typical use:

# (# (# (# (echo echo echo echo HEAD / HTTP/1.0; HEAD / HTTP/1.0; HEAD / HTTP/1.0; HEAD / HTTP/1.0; echoechoechoecho) |) |) |) |\\\\

opensslopensslopensslopenssl s_s_s_s_client client client client ----connect wwwconnect wwwconnect wwwconnect www....linuxtaglinuxtaglinuxtaglinuxtag....orgorgorgorg:443:443:443:443

� Library version is built into some tools like ettercap
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Tool 10: Nessus

� Multi purpose, all-in-one integrated security scanner. Not really 
necessary, but convenient. Comes with graphical frontend. C/S-
based. Can generate nifty reports and pie charts.

� written by Renaud Deraison and team
� latest version: 1.2 as of 18/04/2002 
� Homepage: http://www.nessus.org/
� Typical use:

Get a first-glance overview of the security situation of a network. 
Beware of the dealing with lots of false positives and some 
negatives.

� obsoletes: (COPS), SATAN, Saint, Netsaint, SARA, ISS, ...
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Summary of Linux attacking tools

� nmap Scan
� dig List
� netcat Send and Receive
� whisker Browse
� Ethereal/tcpdump Sniff
� ettercap Spoof and Hijack
� spak Generate
� John the Ripper Crack
� openssl Encrypt and Decrypt
� Nessus Summarize
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My watchlist

Ok, ok, just ten items may be a little hard ...
... some of these tools might get on my list one day:

� nagios successor of Netsaint
� snmp-Utilities dumping Network Management data
� netcat with SSL built-in combines netcat and OpenSSL
� argus augments ethereal/tcpdump
� airsnort for detection and analyzing WLANs 
� babelweb additional aproach to whisker
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Questions,

Comments,

Discussion
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Dipl.-Inform. Nils Magnus
Senior-Consultant IT-Security

secunet
Security Networks AG
Osterbekstr. 90b
22083 Hamburg, Germany

Tel.: +49 40 69 65 99 - 13
Fax: +49 40 69 65 99 - 29
E-Mail: magnus@secunet.de
URL: www.secunet.com


