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. Overview and Motivation b‘!’
P A

Incident handling is also Incident prevention

Assessing your constituency‘s security status may be helpful
Original motivation: Clients bugging me about ,,number of tools*
Quite a lot security testing can be done with plain Unix tools
There are other ,schools”: Cisco/netflow, Windows/scanners

Part 1: Introduction

Part 2: Top 10 attacking tools

(Part 3: Defending against most serious threats)
Part 4: Discussion about your favourite tools
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T Hypothesis

B Imagine you are going to Desert Island and you are allowed only

10 penetration testing tools

B My hypothesis: That's all you need

B Presentation of my favorite TOP 10 tools
® What they do, how they work, where to get them, what they obsolete ...
B Discussion about your own favourites
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~ Tool 1: nmap

B The network mapper and scanner, OS detection
® written by Fyodor

B |atest version: 2.54 beta 33 as of 28/04/2002

B Homepage: http://www.insecure.org/nmap/
B Typical use:

# nmap -v -sT -p80,139 -PO \
-0 scan.txt -m scan.dat 192.168.13.192/29

B obsoletes: cheops, ftp-scanner, bind-scanner,
webscanner, (sing), ...
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= BB
File  Output Help
Hostis): |xanadu vectra playground Scan. ‘ Exit |
Scan Options: General Options:
« conhect() _I Dont Resalve .. TCP Ping _I Fragmentation
™ 5N Stealth _I Fast Scan A TCPEICMP | Get [dentd Info
« Ping Sweep

« LUDP Paort Scan _IRange of Ports: . ICMP Ping _| Resolve all

2pen nf + FIM Stealth « Dont Ping ~ O Detection

ence Prediction: Cla ; ~ Bounce Scan: - Use Decoy(s):  _iInput File: _1 Send on Device:
I |antionline.com |

Output from: nmap -55 -0 -Dantionline.com xanadu vectra playground

Interesting ports on vectra,yuma,net {(192,168,0,50: &
Fort State Frotocol  Serwvice
13 opeEn top daytime
21 open top ftp
22 open top zsh
23 open top telnet
27 opeEn top time
) open top finger
111 open top ELNTRC
113 open top auth
L13 OpEn top login | |
L1 opeEn top zhell
TCP Sequence Prediction: Class=random positive increments
Difficulty=14943 {MWorthy challenge?
Fenote ocperating system guessz: OpenBSD 2.2 - 2,3
Wnteresting ports on playground.yuns.net (192,168,0,13: I
prnl"l' States Pt aenl Saruire _"f
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~ Tool 2: dig (or host)

B Tells you all about DNS entries. Query hosts and bind versions.
Date of installation. Zone transfers. Is an improvement of
nslookup which is unusable.

® written by ISC Internet Software Consortium
M |atest version: bundeled with bind
B Homepage: http://www.isc.org/products/BIND/
B Typical use:

# dig ©0131.246.9.116 linuxtag.org axfr
B obsoletes: host, nslookup, dnsscan
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(@] 44 Konsole - Konsole
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T Tool 3: netcat

Multipurpose tcp stream sender and receiver. Programmable
,telnet“. Bannergrabbing. Generic server.

written by Hobbit of @stake

latest version: 1.10 as of 20/03/1996

Homepage: http://www.atstake.com/research/tools/
Typical use:

# (echo HEAD / HTTP/1.0; echo) | \
netcat www. linuxtag.org 80

B obsoletes: telnet, web browsers, ...
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T Tool 4: whisker

B Convenience tool to detect common vulnerabilities of web
servers. Nice database of built-in patterns. Sensible scanning
instead of brute force trial.

® written by Rain Forest Puppy
M |atest version: 1.4 as of 03/08/2001
B Homepage: http://www.wiretrip.net/rfp/
B Typical use:
# whisker -vih www. linuxtag.org
B obsoletes: web browsers, specific scanner
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(] 44 Konsole - Konsole
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~ Tool 5; Ethereal (with tcpdump)

B Network sniffer, filtering, advanced protocol disassembly, TCP
packet reassembly

® written by Gerald Combs and team
B |atest version: 0.9.3 as of 30/03/2002
B Homepage: http://www.ethereal.com/

M Is based on the powerful pcap library, has both GUI and text
frontend

B obsoletes: (tcpdump), sniffit, several custom scanners, ...
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— - <capture> - Ethereal O X
— File Edit Capture Display Tools Help |
Et h ereal Mo | Time SOLFCE |Destinati|:|n Frotocol | Info =
‘W‘Lﬁmﬂ_l_ 1 PO . 130 R .. 1 2 Bi= “H
212 1.7¥69885 T, 154 Sah, 130 HTTFP Continuation
213 1.770911 1 130 21 21 54 TCP 32793 » 8N TACK] Seq=2257389392 Ack
514 1.773977 00 e 2dicd ff:ff:-ff:ff:ff:ff ARP Who has 12251467 Tell 137.
q) 215 1.776110 HEO. 154 L 4AR.130 HTTP Continuation
216 1.77713 w130 212..0 154 TCP 32794 » 280 [ACK] Seq=2259837235 Ack
N 217 1.784353 154 HAR 130 HTTP Continuation
» — 218 1.785376 45,130 M2l 154 TCP 32792 » 8N TACK] Seq=224B82B6573 Ack:
— 519 1.789564 08:00:20:9<:9c:93 ff:ff:ff:ff:ff:ff fRP Who has 5602127 Tell 137.2
m 2N 4 244404 47 11 1EA 1427 2NA AC 40N uTrTn Camtd At an ."Ir
Ix_l [ —
- o
Frame 1131 (1514 on wire, 1514 captured) &
U) Ethernet II
g B Internet Protocol
> Wersion: 4
Header length: 20 bytes
U @ Differentiated Services Field: 0x00 (DSCP 0x00: Default)
Total Length: 1500
C Identification: 0Oxfere
CG Flags: 0Ox0<4
Fragment offset: 0
Tiwam +a 1d1a= 7 llllr
| WS Ix_l =
N - - — —L
oooo 00 co 26 <a 31 35 00 el B3 <2 Be 5a 03 00 45 00 LAEE15.4 cAng. L E. o
C 0010 05 dc fe 7e 40 00 35 06 77 <5 dd ef 3c 9a 89 cc L0p~@.5. waidi<. .1 —!
0020 2e 82 00 50 80 19 86 e 17 70 86 2d 09 a8 80 18 cWPLLLE LpLLL T
U) 0030 ?d 75 a2 3e 00 00 01 01 02 0a 55 79 ef G7 00 Oc i§¢>.... ..U';.r'i'g.:
040 €3 ca B0 ef £f b7 00 £5 FF Sb OF b £f 35 1d 8  Ac.ie.6 JL,0f5 ¢ /
Filter: | j |Fi|e:{capture} Draps: 0
I
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~ Tool 6: ettercap

B Allround tool for spoofing, sniffing and hijacking. Has both
passive and active modes. Allows injection of own data in
communication streams. Man-in-the-middle-attacks. Password
collection for several protocols.

® written by ALoR and NaGA

B |atest version: 0.6.5 as of 23/04/2002

B Homepage: http://ettercap.sourceforge.net/
B Typical use:

Use ettercap to redirect traffic through your machine in a
switched network and use Ethereal to read the passwords out of
the streams.

B obsoletes: cheops, ftp-scanner, bind-scanner, webscanner, ...
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(] 44 Konsole - Konsole <2»

ettercap 0.6,3,1

ettercap

22 hosts in this LAN LA5,140 ¢ 255,250 ,200,00

c
o
+—
O
)
D
)
.
)
o)
-
©
|_

Yo TR+ Af . 0 HMRCy 00350 438 Iface: ethd Link: SWITCH
i pdE P00y tA4 88

FIRST Technical Colloquium 2003, Uppsala, Sweden Stand and Deliver: Essential Security Testing Tools Nils Magnus




secunet

(] 44 Konsole - Konsole <2»

ettercap 0.6,3,.1
OFF

ett erc ap illithid (MAC baseg ;F— S p—
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46, il MAC: 003:50:04:8C:A4:88 Iface: ethd Link: SWITCH
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-4 Konsole - Konsole <2
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~ Tool 7: spak ——

B Generate custom packets of various network layers: Set strange
TCP-Flags, Send UDP packets with bogus data boundaries. Forge
source routed IP packets, with source routing and more.

® written by Karyl F. Stein

M |atest version: 0.6b as of 02/03/1998

B Homepage: http://www.cs.purdue.edu/homes/steinfk/software/
B Typical use:

# maketcp $SRC $SRCP $DST $DSTP -ss -of
../sample_options |\ makeip $SRC $DST -1 - -sd |
sendpacket $DST -v

B obsoletes: arp-fun, nemesis, ...
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~ Tool 8: John the ripper -

B Multipurpose password cracker. Breaks old (DES) and new (MD5)
Unix passwords, different types of Windows passwords from
sam and from network sniffers, cisco passwords etc.

® written by Solar Designer

M |atest version: 1.6.31-dev as of 03/03/2002

B Homepage: http://www.openwall.com/john/
B Typical use:

# john -resume passwd.grabbed

B obsoletes: crack, |IOphtcrack, ciscocrack, ...
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- Tool 9: OpenSSL

Create and fake certificates. Encrypt and decrypt DES, 3DES,

Blowfish, IDEA, AES, ... Talk SSL/TLS to encrypted webservers.

written by OpenSSL project team
latest version: 0.9.6¢ as of 22/12/2001
Homepage: http://www.openssl.org/
Typical use:

# (echo HEAD / HTTP/1.0; echo) |\
openssl s _client -connect www. linuxtag.org:443

Library version is built into some tools like ettercap
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T Tool 10: Nessus

B Multi purpose, all-in-one integrated security scanner. Not really
necessary, but convenient. Comes with graphical frontend. C/S-
based. Can generate nifty reports and pie charts.

® written by Renaud Deraison and team
M |atest version: 1.2 as of 18/04/2002

B Homepage: http://www.nessus.org/

B Typical use:

Get a first-glance overview of the security situation of a network.
Beware of the dealing with lots of false positives and some
negatives.

B obsoletes: (COPS), SATAN, Saint, Netsaint, SARA, ISS, ...

FIRST Technical Colloquium 2003, Uppsala, Sweden Stand and Deliver: Essential Security Testing Tools Nils Magnus



secunet

=] Messus Setup =
Messusd host | PIUGIRG . Prefs. | Scan options | Target selection | User | Credits
]
N eS S u S rPlugin selection
Misc. | =
[ Messus porscanning/atiack status = Finger ahuses %
Backdoaors
g FPortacan : LGl ahuses E
Stop General F
Attack : Remote file access
grincheus fr nessus.org Security check : infosrch.cai e
g Portscan - Gain a shell remately
Attack - Stop Firewalls |
prof . fr nessus.org Security check - 2 ; hdows !
¥ Metscape Server ?FageServices hug SMTF oroblems -
g Fortscan :
Attack - Stop Enakile all Enakle all but dangerous plugins Disakle all
darmeur . fr.nessus.org Security check - mstream agent Detect
) S Using MetBIOS to retrieve information from a Windows host E 5
i Stop SME log in W
gateway fr hessus org Security check : Quote of the day SME accessible registry E
B Partscan - SME Registry © Service Fack version @
attack o SMB get domain 51D W
hansal fr nessus.org Security check : SME use domain SID ta enurnerate users SME use domain 510 to ehumerate users E
SME Lankan Fipe Server browse listing E
SME shares enumetation
L
46 — % e
Stop the whole test Start the scan Load report Cluit
|
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Nessus

Nifty reports with
suggestions for help

(]

Messus Report

Sumrmary

Murnber of hosts tested @ 5
Found 17 security haoles
Found 93 security warnings

% honsai fronessus org

prof ft nessus.org

gateway fr.nessus.arg

dormeur fr.nessus arg |

grincheus. fr nessus ot

Solution ¢ install all the latest Microsoft Security Patches

Risk factor | Serious
CWE - CWE-1989-0275

poppassd (106/cp)
I— pop-3 (110Mfcp)

unknown {1355 cp )

' ‘El-rﬁ nethios—ssm 139/ cp )

Security warnings

The remote registry can be accessed remotely
uzsing the login § passwaord combination used
for the SME tests.

Having the registry accessible to the world is
niot & good thing as it gives extra knowledge 1o

a hacker.

Solution : filter incoming traffic to this port or set
tight lagin restrictions.

Risk factor © Low
The dorain 310 can be obtained remotely. s value is

INTRAMET : 5-21-20333150-365275040 - 1645591 2359

aF

—3

Save as... Save az HTML with Piesz % ﬂ Close
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nmap
dig

netcat

whisker
Ethereal/tcpdump
ettercap

spak

John the Ripper
openssl

Nessus

T Summary of Linux attacking tools

Scan

List

Send and Receive
Browse

Sniff
Spoof and Hijack
Generate

Crack

Encrypt and Decrypt
Summarize
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. My watchlist

Ok, ok, just ten items may be a little hard ...
... sSome of these tools might get on my list one day:

B nagios successor of Netsaint

B snmp-Utilities dumping Network Management data
B netcat with SSL built-in combines netcat and OpenSSL

M argus augments ethereal/tcpdump

M airsnort for detection and analyzing WLANs
B babelweb additional aproach to whisker
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Questions,

comments,

Discussion
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— Hacker in charge

Dipl.-Inform. Nils Magnus
Senior-Consultant IT-Security

secunet

Security Networks AG
Osterbekstr. 90b T
22083 Hamburg, Germany e

Tel.: +49 40 69 65 99 - 13 ' LI
Fax: +49 40 69 65 99 - 29

E-Mail: magnus@secunet.de

URL: www.secunet.com
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