
Data retention:
a civil rights’ perspective

Sjoera Nas, TF-CSIRT seminar,
Amsterdam, 24 January 2006



Agenda

• About Bits of Freedom / EDRI

• Obligations under the new EU directive

• How did we lose this war?

• Key implementation questions:
-network layer vs service layer
-central vs decentralised storage
-responsability for data protection
-security (access control)



Bits of Freedom / EDRI

• Founded in 2000

• NGO, funded by private parties

• Themes: privacy, freedom of speech, spam,          
e-voting, copyright

• Co-founder EDRI - European Digital Rights

• 21 members in 14 European countries



Big Brother Awards 
presented this Saturday, 28 January 

in De Melkweg, Amsterdam



www.edri.org



The new EU directive

• Storage of traffic data for 6 to 24 months

• Telephony: fixed and mobile traffic data, including 
failed caller attempts, *ms and location data

• Internet: IP addresses, e-mail and VOIP traffic data

• No cost reimbursement

• No minimum access rules

• Must be turned into national law by July 2007



What did we do?

• Looking back at a 5 years civil rights struggle 
against data retention

• We started in 2001, when the G8 Ministers of 
Justice first mentioned the desirability of systematic 
data retention

• In the EU hardliners successfully entered a 
possibility for national data retention legislation in 
the 2002 e-privacy directive



Summer 2002: NL petition



September 2004: policy statement, 
June 2005 Open Letter to the EP



Summer 2005: EU petition



Autumn 2005: 2 flyers for EP



How did we lose this war?

• In spite of a joined coalition of telco’s, ISPs and 
citizens, and after 2 almost unanimous rejections, 
on 14 December the EP voted 387 in favour, 204 
against

• Europe now has data retention, undisputed high 
numbers of wiretapping, data freezing and 
dramatically low access barriers

• Such systematic and silent electronic surveillance 
of innocent citizens is unthinkable in the USA!



How did we lose this war?

• US: strong civil rights movement, tradition of 
resistance against government interference

• Europe: terrorism used as ‘absolute‘ excuse

• 1948 Universal declaration of Human Rights; 
all men are born free and equal

• Oblivion to historical lessons; governments 
may and will make serious mistakes



Clarke, UK minister of Home Affairs, to 
the European Parliament in Sept ‘05;
"(there is a) need to balance important rights for 
individuals against the collective right for security. 

The view of my Government is that this balance is not 
right for the circumstances which we now face – 
circumstances very different from those faced by the 
founding fathers of the European Convention on 
Human Rights - and that it needs to be closely 
examined in that context."



So what can we do?

• Open up an extra e-mail account with a non EU 
provider

• But don’t invest too much time in geek 
circumvention talk

• Get involved with the legal and practical details of 
the upcoming national implementation

• Think about your own data privacy every step of 
the way, it is not about ‘somebody else’ anymore



Key implementation questions

• network layer vs service layer

• central vs decentralised storage

• responsibility for data protection

• security (access control)



NL proposal for centralised storage

• Telecom providers already make their subscriber 
databases accessible through a central, double blind 
disclosure point (CIOT)

• NL 2004: 900.000 telephony subscriber requests by the 
police PLUS 300.000 requests by the secret services

• Government wants the same model for traffic data, 
suggested as cost-friendly solution

• Horrible from a civil rights perspective; possibility of 
large scale data-mining, no transparency, no access 
control = guilty untill proven innocent



Conclusions

• Security depends on respect for privacy

• As hardcore security staff, you are 
responsible to minimise and controll 
access to personal data

• Make an effort to bridge the mental 
gap, enlighten your colleagues
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