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LITNET

http://www.litnet.It N

NREN in Lithuania <=
~1300 Organizations
~200 000 Users

LITNET CERT
http://cert.litnet.lIt
16 persons

8 major nodes
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LITNET

» Everyday incident handling
 Activities

— Advisories Iin lithuanian

— Lithuanian ISP abuse forum
* Projects

— Warning System

— Automatic malware blocking



Warning System

Kind of early warning system
Monitors traffic coming to a darknet

http://ews.lithet.lIt
— Currently in lithuanian only, sorry ®

Work in progress



Warning System

Informavimo apie kompiuterines atakas sistema

Paros statistika (01-27 00:00 - 01-28 00:00)

Labiausiai puolamos paslaugos
2008-01-28 00:00 statistika
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Bendras pakety srautas lyginant su vidutiniu: 76.78%



Warning System

Informavimo apie kompiuterines atakas sistema

Paskirties porty pasiskirstymas - 5 minuciy statistika (01-28 17:50 - 01-28 17:55)

2008-01-28 17:55 statistika
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Automatic malware blocking

» Goals
— Automagically block
— Create an incident in RTIR
— Allow to get updates

» Work in progress



The System

Automatic malware blocking

&, 192.168.0.0/24

Updates

The Internet Q

Rules / Actions




The END



