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• Danny Grander, @grander on Twitter 
• Co-founder & Security Research at Snyk
• CTF player (@pastenctf team)

About me
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backup.zip
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unzip(“/tmp/extracted/”, “backup.zip”)
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/tmp/extracted/backup.txt
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evil_backup.zip
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evil_backup.zip
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/tmp/extracted/../../../../../home/root/.ssh/
authorized_keys

/home/root/.ssh/authorized_keys
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Impact
• Gain code execution by overwriting

• Code files
• Initialization scripts
• Configuration files
• Credentials and SSH Keys
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Not only ZIP!
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Archiver vs Compressor
Extension Archiver Compressor

zip (jar, war, apk) yes yes
7z yes yes
tar yes no

cpio yes no
.a / .ar yes no
gzip no yes
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Many more…
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Archiving libraries
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Affected archiving libraries

• unzipper 
• adm-zip
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Affected archiving libraries
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1991

Phrack #34
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Is EVERYTHING Vulnerable?
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Java Standard Library

Apache Commons Compress
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How to unzip files programmatically in Android?
What is a good Java library to zip/unzip files?
Java ZIP - how to unzip folder?
How do I extract a tar file in Java?
How to untar a TAR file using Apache Commons
Utility to unzip an entire archive to a directory in java
Unzip Archive with Groovy
Simplest way to download and unzip files in Node.js cross-platform?
unzip (zip, tar, tag.gz) files with ruby
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Zip Slip
• Lack of standard, high level API for 

archive extraction in some ecosystems 
• Many vulnerable code snippets all 

around being copy & pasted
• Dozen of affected archive extraction 

libraries
• Hundreds of vulnerable projects
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How do we Disclose?

• Responsible Disclosure
• 60 day disclosure period
• Coordinate and help fixing
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Zip Slip CVEs
•  CVE-2018-1002203 
•  CVE-2018-1002204 
•  CVE-2018-1002200  
•  CVE-2018-1002201  
•  CVE-2018-1002202  
•  CVE-2018-1002205  
•  CVE-2018-1002208 
•  CVE-2018-1002209   
•  CVE-2018-11762 
• …

•  CVE-2018-1002206  
•  CVE-2018-1002207  
•  CVE-2018-8008  
•  CVE-2018-8009  
•  CVE-2018-1261  
•  CVE-2018-1263 
•  CVE-2018-10886 
•  CVE-2018-12036  
•  …
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https://github.com/snyk/zip-slip-vulnerability
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Takeaways
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Takeaway #1
Design simplified APIs with strong 

security defences implemented by default
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Takeaway #2
Don’t be a “Full Stack Overflow Developer”

https://christianheilmann.com/2015/07/17/the-full-stackoverflow-developer/
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Takeaway #3 
Proper archive handling

• Make sure you don’t have a vulnerable 
implementation in your own code

• Make sure you’re not using libraries 
with known vulnerabilities 

• Don’t trust archives that you not fully 
control
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Affected archiving libraries

• unzipper 
• adm-zip • Oracle std. lib 

• Apache commons-
compress 

• plexus-archiver 
• zt-zip 
• zip4j

• DotNetZip 
• SharpCompress 
• SharpZipLib

• zip-ruby 
• rubyzip 
• zipruby

• mholt/archiver 
• cf/archiver

https://github.com/snyk/zip-slip-vulnerability
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Open Source Is Awesome
Please Enjoy Responsibly

Questions?
Danny Grander, Snyk

danny@snyk.io
@grander
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Questions
• Zip Slip https://snyk.io/research/zip-slip-vulnerability
• Snyk blog https://snyk.io/blog 

• Zip Slip - behind the disclosure: https://snyk.io/blog/behind-the-disclosure-
the-zip-slip-vulnerability

• Attacking ftp clients https://snyk.io/blog/attacking-an-ftp-client/

• Snyk Vulnerability DB https://snyk.io/vuln
• BigQuery research

• https://medium.com/@hoffa

• https://medium.com/@sAbakumoff

• The Secure Developer Podcast 
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Other research
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Spaces or Tabs?

https://medium.com/@hoffa/400-000-github-repositories-1-billion-files-14-terabytes-of-code-spaces-or-tabs-7cfe0b5dd7fd



snyk.io

F-bombs in commit messages

https://medium.com/@sAbakumoff/157-million-github-commits-48-thousand-f-bombs-a84cb9fab680
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Top open source contributors

https://medium.freecodecamp.org/the-top-contributors-to-github-2017-be98ab854e87
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