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• Paste monitoring
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Paste monitoring

• Example: http://pastebin.com/

◦ Easy storing and sharing text online
◦ Used by programmers
→ Source code & configuration information

• Abused by attackers to store:
◦ List of vulnerable sites
◦ Exploit code
◦ Database dumps
→ Users data
→ Credentials (3rd party)
→ Credit card details

◦ ... more and more ...
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http://pastebin.com/


Paste monitoring: Example creation
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Paste monitoring: Key numbers

• Monitored paste sites: 27

• Keywords - Search terms: 420

• Keywords - Constituency related: 90

• Time for one ticket: 5 min - 1 hour

Table : Key numbers for 2016

Pastes 2016 Jan Feb Mar Apr Mai Jun Jul Aug Sep Oct Nov Dec

Fetched pastes 1 439 453 1 537 186 1 719 646 1 622 674 1 595 881 1 561 700 1 422 628 1 443 938 1 519 026 1 581 793 1 656 985 1 464 214
Keywords hits 5394 4407 4072 11 455 4722 4158 4083 3796 4235 3970 4155 4350
Constituency hits 1792 1402 741 1273 1146 795 598 644 717 953 736 643
Security related (TR-46) 30 22 28 19 15 13 16 8 13 22 38 28

Incidents & investigations 65 55 76 44 31 36 40 21 39 59 104 79
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Paste monitoring: Statistics

Table : Statistics for 2016

Pastes 2016 Monthly averag Total

Fetched pastes 1 547 094 18 565 124
Keywords hits 4900 58 797
Constituency hits 953 11 440
Security related (TR-46) 21 252

Incidents & investigations 54 649
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Paste monitoring: TR-46 approach

https://www.circl.lu/pub/tr-46
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https://www.circl.lu/pub/tr-46


Paste monitoring: TR-46 approach

• Risks with stolen email addresses

• Risks with stolen (hashed) passwords

• How to mitigate the risks

• How to prevent collateral damage

• How do we find leaks

• Reference of leaks
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Paste monitoring: TR-46 approach
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• AIL
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• AIL - Run your own instance
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AIL - Run your own instance

https://github.com/CIRCL/AIL-framework
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https://github.com/CIRCL/AIL-framework


AIL - Run your own instance: With pystemon

https://github.com/CIRCL/pystemon
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https://github.com/CIRCL/pystemon


AIL - Run your own instance: Use CIRCL feed

Request access at: info@circl.lu
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mailto:info@circl.lu


Thank you
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• Pastebin Onion Honeytoken: 1th try
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Pastebin Onion Honeytoken: 1th try

1. Hidden Service started: l72syskvgeg2afao.onion
2. 2016-11-09 published: pastebin.com/zdsqxX7u
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Pastebin Onion Honeytoken: 1th try

[10/Nov/2016:00:05:07 +0100]

"GET / HTTP/1.1" 200 11576 "-"

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_5)

AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/49.0.2623.87 Safari/537.36"

[11/Nov/2016:00:05:06 +0100]

"GET / HTTP/1.1" 200 11576 "-"

"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_5)

AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/49.0.2623.87 Safari/537.36"

2016-11-12 -----|

2016-11-13 -----| Hidden Service was down

2016-11-14 -----|
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Pastebin Onion Honeytoken: 1th try

[15/Nov/2016:00:05:13 +0100]

[16/Nov/2016:09:14:22 +0100]

[17/Nov/2016:09:07:35 +0100]

[18/Nov/2016:09:19:42 +0100]

[20/Nov/2016:09:15:27 +0100]

[01/Dec/2016:09:17:48 +0100]

[04/Dec/2016:09:34:57 +0100]

[07/Dec/2016:09:30:32 +0100]

[15/Dec/2016:09:31:36 +0100]

[22/Dec/2016:09:44:15 +0100]
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• Pastebin Onion Honeytoken: 2nd try

32 of 35



Pastebin Onion Honeytoken: 2nd try

1. 2016-12-23: Hidden Service stopped: l72syskvgeg2afao.onion
2. 2016-12-23: Hidden Service started: inllatutjo3i57qt.onion
3. Not published; No access at all
4. 2017-01-12 published: pastebin.com/Jh2SLG27
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Pastebin Onion Honeytoken: 2nd try

34 of 35



Pastebin Onion Honeytoken: 2nd try

[12/Jan/2017:15:35:31 +0100] "GET / HTTP/1.1" 200 3525 "-"

"python-requests/2.4.3 CPython/2.7.9 Linux/3.16.0-4-amd64"

[12/Jan/2017:22:17:36 +0100] "GET / HTTP/1.1" 200 3525 "-"

"python-requests/2.12.4"

[13/Jan/2017:01:35:08 +0100] "GET / HTTP/1.1" 200 3525 "-"

"python-requests/2.4.3 CPython/2.7.9 Linux/3.16.0-4-amd64"

[13/Jan/2017:07:10:42 +0100] "GET / HTTP/1.1" 200 3525 "-"

"python-requests/2.12.4"

...

...
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Pastebin Onion Honeytoken: 2nd try

...

...

[17/Jan/2017:19:13:36 +0100] "GET / HTTP/1.1" 200 3525 "-"

"python-requests/2.12.4"

[18/Jan/2017:04:43:19 +0100] "GET / HTTP/1.1" 200 3525 "-"

"python-requests/2.12.4"

[18/Jan/2017:11:00:33 +0100] "GET / HTTP/1.1" 200 3525 "-"

"python-requests/2.4.3 CPython/2.7.9 Linux/3.16.0-4-amd64"

[18/Jan/2017:15:37:52 +0100] "GET / HTTP/1.1" 200 3525 "-"

"python-requests/2.4.3 CPython/2.7.9 Linux/3.16.0-4-amd64"
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