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WORK AS A TEAM

▸ DFIR is a team work 

▸ FOSS mantra: 'with enough eyeballs, all bugs are shallow' 

▸ DFIR mantra: 'with enough eyeballs, skills and mindsets, all 
threats are shallow'



SHARING IS CARING

▸ And here we are, tired but happy 

▸ The case has been investigated, IOCs found and proper 
response done 

▸ Wouldn’t they be useful to peers to defend themselves? 

▸ And they will come up hopefully with complementary 
IOCs that were unbeknownst to us



OPSEC ISSUES

▸ All observables are not created equal 

▸ Their TLP, among other attributes, may vary 

▸ A single case may involve observables from multiple 
sources 

▸ TLP drive analysis and sharing 

▸ Ex. a TLP:AMBER file must not be submitted to VT 

▸ But its hash may be



KEEP MANAGEMENT HAPPY

▸ Since donuts & pie charts are eye candy essential 
management tools… 

▸ Operational, meaningful statistics should be produced 

▸ To drive the DFIR activity and continuously improve it



SPECS
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AUTOMATION & COLLABORATION

▸ Let many analysts work on multiple cases, sometimes 
simultaneously 

▸ Store observables, mark some as IOCs, make their analysis 
as simple as possible 

▸ Index observables, cases and any noteworthy evidence or 
reference 

▸ Let analysts search through them



AUTOMATION & COLLABORATION

▸ Maintain history & an audit trail 

▸ Change behavior according to the TLP 

▸ Offer open, documented API to extract IOCs or create 
cases out of MISP events or SIEM alerts 

▸ Generate statistics to drive and improve the activity 

▸ Facilitate report writing



WE ARE HUMANS

▸ Human interaction with the constituency may be 
negatively impacted by a ticketing system 

▸ Do not expose tickets to the constituency 

▸ Automation is good… until it strips away the social aspects 
of our work



WHAT’S ON THE MARKET

▸ Hunting for a solution started in early 2014 

▸ Solutions existed but partially fulfilled the requirements 

▸ Office (*cough*), AbuseHelper, RTIR, MISP, CIF and 
Resilient Systems (commercial)… 

▸ Build vs. buy: given the requirements and our skills, we 
decided to build



THEHIVE
LEARNING FROM BEES



▸ 3-IN-1 

▸ Collaboration platform 

▸ Task & work log 

▸ Analysis and storage platform 

▸ Used by a CERT team of 12 analysts on a daily basis since 
Oct 2014 

▸ LDAP & Active Directory support for authentication
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USE CASES (EXAMPLES)

▸ Have we already seen these observables somewhere else? 

▸ Have we already handled a similar case in the past? What 
was the outcome? 

▸ Is there something we do on a regular basis that we can 
automate? 

▸ We have a set of heterogenous observables that we need 
to analyze



MAIN FEATURES

▸ Import and synchronize events from several MISP instances 

▸ Analyze observables through one or several Cortex 
instances  

▸ Leverage powerful statistics to drive the activity 

▸ Stay up-to-date and get information about new cases, 
tasks, … thanks to the flow 

▸ Handle cases the way you want using templates



CORTEX - STANDALONE ANALYSIS ENGINE

▸ Automate bulk observable analysis through a REST API 

▸ Query analyzers through a Web UI to quickly assess the 
malicious nature of observables 

▸ Analyzers can be developed in any programming 
language that is supported by Linux
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SCALA-BILITY

▸ TheHive and Cortex are horizontally scalable 

▸ Add more Elastic nodes and let them dance together 

▸ Their REST APIs are stateless 

▸ Add more back-ends / Cortex instances if there are load 
issues 

▸ Currently missing: shared flow among back-ends through 
Apache kafka



PRE-REQUISITES

▸ Linux with JRE 8+ 

▸ Chrome, Firefox, IE (11) 

▸ A decent computer



GET THE SOFTWARE

▸ TheHive is available under an AGPL license 

▸ Source code hosted on GitHub by CERT-BDF  

▸ Available as binary packages and Docker images 

▸ Buckfast (2.10) and Cortex release scheduled for 3rd week 
of January
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CORTEX2

▸ Authentication, subscription and analyzer configuration 
support 

▸ Painless analyzer development 

▸ Analyzers will be provided as dockers 

▸ Rate-limiting 

▸ Report caching
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THANK YOU!

THEHIVE PROJECT /

▸ Thomas Franco 

▸ Saâd Kadhi  
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