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Our goal
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Which info is valuable (org)?
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Which info is valuable (ppl)?
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Which info is NOT valuable?
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Which are the threats?

INSERT YOUR
FAVOURITE FLAG
<HERE>
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'. Where is the info?

rmati : Any organization that desires to raise the
flag of Islam high and proud, must gather as much information as
possible about the enemy. Information has two sources:

Public Source: Using this public source openly and without
resorting to illegal means, it is possible to gather at

least 80% of information about the enemy. The percentage

2. Secret Sources: It is possible, through these secret and
dangerous methods, to obtain the 20% of information that is
considered secret. The most important of these sources
are:

A. Individuals who are recruited as either volunteers or
because of other motives

Recording and monitoring

Photography

Interrogation

Documents: By burglary or recruitment of personnel

Drugging

Surveillance, spying, and observation
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alt.2600

comp.security

comp.hackers

Open sources

comp.security.unix

comp.oS.minix
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comp.unix.solaris Compartido ptblicamente

30 de muchos temas Acercade (v)
Is PyPy supported on Solaris?
De Alekz - 3 publicaciones - 19 vistas 11 de ene.

Search: Ultrasparc - Book Mesostation999
De Agent J - 1 publicacién - 11 vistas

Getting stack size and pointer in a thread?
De hume.sp...@bofh.ca - 9 publicaciones - 20 vistas

@) Se ha ocultado este tema porque estd marcado por incluir contenido inadecuado

olwm won't load in X-Window on Linux. (arcane - really arcane)
De John Ferguson - 1 publicacion - 19 vistas 21/12/16

Solaris 11, CUPS and RBAC
De YTC#1 - 1 publicacién - 19 vistas 16/12/16

no sol12?
De Joe Reid - 17 publicaciones - 117 vistas 15/12/16

coordinating users between systems
De Joe Reid - 12 publicaciones - 33 vistas 12/12/16

egrep for any number of space and/or tabs
De iandid...@googlemail.com - 14 publicaciones - 1209 vistas 8/12/16
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What are the bad guys doing?




What are the bad guys doing?
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& What are the bad guys doing?
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What to do?
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Sample scenario

We need ko establish cur ocwn CERT
We need security pracedures, policies...

ACME, our main compe&i&on has
iks own CERT up and running

Copying is easier than creating

()
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" Sample scenario

What is ACME CERT? What is ACME?
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9' Sample scenario

More about ACME CERT?

GO g |e acme CERT Q




N . SlideShare ~ Search

Home Technology Education

Be the first to clip this side

)

Migratin
desktop

Alice Cooper
ACME CERT Chief Technology Officer
[
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w' Sample scenario

Who works there?

acme CERT

Leaming Interests

John Smith 7.
Chief Procedures Editor - ACME CERT

Chief Procedures Editor at ACME CERT
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v' Sample scenario

Who is John Smith?

To help personalize content, tallor and measure ads, and provide a safer experience, we use cooides. By clicking or navigating the site, you agree to allow our collection
information on and off Facebook through cooldes. Learn more, including about avallable controls: Cookies Policy.

Emall or Phone

facebook - —

SEARCH BY NAME People named John Smith
' John Smith Q

Find your friends on Facebook
Log in or sign up for Facebook to connect with friends, family and pecple you know.

FILTER BY SCHOOL

H . i
arvard University £ q.\ John Smith 2 See Photos
University of Oxford

John Smith See Photos
ACME Corporation

SIMILAR NAMES

Jon Smith
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Who is John Smith?

Sample scenario

Vente Materiels photo Nikon et Canon

": Grupo publico
Groupe destiné a la vente de matériels d

Canon

miembros

Participar

‘occasion photos Nikon et

Grupo publico

 Our group name is Canon Photomarket.
product. For Sale / Trade of Canon related
13 032 miembros

—
i

27
o Canon Photo Club Springfield Participar
& Grupo publico
CPCI Partners: Mentoring Photo Travel: http://mentorseries.net
Pasar Kamera ht pr 'www.facebook.com/groups/Can...
89 702 miembros
. Canon PhotoMarket USA Participar

early it means Canon

‘-A

gea

only
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Sample scenario

Let’s build the attack...

amazon

Departments ~

canon lens

Any Category
Electronics

Camera & Photo

Digital Camera Lenses
Lens Moods

Camera Lenses

Camera & Camcorder Lens
Bundles

Dwgital Camera Accessores
Accassones

Film SLR Camera Lenses
Lens Caps

19-72 of 777 results for Electronics : Camera & Photo : “canon lens”

SPONSORED BY AUKEY

Pocket size lens for iPhone or
other cellphone
» Shop now

AUKEY Ora iPhone Lens, 14 AUKEY Og

Id
Showing most relevant results sorted by Price: High to Low. See all sorted results.

Canon EF 70-300mm f/4.5-5.6 DO IS USM Lens for Canon EOS Cameras

by Canon
P See more
s1 '39900 Prime
FREE Shipping on elgible orders Trade-in|
) Only 1 left in stock - order soon -
o « Optic
More Buying Choices * Max |
nternational Shipping g p
$1,399.00 new (12 offers) * MinF
e ded $389.99 used (28 offers) + Foeud
) e Lens
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Sample scenario

Let’s build the attack...
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" Sample scenario

...and deliver it!

[a] CANON EF 70-300mm Lens

jobn smith@acmaceet com ~

2. CANON EF 70-300mm Lens

Dear John

I'm Feo Bar, colleague from the Canon Photo Clubd Springfeld group at Facebook. I'm seling a CANON EF 70-300mm Lens, aimast HALF OF ITS PRICE (B00S), NOT USED. The reason: these Crisamas I've received two of
them as a present ;)

| attach & POF fie with the descrpton, technical detalis and price, and 450 S0me pics of T lans 874 15 bundie. AS you Can see, 1's in PERFECT stae, ready 10 use

Pleass 9:0p me an &-mal if you 4 NMecedieg; wi COUlS MTR"GH AL SOMe PIACH & SoAngield If yOu want 10 prove the lens Dy yourse!!

Best regarcs

| vor |
)&

Canonlens POF

Foo

—"°

S2 GRUPO

CERT







S



Main conclusions
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The
ENEMY
is listening

He wants to know
what you know

KEEP IT T0 YOURSELF

Mitkiary Iniciligence Bicisban, War Depariment
Otfiew of Naval Intelligence, Navy Bepariment
Foderwl Rarens of Inivstigurion, Dopariment of Justice

Main conclusions
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Main conclusions
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THANK YOU!
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