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The probliem

Year-to-date CVE publications (MITRE CVE List)
Lines showing the daily cumulative count of published CVEs on MITRE's CVE List, https://cve.mitre.org/cve/
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Year-to-Date CVEs: 6,332
| Average CVEs Per Day: 87.9
| YoY Change: +21.3% (5,218)
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25%

51% of vulnerabilities are
remediated in the first month

Percentage of Vulnerabilities Remediated

50%
67% of vulnerabilities are
remediated in the first 3 months
76% of vulnerabilities are
75% remediated in the first 6 months
16.3% of vulnerabilities remain open
more than a year after discovery
100%
3 6 9 1
maos mMaos mMaos year

Time (months)

Remediation Velocity - Cyentia Institute, Patching, Fast and Slow
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And Atcttackers Are Taking ....
Advantase ..-
i ) CISA KEV contains ~46% "Vintage —

Vintage Vulnerabilities

Are Still In Style Vulnerabilities"

) VulnCheck KEV contains ~45% "Vintage
Vulnerabilities"

i | ) . .
> e 1 ). 329 of the top 100 exploited vulnerabilities
T | | '[ [ on The Shadowserver Foundation are "Vintage
LA Vulnerabilities"

»»»»»»»»

Our Research found over 15 million publicly accessible vulnerable instances to
~200 CISA KEV CVEs catalog.




What €an We Do?






RISK = Threat X Yulnerability X iImpact¢
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C€VSS - Common Yulnerability Scoring
System

The CVSS framework aims to standardize communicating the severity of
software vulnerabilities. It captures the principal characteristics of a
vulnerability and produces a numerical score reflecting its technical severity.
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C€VSS - Commmon Yuilnerability Scoring
System

A single score can then be broken down into a qualitative representation:

CVSS Score
None
Low
Medium g
High N
—_—
Critical
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CVSS Version 4.0

Consists of four metric groups:

Base - represents inherent vulnerability qualities that remain constant across
different environments and over time.

Threat - (known as Temporal in CVSS v3) reflects characteristics evolving in time
but not necessarily across user environments. For example, the resulting CVSS
score will be lower upon confirmation that the vulnerability has not been
exploited and has no proof of concept code publicly available.

Environmental - accounts for the unique aspects of a vulnerability in the context
of a specific user's environment.

Supplemental - may be used to provide extra insights but do not affect the final
severity score.




CVSS Sctrengths

Standardized - allowing for consistent and uniform assessment across
different systems and organizations

Widely Adopted - globally recognized and used by many organizations,
including government agencies, making it a common language for
discussing vulnerability severity

A Simple Quantitative Measurement
Open and Transparent

Customizable




CVSS Limitations
1€ Isn’¢t Scalable
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1€ Isn’¢ Effective

Vulnerability Threat Landscape

0.32%

N—

HIGH RISK VULNERABILITIES (-5.3k)

206,037 77,965 4,615 965 829 651 555 27 Sl
Universe of All Vulnerabilities Vulnerabilities CISA Known Exploited by Exploited by Named Exploited by
Known with Exploit with Exploited Malware Threat Acters Vulnerabilities Ransomware
Vulnerabilities Available Weaponized Vulnerabilities (Log4Shell, =N
Exploit Code Heartbleed) - .
o
B

Updated : 07/01/2023

Source: https://blog.qualys.com/product-tech/2023/07/11/an-in-depth-look-at-the-latest-vulnerability-threat- landscape-part-1



Vulnerability S _
Management [ : Medium
Strategy Severity CVE




1€ Doesn’t Reflect Actual Risk

IKCVE-2023-21237 Detail

Description QUICKINGO
- In applyRemoteView of NotificationContentinflater.java, there is a possible way to hide foreground service notification due to misleading or CVE Dictionary Entry:
ey insufficient UI. This could lead to local information disclosure with no additional execution privileges needed. User interaction is not needed CVE-2023-21237
gt for exploitation.Product: AndroidVersions: Android-13Android ID: A-251586912 NVD Published Date:
- 06/28/2023
N s NVD Last Modified:
T Nl seve rity CVSS Version 3.x CVSS Version 2.0 03/05/2024
Source:
— CVSS 3.x Severity and Metrics: Android (associated with Google Inc. or
Open Handset Alliance)
m NIST: NVD Base Score: |55 MEDIUM Vector: CVSS:3.1/AV:L/AC:L/PR:L/ULN/S:U/C:H/I:N/A:N
g L - L I . ege &
. This CVE is in CISA's Known Exploited Vulnerabilities Catalog
» Reference CISA's BOD 22-01 and Known Exploited Vulnerabilities Catalog for further guidance and requirements.
—
Vulnerability Name Date Added| DueDate| RequiredAction
/;f, Android Pixel Information Disclosure ~ 03/05/2024 03/26/2024  Apply mitigations per vendor instructions or discontinue use of the

Vulnerability product if mitigations are unavailable.
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RISK = Threat X Yulnerability X iImpact¢













EPSS - Exploit Prediction Scoring
System

The Exploit Prediction Scoring System (EPSS) is a data-driven effort for
estimating the likelihood (probability) that a software vulnerability will be
exploited in the wild within the next 30-day period.




EPSS - How Does 1€ Work?

The EPSS model relies on a dataset based on more than 6.4 million
observed exploit attempts with data contributions from organizations such

mentia fs

Note: An exploit attempt is defined as any recorded attempt to exploit a vulnerability, regardless of whether the
attempt was successful.
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EPSS - How Does 1€t Work?

Exploit Code ~
CVE (age+refs) | :
CVSS Vectors ‘
Sites ‘
Scanners h
Twitter I

Tag | “_\
CWE | "_\
Vendor ‘

0 0.01 0.1 05 1 23 5
Shapley Value

CVE: Count of References
Tag: Remote

Tag: Code Execution
Exploit: Exploit DB

CVE: Age of CVE

Vendor: Microsoft
CVSS: 3.1/AV:N

CVSS: 3.1/PR:N

CVsS: 3.1/AH
CVSS:3.1/C:H

Site: ZDI

Exploit: metasploit
NVD: Exploit Ref

NVD: VDB Ref

NVD: US Gov Ref

Tag: SQLi

Scanner: Nuclei
Vendor: Adobe

CVSS: 3.1/ULN

NVD: Vendor Advisory Ref
Tag: Local

NVD: 3party Advisory Ref
NVD: Patch Ref
CVvss:3.1/I:H

Tag: XSS

Tag: Denial of Service
Site: KEV

CVSS: 3.1/Scored
Exploit: Github

Tag: Buffer Overflow

0.0
Mean Absolute Shapley Value




EPSS Strengths

Temporal Aspect - Adapts to new information published after the initial
disclosure of a vulnerability.

CVEID

—— CVE-2021-38647
—— CVE-2020-11738
— CVE-2021-40449
— CVE-2021-36934
~— CVE-2018-1000861
—— CVE-2017-10271
—— CVE-2017-0263

CVE-2019-0752
—— CVE-2018-8174

EPSS Score

. - CVE-2018-20250
— CVE-2018-15982
— CVE-2017-9841
— CVE-2017-8570
— CVE-2017-0222
~——— CVE-2019-16928

— CVE-2017-6736
— CVE-2022-0543




EPSS Strengths

High Coverage compared to most Threat Intelligence feeds

CVEs listedon
the KEV List .

A

f

>
CVEs with observed
exploitation activity

source: Prioritization to prediction, vol.




EPSS Strengths

Strong Signal

Distribution of CVEs by EPSS Score for Both Source Groups

source
B epssfull
I cisa

0.01 0.10
EPSS Score




EPSS Limitations

Reliance on cve.org
o Timeliness. May not capture vulnerabilities exploited before they appear on the CVE List (a process
that can sometimes take weeks).
o Coverage. Vulnerabilities without a CVE ID or which are listed on other platforms such as GitHub

Security Advisory (GHSA) database or the Global Security Database (GSD) will currently not
receive an EPSS score

A Probabilistic Model
o No definitive “Yes”/”"No” answers

o There is a level of uncertainty in the predictions. An actively exploited CVE might potentialy get a

o “low” EPSS score \
) Training Data Limitations/Bias
‘, o While EPSS relies on a broad dataset of exploitation data, it is limited to observed exploitation
attempts. i
- f{ o Bias Toward Network-Based Attacks. ’
o Inclusion of research activity. Some of the threat-intelligence data sources EPSS relies on might e
contain benign (non-malicious) scans being conducted for research purposes A
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Picking Thresholds for EPSS

Select a threshold for EPSS along the horizontal and trace it to each metric to determine the coverage,
efficiency and level of effort. This represents the performance of EPSS from March 7 to November 1,2023.

Coverage is the percent of vulnerabilities with observed exploitation activity
m the following 30 days that had been prioritized

Prioritizing vulnerabilities scored at
0.1% and above should yield about 98%
coverage, 6% efficiency and 60% effort |
A C o,,erag
e

Prioritizing vulnerabilities scored at
1% and above should yield about 92%
coverage, 19% efficiency and 19% effort Qd
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g i Prioritizing vulnerabilities scored
Effort is the percent of - & .
e - e . at 10% and above should yield about
vulnerabilities being prioritized | . 80% coverage, 53% efficiency and
6% effort

: Efficiency is the percent
o of prioritized vulnerabilities with
observed exploitation activity in the following 30 days OOy

0.1% 1% 1 100%
EPSS Probability

Source: https//first.org/epss




RISK = Threat X Yulnerability X iImpact¢
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VISS - Vulnerablllty Impact SGOI‘Ing System

A customizable framework for evaluating the impact of security vulnerabilities. ¥
Assumes the same vulnerability can impact different environments/organizations 4%
differently. H

Free to use with proper attribution, conformance to the guidelines and providence
of both the score and the scoring vector

VISS scores are typically produced by the organization maintaining the system,
environment, network, or product in which a vulnerability has been identified, or an

external party performing the evaluation on their behalf, such as a bug bounty triage
team.

“VISS is not meant as a replacement for CVSS, but rather is a complementary
system of evaluation from a different perspective”
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VISS - Vulnerability Impact Scoring e 4
j System L
# &
84 VISS analyzes 13 different aspects of impact for each vulnerability,
2 segmented into impact groups:

Specific Platform Impacted

Platform Impact Tenancy Impact Data Impact

« Confidentiality Impact Infrastructure « Confidentiality Impact

* Integrity Impact * Integrity Impact
« Availability Impact « Availability Impact

« Data Classification




VISS - Vulnerability Impact Scoring
System By

The VISS score is calculated using a set of equations that take into account
the weight assigned to each variable and their relation and impact on each
other.

Rating VISS Score
None Y=

Low 9.01 - 39
Medium 39.01 - 69
High 69.01 - 89

Critical SELLE Rl




VISS - Yulnerability Impact Scoring

System

Infrastructure 21.9  Tenancy 56.65 Data

Low Medium Medium

~— Platform Impacted

Platform Impacted & ‘ Zoom Infrastructure v ‘

~— Confidentiality . — Integrity

Platform Impact (@ ‘ Container Configuration + H None

~— Infrastructure

~— Software
Tenancy @ ‘ Multi

v H Multi

Tenants Impacted

Tenants Impacted @ ‘ Dev Only v ‘

~— Confidentiality . Integrity

‘ Single Organization - ... ~ H None

Data Impact &

Data Classification
Data Classification ‘ Zoom Internal

Compensating Controls
Compensating Controls ‘ N/A

5823 EVERYTHING
Critical

. — Availability
v ‘ None

— Database

" N/A

.~ Availability
None
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A * No proven track record, not yet widely adopted 43’5
sty * Requires human Analysis
* lacking several aspects of impact such as: number of affected customers,

potential financial loss




Additional C€ontext
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SSVE - Scakeholder Specific
VYulnerability €ategorization

A methodology for prioritizing vulnerabilities based on the needs of the
stakeholders involved in the vulnerability management process. SSVC is
designed to be used by any stakeholder in the vulnerability management
process, including finders, vendors, coordinators, deployers, and others.

Created in 2019, by the Carnegie Mellon University Software Engineering
Institute (SEI), in collaboration with CISA.

t's Important to differentiate between CISA’'s SSVC process and SSVC as a
framework.




Stakeholder Specific Yulnerability
€ategorization (SSVYC€)

o Different stakeholders can have different decision intersections, have
different risk tolerance, and have access to different information

o Allows for communication of the decision process to internal and
external stakeholders

o Transparency into the decision process
o A ground for discussion

o The process can include interviewing Stakeholders within the
organization




SSVE - Core Concepts

o Stakeholders - Different participants in the vulnerability response £
process have different needs and priorities:
o Suppliers
o Deployers
o Coordinators
o Decisions - Each decision is made based on a set of inputs, or decision
points which should be, independent, discrete, and well-defined.
o Outcomes - Each decision has a set of possible outcomes
o A Policy - A mapping from each combination of decision point values to
the set of outcome values.

V g $
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SSVE - Strengths

Transparent
Explainable

Modular

Can take into account multiple facets of risk




SSVE In Practice




Example #1 - €ISA Coordinator

Exploitation

None
There is no evidence of active exploitation and no public proof of concept (PoC) of how
to exploit the vulnerability.

Poc

One of the following cases is true: (1) private evidence of exploitation is attested but not
shared; (2) widespread hearsay attests to exploitation; (3) typical public PoC in places
such as Metasploit or ExploitDB; or (4) the vulnerability has a well-known method of
exploitation. Some examples of condition (4) are open-source web proxies serve as the
PoC code for how to exploit any vulnerability in the vein of improper validation of TLS
certificates. As another example, Wireshark serves as a PoC for packet replay attacks on
ethernet or WiFi networks.

Active
Shared, observable, reliable evidence that the exploit is being used in the wild by real
attackers; there is credible public reporting.




Example #1 - €ISA €Coordinator
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Example #1 - €ISA Coordinator

Automatable

No

Steps 1-4 of the kill chain cannot be reliably automated for this vulnerability for some
reason. These steps are reconnaissance, weaponization, delivery, and exploitation.
Example reasons for why a step may not be reliably automatable include (1) the
vulnerable component is not searchable or enumerable on the network, (2) weaponization
may require human direction for each target, (3) delivery may require channels that widely
deployed network security configurations block, and (4) exploitation may be frustrated by

adequate exploit-prevention techniques enabled by default; ASLR is an example of an
exploit-prevention tool.

Yes
Steps 1-4 of the of the kill chain can be reliably automated. If the vulnerability allows
unauthenticated remote code execution (RCE) or command injection, the response is

likely yes.




Example #1 - €ISA Coordinatcor

Automatable

Exploitation Automatable
poc

Technical Impact

N Technical Impact




Example #1 - €ISA Coordinator

Technical Impact

Partial

The exploit gives the adversary limited control over, or information exposure about, the
behavior of the software that contains the vulnerability. Or the exploit gives the adversary
an importantly low stochastic opportunity for total control. In this context, "low" means
that the attacker cannot reasona-bly make enough attempts to overcome the low chance
of each attempt not working. Denial of service is a form of limited control over the

behavior of the vulnerable component.

Total

The exploit gives the adversary total control over the behavior of the software, or it gives
total disclosure of all information on the system that contains the vulnerability.




Example #1 - €ISA Coordinator

Automatable

Exploitation Automatable Mission & Well-being
poc

.
sMission & Well-being

Technical Impact




Example #1 - €ISA Coordinator

- . Mission Prevalence
Mission & Well-being

(Complex Decision) Minimal
Neither support nor essential apply. The vulnerable component may be used within the

Low Public Well-being Impact entities, but it is not used as a mission-essential component nor does it support (enough)
Mission Prevalence is Low and Public well-being impact is Minimal mission essential functions.

Medium Minimal Support
Mission Prevalence is Medium and Public well-being impact is in Material Type of harm is "All" (Physical, Environmental,Financial,Psychological). The effect is The operation of the vulnerable component merely supports mission essential functions
High below the threshold for all aspects described in material. for two or more entities.

Mission Prevalence is Essential and Public well-being impact is Irreversible Material Essential

Depends on 1 Any one or more of the conditions (Physical, Environmental,Financial,Psychological)  The vulnerable component directly provides capabilities that constitute at least one MEF
hold. "Physical harm" means "Physical distress or injuries for users of the system OR  for at least one entity, and failure may (but need not) lead to overall mission failure.
introduces occupational safety hazards OR reduction and/or failure of cyber-physical
system’s safety margins." "Environment" means "Major externalities (property damage,
environmental damage, etc.) imposed on other parties." "Financial" means "Financial
losses that likely lead to bankruptcy of multiple persons.” "Psychological" means
"Widespread emotional or psychological harm, sufficient to be cause for counselling or
therapy, to populations of people."

Depends on 2

Irreversible

Any one or more of the following conditions hold. "Physical harm" means "Multiple
fatalities likely OR loss or destruction of cyber-physical system of which the vulnerable
component is a part." "Environment" means "Extreme or serious externalities (immediate
public health threat, environmental damage leading to small ecosystem collapse, etc.)
imposed on other parties." "Financial" means "Social systems (elections, financial grid,
etc.) supported by the software are destabilized and potentially collapse."




Example #1 - €ISA Coordinator

Automatable

Exploitation Automatable Mission & Well-being

medium

& Technical Impact




Threat Context

Vulnerability ¢

Context

Impact Context
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Example #2 Deployer




Example #2 Deployer
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Example #3 - Gustom SSVE
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Example #4 - Gustom SSVE

Exploitability

Context Eerss
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Example #5 - Custom SSVE
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Priority Funnel

SCA/Nulnerability Scan
Results

SSVC (Decision Tree)



Provides components for

building

your own decision models,
and some examples to help
you get you started.

github.com/theparanoids/PrioritizedRiskRemediation

Learning More

A great new resource:
certcc.github.io/SSVC/

SSVC: Stakeholder-Specific Vulnerability Categorization

Understanding SSVC
Intro

State of Practice

Representing Information
Design Goals
Formalization Options
Decision Trees
Vulnerability Management
Decisions

Intro

Stakeholders

Decisions

Items With Same Priority
Risk Tolerance and Priority
Scope

SSVC and Asset Management

Putting the Pieces Together
Worked Example
Evaluation

Related Systems

SR

Understanding SSVC

Introduction

This documentation defines a testable Stakeholder-Specific
Vulnerability Categorization (SSVC) for prioritizing actions
during vulnerability management. The stakeholders in
vulnerability management are diverse. This diversity must be
accommodated in the main functionality, rather than
squeezed into hard-to-use optional features. Given this, we
aim to avoid one-size-fits-all solutions as much as it is
practical.

We will improve vulnerability management by framing
decisions better. The modeling framework determines what
output types are possible, identifies the inputs, determines
the aspects of vulnerability management that are in scope,
defines the aspects of context that are incorporated,
identifies how to handle changes over time, describes how

& Prerequisites

The Understanding SSVC section
assumes that you have

« Basic familiarity with SSVC

= Aninterest in learning more
about the details of SSVC

If you are unfamiliar with SSVC, we
suggest you start with the Learning
SSVC section. SSVC How-To
provides practical guidance for
implementing SSVC in your
organization. For technical
reference, see Reference.

the model handles context and different roles, and determines what those roles should be. As
such, the modeling framework is important but difficult to pin down. We approach this problem
as a satisficing process. We do not seek optimal formalisms, but an adequate formalism.




iIs it Automatcable?
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o Start by thinking about how you define risk in your organization
This process alone is valuable! (A

o Avoid "Analysis Paralysis” Start simple and go for there.

o Even a simple decision tree can significantly improve your
efficiency

o People often expect a single magic number that they can
prioritize by, but an effective Vulnerability Management strategy
has to integrate different sources of context in the decision and
prioritization process.

o As we saw, each framework focuses on a specific aspect of risk.
[t isn't going to magically account the other aspects.
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