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Inspiration from VulnCon 2024

• Official name "Chatbot-to-help-security-
teams-perform-vulnerability-assessments "

• Nicknames "CNA-GURU" and "ChatCVE"

• Discussions with security professionals about 
the challenges of managing security advisories

• Increase in CVE creation from 2024 rules 
update

• Identifying the common pain points and the 
need for a solution
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Conceptualizing CNA-GURU
• Super scalable
• Statistically significant accuracy in responses.
• No model training required
• Extendable and flexible 
• Not overly expensive
• Private
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Building 
CNA-GURU
Target technology 
stack:
• Amazon Bedrock 
• Amazon OpenSearch 

Serverless 
• Amazon ECS 
• AWS Glue 
• AWS Lambda 
• Amazon S3 
• Amazon Athena 
• Elastic Load Balancer 
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Key Features and Functionality: CWE support
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Key Features and Functionality
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Evaluation and Accuracy: Development Timeline 
& ROI Impact Key Points:

• Total development time: 5hrs from concept to working MVP
• 2hrs: Initial AWS AI service research
• 3hrs: Python script development, knowledge base creation, 

and testing
• Zero additional AWS services required beyond Bedrock
• 90% accuracy across 300 tests of randomly selected CVEs

Business Impact:
• Significant time savings in CWE analysis
• Previous process: 3hrs per analysis
• Each analysis needed specialized knowledge in CVE, CWE, 

and vulnerability scoring

ROI Highlights:
• Time reduction: From 3hrs to seconds per analysis
• Training efficiency: Reduces dependency on extensive analyst 

training
• Immediate value: Positive ROI achieved after first analysis
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Evaluation and Accuracy: Evolution of CNA-GURU

CNA-GURU JR

• Reduced infrastructure
• Leverages custom prompts 

rather than knowledge base
• Similar user experience to 

original version
• Cost: ~$20/month for team 

of 10

CNA-GURU Esq

• Runs in Jupyter notebook 
environment

• Interactive chatbot 
functionality

• No internet-facing 
infrastructure needed

• Cost: ~$20/month in 
production

CNA-GURU (Original)

• Comprehensive but 
resource-intensive 
implementation

• Built with full AWS service 
stack 

• Cost: Several hundred 
dollars/month

• High accuracy but expensive 
for widespread adoption



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Evolution 1: 
reduce cost
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Evolution 2: 
Jupyter notebook
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Benefits and Use Cases
Benefits

• Scalability
• Accessibility
• Privacy & Security
• Flexibility & Extensibility
• Accuracy & Efficiency
• Cost Effectiveness

Common Use Cases

• Security Advisory Creation
• Analyst Training Support
• Quality Assurance
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Use Case:
CNA related
General knowledge
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Use Case:
Calculate CVSS Score

Determine CWE
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Use Case: Assistance with creating a CVE 
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Use Case: Assistance with creating a GHSA 
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Use Case:
Create GHSA
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Open-Sourcing and Community Engagement
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Conclusion
Project Link: 
• GitHub for CNA Guru project: https://github.com/awslabs/Chatbot-to-help-

security-teams-perform-vulnerability-assessments

https://github.com/awslabs/Chatbot-to-help-security-teams-perform-vulnerability-assessments
https://github.com/awslabs/Chatbot-to-help-security-teams-perform-vulnerability-assessments
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We look forward to hearing from you soon!


