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Skyrocketing vulnerabilities (through 2024)
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Vulnerabilities: 2025 on pace for a record year!
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Reality: Limited Security Resources

Unmanageable deadlines

High developer-to-security ratio

Staffing levels not keeping pace

Security ticket overload
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Reality: Knowledge Challenges 

Fragmented documentation

Gaps in knowledge

Scattered communication
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Why We Care

Systemic risk

Redistribute bandwidth

Impact of vulnerabilities
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Security engineer Developer

Vulnerability expert
exploit, risk, CVE, CPE, CVSS …

Product expert
code flow, structure, how it works ...

Fix the vulnerability
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Security engineer Developer
Artificial Intelligence
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Background: AI Code Fix

Motivation: Pre-empt vulnerabilities

Goal: automate pull-request level fixes
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AI Code Fix? Reality Check

Can we do an exact code fix?

Context missing

Complex logic

Code alone not enough

Human insight vital
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AI Code Fix: What worked?

Advanced prompting techniques

Context, context, context

Quality measurements and logging
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Shifting the Approach

Knowledge + AI

Tailored processes

Proactive solutions
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Unified Knowledge Base

How to access: Jira & Slack

Contextual AI

Domain expertise
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Capability 1: Code/Config Fixes

Varying ticket quality + details

Deliver a representative example

Expectation alignment
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Capability 1: Code/Config Fixes

Security ticket

AI Orchestrator AI

Chain of Thought 
Prompting

Query

Security Guidance in 
desired format

System prompts with 
explanation and examples

Fix Recommendations 
with explanations
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Example code fix
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Capability 2: Expert Finder

Who solved it before?

Collaboration boost

Reduce wait time
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Capability 2: Expert Finder

New ticket

Vector DB 

AI Orchestrator

Re-ranker 
(filter)

Existing tickets

Expert identification 
and rationale

Top n similar tickets

Top X experts who 
have worked on 
similar tickets 

AI

ID expert 

Pass content of ticket 
and metadata

Search similar tickets 
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Example: Expert Finder



© 2024 Adobe. All Rights Reserved. Adobe Confidential.

Capability 3: Best Practices

RAG-based approach

Company/product specific recs

Scale security guidance
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Capability 3: Best Practices

Security ticket
(XSS exploit details)

Vector DB 

AI Orchestrator AI

Existing Guidance New Guidance

Query

Security Guidance in 
desired format

Search results w/ system prompt

Company provided recommendation to mitigate XSS

Company/product specific 
security guidance

Search company knowledge base 
for mitigating XSS



© 2024 Adobe. All Rights Reserved. Adobe Confidential.

Example best practice guidance
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Capability 4: Similar Tickets

Discover patterns

Spot systemic issues

Find references
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Capability 4: Similar Tickets

Security ticket
(XSS exploit details)

Vector DB 

AI Orchestrator AI

Re-ranker

Existing ticketsNew tickets

Query

Security Guidance in 
desired format

Search results with system prompt

Trends in past similar XSS tickets

Top n similar ticketsSearch similar tickets 

Top 3 similar 
tickets



© 2024 Adobe. All Rights Reserved. Adobe Confidential.

Example similar tickets
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Feedback & Evaluations

Continuous improvement

Model output evals

Human feedback mechanisms
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Learnings

Why did this work for us?

Be where developers are

Assess knowledge gaps

Iterate & scale
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Key Takeaways

AI can help reduce human toil

Empower teams

Context enriches AI

You can build this too!
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Thank you!
Q&A

Shruti Datta Gupta

Joseph Seasly

Connect with us :) 


