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ve seen things you people
wouldn't believe.
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Warning

WARNINGA

MAY SPONTANEOUSLY

TALK ABOUT
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The New Nate Security Engineer

You can argue with people, but you can’t argue with data

Data driven approach can help making compelling arguments



https://takeonme.org
https://defcon.social/@mauvehed

Age“da Intro & Context
Current Scenario : 2015 to today — SLA, Critical, CVSS which one to

choose
P1 - Challenges in prioritization with old metrics a practitioner
story

P2 - Prioritizing right — from code to cloud what matters and how
to declutter the noise

P3 — Threat Centric approach on vulnerability for prevention

Conclusion & Q&A



2025
CVE/FIRST

VulnGCin

Hands up if ..

You believe your company has a functional vulnerability management program
You believe it covers all areas and scope of vulnerabilities

You are prioritizing all findings equally by normalized risk

We don’t believe you. Let’s see if you still think so by the end.

© Phoenix Security 2024 ‘



Context: In 2015 we had fewer security tools, digital CVEFIRST
software supply chain was simpler, and the attack surface FUTCR

was smaller, so finding fixes was trivial

e Total Number of CVEs:
15 K (now 222 K+)

e Few scanners /
limited attack surface

INTERNAL INTERNET
ATTACKERS EXPOSURE

c Monolithic software
deployed on premises

APPLICATION
© Phoenix Security 2024




Context: Today it's becoming impossible to manually 0t iRt

find which vulnerability to fix next ... when VulnGin
vulnerabilities are getting exploited in 3 minutes

Total Number of CVEs

A Increasing exponentially:
280 K (vs 6.7k in 2015)
40K vuln last year

Multiple alerts all

4\ disconnected, multiple
disjointed processes and
reports

Larger software attack
A surface built by multiple

teams releasing frequently
a I
© Phoenix Security 2024




| feel your pain

THREAT INTELLIGENCE & CONTEXT

3RD PARTY
LIBRARIES

™

DEVELOPERS

2025
CVE/FIRST
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Vulnerability growth outpaces the ability of defender to react. %(\)rzeslnnsr

Automation is the only solution VulnCsn

# CVE AL
Only 1-10% nly 6%
35% YoY increase of these is actually Budget increase for .
Most Vulnerabilities relevant * security team down from 2024
o/ kkk
are Critical - High (58%)** 17%

5k 67 k
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2005

1k

2000

"FIST / EPSS " NVD/CVE STATISTICS " UK GOVERNMENT
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Road to 1M Vulnerabilities CVE Projection Per Year

CVE Per Year Current Growth . CVE Growth Projection
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2025

Market — More code than ever, malicious code generator CVE/FIRST

accelerate exploitation time to 3 minutes

VulnGsn

Data from GitHub reveals that "41% of all code right now is Al

generated," Mostaque remarked. More interestingly,

GitHub CTO
State of Malicious underground LLM to develop malicious code’
Table 1: Malla services and details i y
voucher
copy
Malicious| Phishing Scam
code email site 14:00 UTC 19:23 UTC
CodeGPT [11] 10 Bytes™ ® O O No Jailbreak prompts , , _ ,
MakerGPT [49] 10 Bytes” ® O 0 No Jailbreak prompts Jetbrains releases Rapid/ shares a blog, including
FraudGPT [30] €90/month ® ® ® No i Teamcities 2023.11.4 update proof-of-concept exploitation
WormGPT [79, 80, 83] €109/month @ o L ), No -
XXXGPT [28,61,84] $90/month ° O O Yes | Jailbreak prompts C——
WolfGPT [77,78] $150 ® o @ No Uncensored LLM
Evil-GPT [26] $10 ® @ @ No Uncensored LLM
DarkBERT [16, 17] $90/month ® ® O No - 14:59 UTC 19:45 UTC
DarkBARD [14,15] $80/month L)) O O No -
BadGPT [2,3] $120/month O O O No Censored LLM Jetbrains publicly discloses Cloudflare observes
BLACKHATGPT [4-6] $199/month ® O O No - CVE-2024-27198 attempted exploitation
EscapeGPT [23] $64.98/month L O L)) No Uncensored LLM
FreedomGPT [32,33] $10/100 messages @ O ), Yes Uncensored LLM
DarkGPT [18, 19] $0.78/50 messages @ O © Yes Uncensored LLM

* Bytes is the forum token of hackforums.net; © indicates implicit mention.

*https://arxiv.org/abs/2401.03315

© Phoenix Security 2024

«—3 Minutes™ —

**https://blog.cloudflare.com/application-security-report-
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The Vulnerability Cycle

THE VULNERABIUITY-INDUSTRIAL
VENDORS COMPLEX (@ forresthraeal

HELPFULLY
SURFACE ~

DELIGHTED
VU ~ BURYING DEVS ATTACKERS

NTER THRV
LN S O WITH BUSYWNORK ENL
20,

—~ ACTUAL HOLES®
-% IN THE SYSTEM .

LEADWGTDA
MAGICALLY FIND m ﬂ"\;ﬁ .
MORE SECURITY
. § BREACH
SHOCKED

EX ECUTNES -

WHO'S REALLY BENEFITING HERE ?

Step 1 - Overload Dev

Step 2 - Pray they catch that 1
vulherability

Step 3 - That 1 vulnerability get
compromised

Step 4 - Shocked Executive, we
asked security to be secure

Step 5 - Overload Team some more
with latest buzzword scanner

Bonus — Executive mention do security
> Security replies fix with SLA

© Phoenix Security 2024



How do we address this problem

'WHY CAN'T;YOU JUST BE SECURE
T A *

.
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SR | S ande PATCHED IN TIME

A S

» 5 NGINX Ingress Controller Jet Brain Exploited TJ Action Compromise
e e 9 g p 9 i g LibCurl Critical HTTP/2 Rapid Reset
Remote code execution IngressNightmare Vulnerability Supply chain attack
1 & Detection/ Solution Vulnerability Vulnerability - DDOS
é‘«\'p/o/} 5,\:0/0 : l
,/, paloalto3 . U'OO’Q . =  Rapid Reset
neTwoRKE ( TeamCuty ‘e P i

CVE-2025-1097,
CVE-2025-1098, g

Perfect10 -ZeroDay §J  CVE-2025-24514, and < CVE-2024-23917and  {J
CVE-2025-1974 CVE-2024-27199

CVE-2025-30066

- - 0
TJ-Action - Compromise £ Vulnerability Spotlight ‘)
patch expected 14 April > 5

Copyright © 2024 Phoenix Security



The question we try to answer NOW

HOW MANY problems have we
addressed and how quickly

Questions we should be answering

WHO does WHAT where
and how IMPORTANT is it

But really... is it reachable



Part 1 - The Rant




"pbullding the picture” - but doing It wrong
context Is king
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AppSec, Infra,
Cloud, etc., are all
part of the same
Vuln Management
Exercise

2025

CVE/FIRST
VulnCss

0 o

APPSEC INFRA

VULNERABILITY
MANAGEMENT

© Phoenix Security 2025 ‘



CONTROL

SUSTAINABILITY

2025
CVE/FIRST

VulnCin

Build vs. Buy Is It still
applicable?

© Phoenix Security 2025



2025
CVE/FIRST

But I'm here to give you the silver bullet VulnCan

THE QUICK FIX!




© Phoenix Security 2025



What Is a VM program

%/M Program (kinda)
dﬁoroggssatimg

D Coe Steajttims
D Cenrunpingipezior

D Movoprpeetting

D Wioropesrimesiptrzint:
D Monte)zzzpeioicg

D Norn gasreatiins.:

“eace wes sasuMDT
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Part 1 — Frank

|[dentify what to fix
first IS COMPLEX




Current Flow of vulnerabilities only 1% are exploitable CVE/FIRST

VulnGsn

All CVEs DT Sankey Diagram

Technlcalimpact- partial

Current Focus

Automatable - No

Exploitation - None Known
All CVEs

slechnicalimpacteitotal

Really important to focus on

[Automatablesiyes!
Technlcallmpact=partial}

Techplcalimpacddnartial

: E=]
MiemEELE = 5 echpicallmpactsatotal

Tecnmcapmp_aetatotal-
ATEOMatabIEY.eS meTachnicalimpact—partiale—

* Credit Chris Madden © Phoenix Security 2025



All Doom and gloom?

There is a light at the end of the tunnel

> \Vulnerability ARE NOT fixed on risk objectives

> Vulnerabilities ARE NOT Prioritized or
contextualized

> Vulnerabilities ARE NOT Attributed to the right
team

> Asset inventory still a myth, are you aware what
software runs in your pipeline




d Attributing the right
vulherability with
right context




2025

CVE/FIRST
Common Root Cause VulnCa

aol

TOTAL RUNTIME
VULNERABILITIES

TOTAL SOFTWARE
VULNERABILITIES

WITH POC
WITH POC

WITH ACTIVE EXPLOITS
WITH ACTIVE EXPLOITS

WITH FIX

WITH FIX
DEPLOYED IN PROD

RECHEABLE SCALE SET

LIBRARIES SOFTWARE WEB/ API CLOUD INFRASTRUCTURE CONTAINER

© Phoenix Security 2025



Not all the vulnerabilities require equal attention m

Total Vulnerabilities
e Bug Bounty Popularity (active 17) 8.33%

4.41% Exploit Available GitHub Exploit (9.9k) 4-41%
9.9 K

o Verif : GitHub Verified Exploits (0.93K) 0.47%
0-497% e"“e(: f(xplmts cIsa Kev (1K) 0.49%

tPss > 0.7 (688) 0.34%

0.22% S GitHub Active Exploit (0.40K) 0.22%
0.6 K/ 04K

0.01% Sy Externally Visible (0.14) ?  g_29,

Location Critical Application .
© Phoenix Security 2025



Broad

Google ZDP

Zero Days Intelligence

™ ZDP

Targeted CTI

GitHub

Data

Storm

4 )
Packet Popularity Exp|0|tah|||ty Is it exploitable
\_ _/

Reliability

Bug Bounty
But really... is it Used

Network reachable

Vector Confirmed

Automatable Active Exploit

Reported

RCE



2025
Phoenix Security | WEBINARS C‘,E I Fl RST

Prioritization is so 90.... VulnCs
Where you should be focusing

%xing

Stuff vulnerabilities

That Needs Based on
Actual Exploitation Fixing .
contextual risk

+ Severity

False Low

: Positives Priority
Severity Based

CVSS/Sev from security tools

Direct Output from tools

SAST SCA DAST Pentest

Patchin Containers Cloud

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



Part 2 - Nate -
The silver bullet(s)
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: . o : : 2025
From Chaotic Data, unclassified and just a list of vuln to
VulnGs

organized data

d s-‘ { N\
Vi

CAPEC- .@ CAPEC-
196 (r1134.002/ °%©

cws(‘}cvs-zme- CWE-
664 17571 502

© Phoenix Security 2025 ‘



2025
CVE/FIRST

VulnGin

Asset Ownership
the foundation




From Uncontextualized and chaotic data to
Precise Backlogs

‘,_ HARIOVIARE.. . . \ "
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2. ;f

DATA ORFLOW

© Phoenix Security 2025 ‘



raw vuln data vs. enriched data with context.

RAW VULNERABILITY DATA /S  ENRICHED DATA WITH CONTEXT

But most important: Who owns It, IS It Important, when does It

need to be fixed ‘



4 Part 2 - Connecting
the dots, Code ana
Cloua




Phoenix correlates, contextualizes and deduplicates hy CVE/FIRST

linking together assets using 4 dimensions VulnGsn

APPSEC RISK :
App Traceability
(000
Code g
Reachability e CODE WEB/API

INDIRECT  pIRECT BUILD APP

Attribution m

LIBRARIES LIBRARIES BUILT

Lineage I

BUILD APP «

BOUGHT
APPS

BUILT
ARG TEAM / PLATFORM

°Attribution

CLOUD
ASSETS

Container Image

m
J

Traceability
Code/Cloud
Reachability

Running Containers

Docker/kube file

Attribution i

IAC

CONTAINERS

KUEERNETES /| DOCKER CLUSTER

Cloud Reachability

OPERATION/ RUNTIME

SOFTWARE / PRE-FLIGHT




An example of complexity Container fixing :

Libraries that are deployed : fix in the library vs fix in
containers

Is Deployed
where

20 4brary Matchad

Repository Build file ibrary Ubrary @B Contextual Service Environment Prod
REGH TERINALE c v

2 Do
AN - ' | - X
o : &
e i \ \ ¢ - 5 hstares

ASD component

9,
<

© Phoenix Security 2025



Container Deployment Lineage — What to fix where?

Why trying to patch all containers when

» Libraries to patch needs to be fixed by dev team
» Container images needs to be solved at root

» Sometimes the problem is with source containers

Container lineage graph I he I
SOURCE OfS
T Visn
Vulnerable Libraries example-live-container-x
ok er ubnainxio. .,
Application
E. : B SIMAGE RUMMING
Vars. Runming 15 Instances
| N | mu
inance Porta
i L tance

Environment

© -
s'The Origin

Service

Component Build file

REGISTER/IMASG

RAAIR IMAG
10
&
*d —
& Ex
multAqua.example.com multAqua.example.com/example:lates
core_systemicompi) core_system/Spring varzian 1:2:

Service Environment

dvwp:dockerfile Mon prod

multAgua.example.com/service-main:stable aquaEngine-prod-node

© Phoenix Security 2025



eal Case Scenario : Deduplicating Contextually Code and et
ibraries b,

Production

Container Register

F IX snakeyaml:0.0.34 / snakeyaml:0,0.34 \ B E AWA R E B U T
L~ IGNORE

Pz v \
Finance build
- >3 Finance build
> finance App finance App
——'_"
( Finance Conwainer
O/S Libraries \_L
snakeyamlk0.034 }

Fnance Container

Finance Container

-,

Finance App Build

A

__——P{ finance App

SCA Scan SAST Code Scan App Buid scan finance App —P Container Build |
container \ - )
Conainer pre-deployement
bulld file P Py

Where to fix

s N (0 h

Cortainer buid Container build Container/Cioud
Scan Image Scan Runtme Scan
M'2022‘1471 ~ Nufnbcr Of bfdn(heybuﬂd ﬁ'c CVE‘2022°'471 * NU'anf 0' "l‘ages OUlll CVE.ZOZZ_‘47‘ * “Umbcr or 'magcs storce WE?O?? ‘47‘ . Numbef 0‘ (On!ai'\efs runni“s

SCA Library pre flight - FIX HERE

Issue is higher because the , _ r
application Is being run in a Image risk - Be aware but ignore (issue can't be lixed here)
c::talner that is ’r?mnlng K Production risk - Be aware but ignore (issue can't be fixed here) /

multiple times \ / - -
Pre Live Live Risk

© Phoenix Security 2025



Real Case Scenario : Deduplicating Contextually Code and
Libraries

$.) PHOENIX
$-~.‘4 e \ T LR
¥ SECURITY <. Vulnerabilities
. Vulnerabilities Findings Group by Location
m Dashboard
Finding Status Search

RISK Explorer = :
ﬁ Closed All CVE-2022-1471 Clear All ¥ Filters (1 (B

Asset Application / Environment (Team: Finance-Fullstack :«‘) Clear all
Select Application or Environment
* X1t ] [ ependencies v
2 Results Export Findings [=v
RN TR -~ . CVsSS/ Discovery Remediation Exploitability Risk Create Ticket / -
| || Risk Asse/Location Name - Types SeverityC DaysC DaysC (EPSS)C Exception Ticket Status< Saurce v
S | 985 ./ container-finance:0.0.34 > org.yaml:s... ignore [\@ 9.8 9 N/A 21% \”\
@ Assessment Imports ©)

&

282 Toams [ 985"1 /I\ ../ finance-backend/prod > Arbitrary ... Fix (0) - . N/A 21% = O o

) Automation - ltems per page: | 100 ~ 1-20f 2

;“‘;; l?')(:’(!r ‘.,‘1"') v



w
0% BENEFITS

A\ LIMITATIONS

Reachability Analysis of a Vulnerability

~ode Reach
Analysis

Analyze
function or
library being

created

Code,
Repo,
Build

Reduce vulnerabilities incode is being loaded in a

lib/function not used

Complex and per
language

Runtime
Reach
Analysis

Test if library is

being loaded
In container

Runtime/
Build

Helps identify if the

container, and which

container

More intrusive
and intensive in
some instances
Might require
Pipeline

Container
Reach
Analysis

Detect if the

container is being

loaded

Cluster
analysis of
container

Image of the
container is being

used in runtime

Requires
connection to
container

Network
Reach
Analysis

Verify if a
container’s
library/node is
reachable

Cloud/
Operation

Helps identify if the
vulnerability can be
reached from

Remote

Cloud/
Network
reachability
analysis

CTl

Like EPSS
identify if a
vulnerability is
being
exploited

Everywhere

Prioritization of
vulnerabilities
based on

exploitation in wild

Only works for
network
detectable
Exploits

CTI -
Exploitabi

Exploit
evidence of a
vulnerability

Everywhere

Prioritization of
vulnerabilities based

on exploit evidence

Base indicator If
there Is an
exploit in the
wild




Part 3 — Risk basead
Approacn




THE GOAL - > ANSWERING QUESTION -> AM 1 EXPOSED?

How many exploitable/\Weaponizable

How many Vulnerabillities are actually important vulnerability you have

Aeth oC ~ v-_ i
Exploitable Weaponizable Reachable Production Critical REmiee o) guBact Deployed in production

600

Reachable
20

Total Number of Vulnerabilities
822 Weaponizable
400

Exploitable
| *@ Not in production Non Reacheable
300 (580
PoC
1

No Info

-111
i

© Phoenix Security 2025



2025

PHOENIX BRINGS OUT THE 4™ DIMENSION OF CVE/FIRST
REACHABILITY

VulnCin

PoE (probability)

0.8 1.2

*a

9-10

| High 7-8.9

Medium 4-6.9

10 A

10

400-700

Application
Criticality

GAVASN

0-100 100-400 400-700 0-100

Info/Low 0.1-3.9

L=
=

Application
Criticality

0.8

PoE (probability)

PoE (probability)

<Vu|nerabi|it_y method from past

Phoenix 4D Contextual Reachability Risk >

© Phoenix Security 2025



2025

PHOENIX BRINGS OUT THE 4™ DIMENSION OF CVE/FIRST
REACHABILITY Advanced VulnGsn

PoE (probability)

© Phoenix Security 2025 ‘



From Number of Vulnerabilities to risk objectives
Drive Risk down, Gonnect left to right

BUSINESS
OBJECTIVES

RISK TARGET

BUSINESS APPLICATIONS OPERATION ENVIRONMENTS

cm—— (2

- .

Divide
conundrum

ACTIONS

a)
[+ |
CEXD

CODE LIBRARY CREDENTIALS WEB/API CONTAINERS CLOUD INFRASTRUCTURE

DEVELOPERS ENGINEERS

Phoenix Security | 2024 Public



2025
CVE/FIRST

VulnCin

HOW TO SCALE

SET TARGET THAT ARE
ACHIAVABLE INSTEAD OF
SLA NEVER REACHED

||
Security l
L curity 2025



2025
CVE/FIRST

RISK COMMON LANGUAGE Attack VulnC

Code Runtime
Path

Reachability

analysis

FIX AVAILABLE

HOW MANY
USERS

"

THREAT INTEL
HOW

IMPORTANT

EXPLOITABILITY

MORE

o

CONTEXT

© Phoenix Security 2025 ‘




Part 3 — A root
Cause analysis of
vuln




Answering Question — What threat AM | EXPOSED

How exposed are you to threat actor X/Y/Z

What are your exposure to Ransomware

Wware Exploitation ) Fixability

Remote Code Exploitaiton Reachable
10 250

Total Number of Vulnerabilities
822 Ransomware Exposure
400

_ Non Ransomaware
200 Buffer Overflow
20

[ iy

[ Non Reacheable

Not High Exploitation

300

How many exploitable/Weaponizable vulnerability
you have

Th M =2 arahil: n Production
otal Number of Vulnerabilities Weaponized

Critical risk756
822 801

Exploited
A

NOt in production

CHigh risk 701

Ire to Actors ' Controls

Total Number of Vulnerabilities
510]0) ATP 29
400

Sandwaorm Team

Levoethan

g &

No Info

111
l

Weaponised/ High Exploitation
100

= Weaponised/ High Exploitation
8 200

How many Vulnerabilities are actually important

Exploitable Weaponizable

Production

© Phoenix Security 2025

Selected Critical

Deployed

/exposed
50

Low Exposure

? Not Deployed

30




Relationship Gap %%Slrmsr

VulnGCs:n

Root Cause Threat Impact

CVE > CAPEC R MITRE TTP Threat AFtors/
Campaigns CTI

S Likelyhood of

Ransomware
_ Likelyhood of

exploitation

Appsec Vuln
(CWE)

© Phoenix Security 2025



Filling the Relationship Gap

Appsec Vuln
(CWE)

\

rence/Indirect

CVE

Threat Actors/
Campaigns

Likelyhood of
Ransomware

Likelyhood of
exploitation

Recheability

Exploitability / CTI

Exploitability / CTI

Threat Actors/
Campaigns

N

Direct / CTI

Inference/Indirect

Likelyhood of

Ransomware

£

Likelyhood of
exploitation

2025
CVE/FIRST

VulnGin

For GWE ? Appsec Vulnerabilities

- Knowing the threat actors
- Apply CTI / indirectly
- Knowing possibly of ransomware and exploitation

For CVE based

- Knowing and increasing the coverage GVE — Threat
Actor / Technique

- Knowing Which technique is more used

- Use this as probabilistic methods

© Phoenix Security 2025



Challenge — Description of vulnerabilities IS NOT root cause
analysis

I CVE-2024.43451

B CVE-2024-49138

B CWE-610
B CWE-TA

B cwE.688
Bl cwE-s42

B CWE-854

B CwWEie
B CWE-119
B cwe-787
B CWE-788
B CWE-122

Bl CAPEC-219
B CAPEC-72
B CAPEC-78
I CAPEC-76
B CAPEC-79
B CAPEC-80
B CAPEC-64
Bl CAPEC-13
B CAPEC-267
Bl CAPEC-31
B CAPEC-61
Bl CAPEC-21
B CAPEC-62
B CAPEC-196
B CAPEC-&0
B CAPEC-46
I CAPEC-14
Bl CAPEC9
B CAPEC47
I CAPEC-10
B CAPEC-45
I CAPEC-24
I CAPEC-#
B CAPEC-44
I CAPEC-123
B CAPEC-100
Bl CAPEC-42
I CAPEC-92

B 1562003
B T1574.006
B T1574.007
B 1027
B 1153
B 1134
W 115
Bl T1134.002
B T1134.003
Bl 11608
B T1134.001
B 71550004

2025

CVE/FIRST
VulnGCs:n

© Phoenix Security 2025

B A28
Bl Termee Nemesis Shemytunters APT41 Earth Minotaur Helidown ransomware
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B Fine
B ArT29
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Threat Centric Approach on vulnerabilities

PHOENIX
SECURITY

Al
Threat .. @ &

,\

centric
mapper

CWE Remap v\

_— @aeecause

g
/
/

N
\» ( Threat Impact

@ITRE

Al augmented attack vector for CVE-2018-17924

[VENDOR] Rockwell Automation

[PRODUCT] MicroLogix 1400 Controllers, 1756 ControlLogix EtherNet/IP Communications Modules

[COMPONENT] N/A

[VERSION] Series A, all versions, Series B, v21.003 and earlier, Series C, v21.003 and earlier, 1756-ENBT, al’

[WEAKNESS] Missing Authentication

[ATTACKER] Unauthenticated remote attacker

[IMPACT] Modify system settings, loss of communication

[VECTOR] CIP connection request

[ROOTCAUSE] Lack of proper authentication for critical functions

[VULNERABILITY TYPE] Input Validation

[VULNERABILITY IMPACT] Sensitive information disclosure

= CWE-284

i+ CWE-306
CVE-2018-17924

mm CWE-287

= CWE-664
CVE-2024-37079 = CWE-118

s CWE-119
1 CWE-787

s CAPEC-502
mm CAPEC-503
mm CAPEC-563
msm CAPEC-441
mm CAPEC-546
s CAPEC-536
s CAPEC-551
s CAPEC-550
m CAPEC-564
wm CAPEC-166
mm CAPEC-36
mm CAPEC-19
mm CAPEC-12
mm CAPEC-558
s CAPEC-216
e CAPEC-478
w CAPEC-562
s CAPEC-556
wn CAPEC-578
wm CAPEC-552
s CAPEC-194
mes CAPEC-151
mm CAPEC-479
mm CAPEC-22
wm CAPEC-94
s CAPEC-650
wmn CAPEC-57
msm CAPEC-593
s CAPEC-633
CAPEC-115
mm CAPEC-114
mm CAPEC-62
s CAPEC-61
wmm CAPEC-9
mm CAPEC-46
mm CAPEC-24
mn CAPEC-21
mm CAPEC-14
wm CAPEC-10
wmm CAPEC-8
wm CAPEC-45
s CAPEC-60
s CAPEC-47
mm CAPEC-196
s CAPEC-100
mm CAPEC-42
mm CAPEC-123
men CAPEC-44

mm T1543
mmm T1543.001
s T1543.004
mm T1547
mmn T1037
s T1027.009
mn T1546.004
mm T1546.016
= T1505.005
mm T1574.011
mm T1546.008
= T1080
s T1543.003
s T1562.004
s T1562.001
s T1562.002
s T1546,001
mm T1014
s T1556.006
mm T1562.007
mm T1562.008
s T1562.009
mm T1557
e T1542.003
s T1505.003
mm T1547.006
s T1553.004
s T1040
s T1550.001
s T1185
s T1563
mm T1548
s T1134
s T1528
= T1539
s T1134.001
s T1550.004
= T1134.002
e T1134.003
mn T1606

TN
@A)

] N\

s Rocke

= Fox Kitten
mm Gamaredon Group
msm Carbanak

= Gorgon Group
= Sandworm Team
mm Winnti Group
s Kimsuky

= Volatile Cedar

== APT28

mm FING

s Evilnum

= FINS
mm APT29
s Turla
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New Whitepaper LLM for a Threat Gentric Approach CVE/FIRST
e VUINCWH

A THREAT CENTRIC APPROACH
ON VULNERABILITIES

Evolving Vulnerability Exploit Prediction: Leveraging
LLMs to move beyond EPSS and scaling CVE Problems
leveraging threat patterns
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2025

Current CWE Gompletion — 50% incomplete O

Integer OverfloCommand Injection Use After Free
Wraparounc 1% - 1% Out-of-bounds Read
SQL Injection 1% 2%0
4%

Privilege escalaticoyt-of-hounds Write: N/A
1% 4%

OS Command Injection
1%

Remote Code Execution/
2%

Authentication misuse
1%

Information Leak

4% - o
N/A " Buffer Overflow — Mproper Inr:)ut Validation
3% 504 3%
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Way Ahead LLM Generation of Simplified Description of

2025
CVE/FIRST

VulnCs:n

vulnerabilities, root cause and technical impact

Threat Root Cause

— Authentication bypass

Sensitive information d...

0.3% 0.9%
Remote Code execution .\ Bypass or authenticatio...
18.6% 12.0%

Code execution

Privilege escalation
13.3%

8.1%
Overflow

0.1%
Memory Corruption

0.8%

Cross-Site Scripting (X...

Input Validation : 359,
0.6%

Denial of Service

11.6%

Information Leak Denial of Service, Cod...

28.6% 0.0%

¢ Threat Impact / Weakness

SQL Injection

3.4%

Server Side Request F...
1.8%

Sensitive information d...
8.3%

Remote Code Execution
0.7%

Overflow

2.7%

OS command injection
0.8%

N/A

1 4%

Memory Corruption
5.4%

Input Validation

2.9%

File Inclusion

1.8%

Directory traversal

1.4%

Authentication Bypass
0.3%

Command Injection
4.0%

Cross-site Request For...
9.6%

Cross-site scripting (X...
44.2%
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PAVYAS
How the Path has changed ... and not -> root cause and... By

g~ (X

Years Root Cause

Information Leak 16.04.

89.54\Vulnerabilities 2018->2025

~
PHOENIX e ————

SECURITY

Code execution-14.81

Code lnjection‘14.63

Bypass 13.68

36.61\Vulnerabilitiess 199922018 Remote Code Execution'10.38

INOCategory,6:48
Cryptographic Failure 2.85

Authentication misuse 2.73
Authentication!Bypass+1:71!
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2025
How the Path has changed ... and not > ...and technical impact CVE/FIRST

Impact Analysis

. _ SCripting, ‘

476:1\Vulnerabilitiess 199952018

 1 Overflow113
SQL%Injection’10.49

N/A'6.79.

Denial’of Service 5.72

Bypass 5.58

56.53 Vulnerabilities 201852025

“Cryptographic Failure 4.17 i
Filelinclusion’d:17)

Directoryalraversal’ails
Privilege escalation'3.22

ommand|injection'2.5
General'Cryptographiciissues+2.06

Improper-inputValidation'1:75 il
e et e
Buffer Overflow 1.05 =
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2025

How the threat have evolved CVE/FIRST
VulnGCs:n

Technical Impact Root Cause / Weakness
Root Cause 1999 - 2018 Impact1999 - 20138
- . Authentication misuse : .
T;_::,E:EE escalation T30 Cryprtugraphlc Failure 5 8%
14.0% Buffer Overflow
Bypass 4.7%
21.3% Command Injection
Information Leak 11.1%
11.3% .
Code Ex“:“ﬂ" PHOENIX Cross-site Request Fo...
SECURITY 8.7%
Cryptographic Failure
7.8%
Denial of Service
39 4% Cross-site scripting (X...
55.8%
CVE Root Cause 2018 - 2015
SQL Injection Bypass
: Bypass 7.3% 6.8%
Remote Code Execution 7 A% - | Code Injection
13.0% Sensitive information d... 2 0%
10.1% Cross-site Request For. .,
. 5.5%
Code execution
1 8.6% - :
Privilege escalation Privilege escalation
13.3% 6.1%
PHOENIX Ovar PHOENIX
SECURITY z :’f; oW SECURITY Cross-site scripting (X...
" 20.5%
Information Leak o
14.9% Code I“J:h:%“ Memory Corruption
vt 12 7% Cljrptug;mphic Failure
) 1.9%
Denial of Service Directory traversal Denial of Service
14.5% 3.9% 10.8%




Methodologies of attacks %(\)I%ESIFIRST

in Zero Days

VulnG

Root Cause : RCE Root Cause : Buffer Overflow
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2025

Methodologies of attacks in Zero Days - Weakness flvsllFéRfT
nCsin
Root Cause : RCE Technical Impact: Mem Corru |on

Source Dest

Memory Corruption

2023
Overflow
Remote Code Execution Vulnerability

Prototype Pollution

SSRF
Link Following Privilege Escalation Vulnerability: N/A

Remote Code Execution

2024
Sensitive information disclosure

Command Injection
Deserialization of Untrusted Data

Directory traversal

Incorrect Permission Assignment

2022 Out-Of-Bounds Write

Information Disclosure

Heap-based Buffer Overflow

Memory Corruption

Directory Junction Privilege Escalation

Information Leak Link Following Privilege Escalation

Uncontrolled Memory Allocation

2021 .
Denial of Service

Missing Check of Message Integrity

Privilege escalation

N/A

Type-Confusion
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2025

Methodologies of attacks CVE/FIRST

in Ransomware

VulnCss

Microsoft

QNAP
Apache = e = .~ = -~ . _' e . .:__'j,'_’.;. O~

_ : — ; S R e S i
VMware : e A e e TN, Cume t Validation
Fortinet e e P R R mesns Information Leak

SonicWall : = e ————

— . : . - - . - !
Cisco_-Acce'?‘E = — - = ST — Authelonpass-
Pt =7 s s ———Overflow'T

‘OS:Cmmgndlnje_c_tion—

R —

Mitel e s > - e AR

P = S A T . \ .
Qlik—==rrogress— s <= Information Disclosure ==
{ Vs = - S NN __;_\.._“ %7- _‘ . e ———
= zoho Drupal——— S salmections
~PaloAlto Networks-*—-D"-u"k;__ =— & N — = Security.Feature Bypass —
= Dasan—connectWisee——-=5 = ~"" —codeexecution —
=—————"PHP —VMware Tanzu= = S \ X .»!;_‘;‘.'sin!propgr access control —

~ Exim —rorgeRock —— —
A — ',:-;__:.;-

— ol , __———SOSS - —Race condition—
~— Fortra — <K Framework— :

——— I = ~ - Elevation of Privilege —
————— gy —>solarWinds——=~ - — — S
——IBM——" = : Missing Authentication —

———Naturi —Veritas————— — —
—Netwrix-—————""—— Deserialization Vulnerability —

eyt ——

|
E. a1
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2025

Methodologies of attacks CVE/FIRST

in Ransomware

Technical Impact

VulnGs

Root Cause

Wﬂo”‘b

y Micr,

“EMOXE CODE EXECUT/ON Microsoft
Microsoft .

Microsoft Apache

Adobe
Citrix QNAP

SonicWall

g EICOUERNI ':' 5 I 1 At an \Y iCFOSOft Atlassian
Microsoft Apache Microsoft

Mitel

Red
Atlassian Hat

Oracle

V f'."\ ware
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Methodologies of attacks f:?rzsslnnsr

in Ransomware VulnCsn

Ransomware Method Used
Attacks

&40.4 Remote Code Execution

Ransomware Methods 100 P H o E N I x 16.9 Privilege escalation
S E TR v

13.6 Authentication Bypass

12.8 information Leak

6.2 N/A
1.8 Code execution

1.5 Elevation of Privilege

1.2 Privilege escalation.

1.2 Directory traversal

Attacks Groups

21% Clop ransomware

10% Conti

- 9% RansomHub
Ransomware Attacks Leveraging RCE 100% P H 0 E AN : 7% *Prophet Spider

S E C U R— -' 6% BlackCat

6% Clop
—— 6% Pioneer Kitten+

— 6% AvoslLocker
— 5% Cuba
—— 4% BlackBasta

3% Akira

3% LockBit

2% Huntress

2% Termite ransomware group



Impact of attacks et
in Ransomware VulnGCsn

All Vulnerabilities Type
100% Memory Corruption

85% Input Validation

# 51% Directory traversal
B 47% Remote Code Execution

41% Sensitive information disclosure
25% Elevation of Privilege

All Vulnerabilities 810%

24% Sql Injection

22% Improper Access Control
19% Code Execution

156% 0S Command Injection
10% Overflow
9% Privilege Escalation

6% Improper authentication
5% Code Injection

— 4% Buffer Overflow
—— 3% XSS

All Vulnerabilities Threat Actors
using memory

Corruption/Input

Val

18.48% BlackBasta

16.3% Clop

Threat Actor 100% 14.13% N/A

10.87% *Prophet Spider
5.43% LockBit

2.17% Babuk, CryptoMix, Conti, DarkSide, Ryuk
2.17% HelloKitty
2.17% Pioneer Kitten+

2.17% TellYouThePass

1.09% ALPHV

1.09% AvoslLocker

1.09% FiveHands

1.09% LockBit, Clop, APT40
1.09% Lorenz ransomware group
1.09% RagnarlLocker
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2025
CVE/FIRST

VulnCss

Phoenix CTI - MOST USED ATTACK METHODS

TOP EXPLOITS METHODS

FortiOSand FortiProxy

ADSelfService Plus
Confluence Server and Data Center.

SSLVPN SMA100
Email Security

— HTTP-Server

SMA'100 Series Appliances

2

3
SSL'VPN'credential'exposure Ml

Security Feature Bypass
e

Elevation of Privilege

RCE/ Authentication Bypass
\

v 4 Arbitrary code execution
F

Improper Privilege Management Jill
Missing Authentication Vulnerability Nl

Arbitrary File Reading Bl

Privilege Escalation

) SQL'Injection Wil

Privilege Escalation Exploit Chain Wil
Server-Side Request Forgery

Server.Path Traversal

CISA KEV

e —

II——— . \
information Leak

T ——

-
e —

Remote Code execution, Denial of Service

___,

Privilege escalation

Privilege escalation

— A
gE—

PHOENIX
SECURITY

SAP Collaboration Suite Cation bypass S ——
Internet Communication Manager, (ICM) e —— —e——

VMware Tanzu
WSO02

Spring Cloud

ONAP Zimbra Colhboraﬁon Suite
wsns
QNAP.NAS

FortiOS, FortiProxy, ForﬁSwiuhMa_

lemote Code execution
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2025
CVE/FIRST

Phoenix GTl — Github PoC — Most used Method VulnCa

TOP EXPLOITS METHODS Overall NVD

NVD CVE Categories

5302 TOTAL CVE PHOENIX
SECURITY

oooooo

, g—j?rfi‘\;i_lege Escalation 368 |

v
- -
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2025
Phoenix CTI — Github PoC - prevalent technical impact VuinCan

TOP EXPLOITS IMPACT Overall NVD

XSS 25,077

PHOENIX ,
SECURITY

Sql Injection 8292 I

InputValidation'8414

oW
Input Validation'328

SSRF/1281 Wi
Open'Redirect’1057mmm
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2025
CVE/FIRST

Phoenix — Introducing the world first threat centric VulnCs
approach on vulnerability

EXPLOITATION/ZERO-DAY POTENTIAL

[A] [B]

[C] [D]

Exploitation Likelihood (Low - High)

Ransomware Likelihood (Low - High)




Releasing the new

Threat Centric Approach on vulnerabilities

Y

PHOENIX
SECURITY ( CWE Remap -

B = @ot Cause )
Agentic <

A I Vulnerablllty *~ 'I;P::rteoart
fo r T h reats S @eat Impact \\
@lTRE o
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Phoenix - Vulnerability Intelligence, Evolution and new Vector

{ ‘¥ See affected area = X

log4j:log4j version 1.2.13 is vulnerable (CVE-2019-17571)

987 3.9k osdnhe

Vulnerability Intelligence Graph

General Remediation Risk & Threat Actors

o CVE-2023-4433

Risk insights Risk magnitude

Base score

:: - e CWE-79  CWE-707 CWE-79  CWE top 25

~\ R, o ke
, 1/.. \ (i \ App 1
v ¢ ® NG \&/
A CISA DB Kev , ..core;jackson-databind  Software CVE-2023-48484 XSS
Ex0iolt =1 g
®: e A o = ==
= | o 2>
. B » @ o
Threat inte N ‘ General Overview Findings Count by Risk Level
Exploit 10 Assets 10 Findings Critical 2
ﬁ Waaponized Business unit Tearn 1 CVE Info/ Vuln ID CVE-44352 e 12
A 3 High 120
A A ) Other Reference GHSA-2qrg-x229-3v8q; D 75.9k
J a8 = Medium 1000
Likelihe NI \ CWE Info CWE-502
X ol ) < - = Low 200
0 "I Assets 4
od DM7 :
' Q Findings 4
“ <> Intelligence CVE-202353-4433 - o
. A k ) o . 10 Findinas Impact Type Buffer Overflow Findings Count by Statuses
é ' 2] Not Used in S IVRNALS el ' -
- rdat AT ransomware TC Remote Code Execution’ Open 55k
1-‘- 759« I
evidence 2 A
Al augmented description w Closed 20,9k

Rockwell Automation MicroLogix 1400 Controllers and 1756
ControlLogix Communications Modules An unauthenticated, remote
threat actor could send a CIP connection request to an affected
device, and upon successful connection, send a new IP configuration

reRECa A Business unit

1553.004 MITRE
& Attack

3

- (2} —

Findings Inside / Outside SLA

Black Oasye DY & N A 10 Assets 10 Findings to the affected device even if the controller in the system is set to . ARA
ACK Lasy's T1562.00 . WA L\ - s ¥ P LA - X 7 ® [nside SLA 200
s App 3 Risk Magnitude 150K Hard RUN mode. When the affected device accepts this new IP Outside SLA 12
C— . : - A : US| P
. Threat Acto configuration, a loss of communication occurs between the device and
PR the rest of the system as the system traffic is still attempting to
SR = Campalgn . : . : :
\PT3 ’ - communicate with the device via the overwritten IP address.
, @ ' A © +3 apps

Vector analysis

[VENDOR] VMware
[PRODUCT] vCenter Server, Cloud Foundation

[VERSION] 7.0, 8.0, 4.x, 5.x [WEAKNESS] Heap overflow, Privilege escalation
[ATTACKER] Malicious actor with network access, Authenticated local user
[IMPACT] Remote code execution, Elevation of privileges

[VECTOR] Specially crafted network packet, Misconfiguration of sudo

[ROOTCAUSE] Improper implementation of DCERPC protocol, Misconfiguration of sudo
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How we did it - New eBook - Threat Gentric Approach CVE/FIRST

VulnGCssn
&u}PHOENIX
SECURITY

A THREAT CENTRIC APPROACH
ON VULNERABILITIES

Evolving Vulnerability Exploit Prediction: Leveraging
LLMs to move beyond EPSS and scaling CVE Problems
leveraging threat patterns
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Conclusions




SO we solved security right?

There is a light at the end of the tunnel

> There is no silver bullet (duh)

> Application Security + Environment is not new
is the only solution

> Security Engineering + Vulnerability
Management = THE SILVER BULLET

> From reactive to proactive > ANOTHER SILVER
BULLET




CONTEXTUALIZE, PRIORITIZE &
ACT ON RISK

PHOENIX
SECURITY



Phoenix Security Unify ASPM & CSPM for a contextual approach
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Releasing the new

Threat Centric Approach on vulnerabilities

Y

PHOENIX
SECURITY ( CWE Remap -

B = @ot Cause )
Agentic <

A I Vulnerablllty *~ 'I;P::rteoart
fo r T h reats S @eat Impact \\
@lTRE o
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o 2025
New eBook LLM for a Threat Gentric Approach CVE/FIRST
e VUINCWH

A THREAT CENTRIC APPROACH
ON VULNERABILITIES

Evolving Vulnerability Exploit Prediction: Leveraging
LLMs to move beyond EPSS and scaling CVE Problems
leveraging threat patterns
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PHOENIX
SECURILTY

Phoenix Security Launches World's First Al Contextual Deduplication
{3 Al Based Contextual Deduplication Code to Cloud reduction
of vulnerabilities
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Upcoming New Features

PHOENIX
SECURITY

Vulnerability Contextual
threat intelligence

Dynamic correlation
of threat intelligence
from code to cloud

Copyright © 2025 Phoenix Security

Issue graph

Phoenix
Vulnerability
Intelligence

PHOENIX
SECURITY

Phoenix Security Launches World's First Al Contextual Deduplication
{¥ Al Based Contextual Deduplication Code to Cloud reduction

of vulnerabilities

AlaSED CEIEY

e
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Building resilient application and cloud security programs %E(;lcm

Author Timo Pagel Kane oMo

\ s M PHOENIX
%SECURITY

Francesco Cipollone DevSecOps Narrraway OSAGIEDE
CEO & Founder (DSOMM) Security @ Security

BUILDING RESILIENT Phoenix Security e Architect
APPLICATION AND CLOUD
SECURITY PROGRAMS

Sam Moore  Anuprita Chintan
Vulnerability Patankar Gurjar
Management @ Product Vulnerability

TMOBILE Security @ Management
Ecommerce @ ME&

Company

Chris Hughes
CEO & Founder
ACQUIA
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Cyber Risk Defender Glub %Ell ;'c'ﬂ

Y b HOENIX

CYBER RISK

Author Timo Pagel Kane OMO
Francesco Cipollone DevSecOps Narrraway OSAGIEDE

CEO & Founder (DSOMM) Security @ Security

Phoenix Security CANVA Architect
. 2
* -
- Sam Moore  Anuprita Chintan

4= Chris Hughes
4 CEO & Founder
ACQUIA

Vulnerability Patankar Gurjar
Management @ Product Vulnerability

TMOBILE Security @ Management
Ecommerce @ ME&

Company
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o 2025
i CVE/FIRST
New Book on metrics that matters VulnCsn

PHOENIX
SECURITY

SLA ARE DEAD LONG LIVE
SLA DATA DRIVEN APPROACH
ON VULNERABILITIES

SLA are dead long live SLA - a white-paper
on vulnerabilities management and modern
DevSecOps for operational security and
software supply chain

B info@appsecphoenix.com &) www.appsecphoenix.com Q, +442031953879
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' CVE/FIRST
Where can you find more VulnCin

We have whitepapers on vulnerability management prioritization

PHOENIX : PHOENIX
SECURITY SECURITY

VULNERABILITY MANAGEMENT

APPLICATION & CLOUD AT SCALE AND THE POWER
SECURITY PROGRAM OF CONTEXT BASED
PRIORITIZATION
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