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l've seen things you people
wouldn't believe.
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Warning

WARNINGA

MAY SPONTANEOUSLY

TALK ABOUT
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Agenda Intro & Context. . |
Current Scenario : 2015 to te8a, Critical, CVSS which «

choose
P1- Challenges in prioritization with old metrics a practitic

story

P2- Prioritizing rightdfrom code to cloud what matters and
to declutter the noise

P3tcThreat Centric approach on vulnerability for preventi

Conclusion & Q&A
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CVE/FIRST

VulnGsn

Hands up If ..

You believe your company has a functional vulnerability management prograr
You believe it covers all areas and scope of vulnerabilities

You are prioritizing all findings equally by normalized risk

FaN
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Context: In 2015 we had fewer security tools, digital CVE/FIRST

software supply chain was simpler, and the attack surface
was smaller, so finding fixes was trivial

c Total Number of CVEs:
15 K (now 222 K+)

c Few scanners /
limited attack surface

VulnGCin

INTERNAL
ATTACKERS

INTERNET
EXPOSURE

ATTACKER SURFACE v

o Monolithic software
deployed on premises

APPLICATION
© Phoenix Security 2024




Context: Today it's becoming impossible to manually CVE/FIRST
sodl Atolt aNpdnzékuobuaDK DELAG
vulnerabllltles are getting explmted IN 3 minutes

Total Number of CVESs
Increasing exponentially:
280 K (vs 6.7k in 2015)
40K vuln last year

Multiple alerts all

4\ disconnected, multiple
disjointed processes and
reports

Larger software attack
4, surface built by multiple

teams releasing frequently
< I
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| feel your pain  AIN L CVE/FIRST
"@M\Ci:n
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Vulnerabllity growth outpaces the ability of defender to react. CVE/FIRST

Automation Is the only solution

VulnGs:n

i Onlvy 310% Only 6%
n 0 Ny 070
220 538 ** y 262 950
35% YoY increase of these isactually Budget increase for .
st Vel e relevant * security team down from 2024
170 ***
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Road to 1M Vulnerabillities CVE Projection Per Year

CVE Per Year Current Growth ] CVE Growth Projection

125000
100000
75000
50000
22.1K “R
25000 198K 208K 307K
176K 173K 154K
14.6K
R - PHOENIX
K . - 79K TE8K 77K
6TK O et . 68K 69K 63K 65K B .
-"K el 46K g&E 50K >0inm 62K i S E C U R I T Y
o 1TK L. 20K 1.9K .
ook 04 16K 20K 5K (0-0KS 0.0K9M0.0K
0

1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

~ LIS I/ sl l\-] e S e N



2025

MarkettcMore code than ever, malicious code generator CVE/FIRST

accelerate exploitation time to 3 minutes

VulnGCin

Data from GitHub reveals that "41% of all code right now is Al

generated," Mostaque remarked. More interestingly,

GitHub CTO
State of Malicious underground LLM to develop malicious code*
Table 1: Malla services and details i b
voucher
copy
Malicious| Phishing Scam
code email site 14:00 UTC 19:23 UTC
CodeGPT [11] 10 Bytes™ ® O O No Jailbreak prompts , , _ ,
MakerGPT [49] 10 Bytes” ® O 0 No Jailbreak prompts Jetbrains releases Rapid/ shares a blog, including
FraudGPT [30] €90/month ® ® ® No i Teamcities 2023.11.4 update proof-of-concept exploitation
WormGPT [79, 80, 83] €109/month @ o L ), No -
XXXGPT [28,61,84] $90/month ° O O Yes | Jailbreak prompts N ———
WOoIfGPT [77,78] $150 ® [ o No Uncensored LLM
Evil-GPT [26] $10 ® o @ No Uncensored LLM
DarkBERT [16,17] $90/month ® L O No - 14:59 UTC 19:45 UTC
DarkBARD [14,15] $80/month O O O No -
BadGPT [2,3] $120/month O O O No Censored LLM Jetbrains publicly discloses Cloudflare observes
BLACKHATGPT [4-6] $199/month ® O O No - CVE-2024-27198 attempted exploitation

EscapeGPT [23] $64.98/month ® O L)) No Uncensored LLM
FreedomGPT [32,33] $10/100 messages @ O ), Yes Uncensored LLM
DarkGPT [18, 19] $0.78/50 messages @ O © Yes Uncensored LLM

* Bytes is the forum token of hackforums. net; @ indicates implicit mention.

*https://arxiv.org/abs/2401.03315

© Phoenix Security 2024

+— 3 Minutes** —

**https://blog.cloudflare.com/application-security-report-
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The Vulnerability Cycle

JLARVANZ TR V) TEY [ -{V.\Pl Step 1 & Overload Dev
VENDGRS COMPLEX (foresthuael Step 2 & Pray they catch that 1

HELPFULLY -
SURFACE - vulnerabllity
DELIGHTED

/©, BURYING DEVS ATACKERS T
Vi, Lhg RO 0. With BUSyWORK ENTER THR Step 3 ¢ That 1 vulnerability get

20, \ _, compromised

Step 4 ¢ Shocked Executive, we
asked security to be secure

C‘mAL HOLES
.2 INTHE SYSTEM - Step 5 ¢ Overload Team some more

LEADWG TO A

MAGICALLY FIND with latest buzzword scanner

BUDGET _ .
@K - (m A BonuﬁsExecut!ve mention do secul
5““"5" > Security replies fix with SLA

EX ECUTNES -

WHO'S REALLY BENEFITING HERE ?




How do we address this problem

'WHY CAN'T;YOU JUST BE SECURE
v A o

‘c

YOUR EXCHANGE. SERVER
HAS BEEN compnomsm

J

| HAVE ALMOST
$3 PATGHED IN TIME

3 - NGINX Ingress Controller Jet Brain Exploited TJ Action Compromise
i i 9 7 p 9 57 LibCurl Critical HTTP/2 Rapid Reset

Remote code execution IngressNightmare Vulnerability Supply chain attack

& Detection/ Solution Vulnerability Vulnerability - DDOS
ta; é:\"0/011‘
4 o, Py ‘ HTTP/2
, aloaltO Py, | Rapid Reset
/, p SETRIONNS ( TeamCuty 27>
- \ __ i X .

CVE-2025-1097,

CVE-2025-1098, CVE-2025-30066

D
Perfect 10 - Zero Day “) CVE-2025-24514, and > CVE-2024-23917 and “) TJ-Action - Compromise -\o°

patch expected 14 April CVE-2025-1974 CVE-2024-27199 \6\.;5” H Critical Libcurl Vulnerability W

ot

Vulnerability Spotlight “)
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The question we try to answer NOW

HOW MANY problems have we
addressed and how quickly

Questions we should be answering .

WHO does WHAT where
and how IMPORTANT Is it

But reallyé 1s



Part 1- The Rant




"pbullding the picture” - but doing It wrong
context Is king
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2025

CVE/FIRST
VulnCss

AppSec, Infra,
Cloud, etc., are all
part of the same
Vuln Management
Exercise

0 o

APPSEC INFRA

VULNERABILITY
MANAGEMENT

© Phoenix Security 2025 ‘



CONTROL

SUSTAINABILITY

2025
CVE/FIRST

VulnCin

Build vs. Buy Is It still
applicable?

© Phoenix Security 2025
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— Tt s - = CVE [FIRST
=NjDZ r ' B tnzn D& sdan DA

THE QUICK FIX!
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What Is a VM program

%/M Program (kinda)
dﬁoroggssatimg

D Coe Steajttims
D Cenrunpingipezior

D Movoprpeetting

D Wioropesrimesiptrzint:
D Monte)zzzpeioicg

D Norn gasreatiins.:
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Part 1¢ Frank
ldentify what to fix
first IS COMPLEX
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Current Flow of vulnerabilities only 1% are exploitable o‘:,vsllr::RfT
ulnCsn

All CVEs DT Sankey Diagram

Current Focus

Really important to focus on

FAutomatable=hy
‘achn =
| 5 TechnlcalimpactEdpartial
AiemRERERE = ME echplcallmpactsatotal
Technicallmp
Altoma ~V.ES T achnicallm rtial
* Credit Chris Madden © Phoenix Security 2025




All Doom and gloom?

There is a light at the end of the tunnel

0 Vulnerability ARE NOT fixed on risk object

0 Vulnerabilities ARE NOT Prioritized or
contextualized

0 Vulnerabilities ARE NOT Attributed to the |
team

0 Asset inventory still a myth, are you aware
software runs In your pipeline




Attributing the right
vulnerability with
right context




AV
CVE/FIRST
Common Root Cause VulnCss

— N\
—

aol

TOTAL RUNTIME
VULNERABILITIES

TOTAL SOFTWARE
VULNERABILITIES

WITH POC
WITH POC

WITH ACTIVE EXPLOITS
WITH ACTIVE EXPLOITS

WITH FIX

WITH FIX
DEPLOYED IN PROD

RECHEABLE SCALE SET

LIBRARIES SOFTWARE WEB/ API CLOUD INFRASTRUCTURE CONTAINER
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Not all the vulnerabillities require equal attention m

B
e

Total Vulnerabilities ,
204079 K ‘ o Bug Bounty Popularity (active 178)33%

4.41% Exploit Available GitHub Exploit (9.9k$H.41%

99K
GitHub Verified Exploits (0.93K)\4 /%0

0 . .
0.49904, Verlfleclj Explmts A (1©.49%

=pPss > 0.7 (688).34%

Hot Vulnerabilities GitHub Active Exploit (0.40K).22%0
0.6 K/0.4 K

001% Asset Criticality Externally Visible (0.14) 2 07%

Location Critical Application .
© Phoenix Security 2025
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Broad

Google Z

™M ZDP

Zero Days Intelligence

Targeted C

GitHub
Data

Packet
Storm
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Popularity Exploitabil
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Reliability

Bug Bount
But real | | Used
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Network

Vector Confirmec

Active Exploit

Automatable
Reported

RCE
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. _ ~— ~— _ Phoenix Security | WEBNARS
Gz GzubDaD£DaGd b 5G 1717?70 VulnCsn
‘ ~~~~~~~~~~~~~~~~~~ Where you should be focusing

Reacheabe 77
FIXing

Stuff vulnerabilities

That Needs Based on
Actual Exploitatiotf £ .
X e contextual risk

+ Severity

False Low

: Positives Priority
Severity Based

CVSS/Sev from security tools

Direct Output from tools

SAST SCA DAST Pentest

Patchin Contalners Cloud

CONTEXTUALIZE PRIORITIZE | ACT ON RISK THAT MATTERS MOST



Part 2 - Nate -
The silver bullet(s)
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From Chaotic Data, unclassified and just a list of vuln to
VulnGs

organized data

d s-‘ { N\
Vi

CAPEC- .@ CAPEC-
196 (r1134.002/ °%©

cws(‘}cvs-zme- CWE-
664 17571 502
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CVE/FIRST

VulnGin

Asset Ownership
the foundation




From Uncontextualized and chaotic data to
Precise Backlogs
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2. ;f

DATA ORFLOW

© Phoenix Security 2025 ‘



2025
CVE/FIRST

VulnCs:n

raw vuln data vs. enriched data with context.

But most important: Who owns It, IS It Important, when does it

need to be fixed ‘



