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Warning revelation ahead
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Agenda Intro & Context
Current Scenario : 2015 to today ʨSLA, Critical, CVSS which one to 
choose
P1 - Challenges in prioritization with old metrics a practitioner 
story

P2 - Prioritizing right ʨfrom code to cloud what matters and how 
to declutter the noise

P3 ʨThreat Centric approach on vulnerability for prevention

Conclusion & Q&A
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Hands up if ..

You believe your company has a functional vulnerability management program

You believe it covers all areas and scope of vulnerabilities

You are prioritizing all findings equally by normalized risk

Ĉņ ĿƓƋʴǅ ķņƂūņǡņ ǨƓǋʘ §ņǅʴƼ Ƽņņ ūŝ ǨƓǋ ƼǅūƂƂ ǅŧūƋž ƼƓ ķǨ ǅŧņ ņƋĿʘ
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SIMPLE APPCODE

SERVER O/S

INTERNAL 

ATTACKERS

EXTERNAL ATTACKERS

ATTACKER SURFACE

APPLICATION

SERVERS

INTERNET 

EXPOSURE

Med

Total Number of CVEs: 
15 K (now 222 K+)

Few scanners / 
limited attack surface

Monolithic software 
deployed on premises

Context: In 2015 we had fewer security tools, digital 
software supply chain was simpler, and the attack surface 
was smaller, so finding fixes was trivial
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APPLICATION

INFRA/CONTAIN

ER

CLOUD

DATA 3RD PARTY APPLICATION

THREAT 

INTELLIGENCE

INTERNET EXPOSURE

CLOUD ACCOUNTVULNERABILITY

CODE API/ WEB

EXTERNAL THREAT 

ACTOR

STATE SPONSOR

INTERNAL THREAT ACTOR

RUNTIME VULNERABILITIES

LIBRARIES

LIBRARIES

APPLICATIONS O/S

SECRETS

O/S

CLOUD VULNERABILITIES

MISCONFIGURATION SECRETS CREDENTIALSDATA

Critical

Total Number of CVEs 
Increasing exponentially:  
280 K (vs 6.7k in 2015)
40K vuln last year 

Multiple alerts all 

disconnected, multiple 

disjointed processes and 

reports

Larger software attack 

surface built by multiple 

teams releasing frequently

Context: Today it's becoming impossible to manually 
ŝūƋĿ ǢŧūĹŧ ǡǋƂƋņƶěķūƂūǅǨ ǅƓ Ǻǧ Ƌņǧǅ ʔ ǢŧņƋ 
vulnerabilities are getting exploited in 3 minutes
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THREAT INTELLIGENCE & CONTEXT

LIBRARIES

3RD PARTY 

LIBRARIES

Alert FATIGUE 
No COMMON 
LANGUAGE

BURNOUT

I FEEL YOUR PAIN

=

APPLICATIONS

OEM

SOFTWARE

O/S

APPLICATIONS

APPLICATIONS

API/ WEB

CODE

CODE

LIBRARIES

WEB/API

O/S

CONTAINERS

INFRASTRUCTURE

VM/LAPTOPS

CONTAINERS
MISCONFIGURATION

SECRETS

CREDENTIALS

CLOUD

CLOUD

WORKLOADS

CLOUD

WORKLOADS

I feel your pain

ENGINEERS

ENGINEERS

ENGINEERS

DEVELOPERS

DEVELOPERS

DEVELOPERS



© Phoenix Security 2024

Vulnerability growth outpaces the ability of defender to react. 
Automation is the only solution

** NVD/CVE STATISTICS *** UK GOVERNMENT*FIST / EPSS

67 k
2015

5k
2005

1k
2000

262 950
2024

# CVE 

220 538 **

35% YoY increase

Only 1-10%

of these isactually

relevant *Most Vulnerabilities 

are Critical - High (58%)**

Only 6%

Budget increase for 

security team down from 

17% ***
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CONTEXTUALIZE PRIORITIZE |  ACT ON RISK THAT MATTERS MOST

Road to 1M Vulnerabilities
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Market ʨMore code than ever, malicious code generator 
accelerate exploitation time to 3 minutes  

*https://arxiv.org/abs/2401.03315

3 Minutes**
**https://blog.cloudflare.com/application-security-report-2024-update/

State of Malicious underground LLM to develop malicious code*

GitHub CTO
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Assets and Risk, what are your assets, where is your risk? 
Runtime SecurityApplication Security
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How Do we assess now? 
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The Vulnerability Cycle
Step 1 ξOverload Dev

Step 2 ξPray they catch that 1 
vulnerability

Step 3 ξThat 1 vulnerability get 
compromised

Bonus ʨExecutive mention do security
> Security replies fix with SLA

Step 4 ξShocked Executive, we 
asked security to be secure

Step 5 ξOverload Team some more 
with latest buzzword scanner
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How do we address this problem

16
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HOW MANY problems have we 

addressed and how quickly

The question we try to answer NOW

Questions we should be answering
WHO does WHAT where 

and how IMPORTANT is it

But reallyé is it reachable



Part 1 - The Rant
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"building the picture" - but doing it wrong

context is king
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AppSec, Infra, 

Cloud, etc., are all 

part of the same 

Vuln Management 

Exercise
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Build vs. Buy is it still 

applicable?
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=ǋǅ rʴƉ ŧņƶņ ǅƓ şūǡņ ǨƓǋ ǅŧņ ƼūƂǡņƶ ķǋƂƂņǅ

22

THE QUICK FIX!
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NATE
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What is a VM program



Part 1 ξFrank
Identify what to fix 

first IS COMPLEX



© Phoenix Security 2025

Really important to focus on

Current Focus

Current Flow of vulnerabilities only 1% are exploitable

* Credit Chris Madden 
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All Doom and gloom?

27

There is a light at the end of the tunnel

ỏVulnerability ARE NOT fixed on risk objectives
ỏVulnerabilities ARE NOT Prioritized or 

contextualized 
ỏVulnerabilities ARE NOT Attributed to the right 

team
ỏAsset inventory still a myth, are you aware what 

software runs in your pipeline



Attributing the right 
vulnerability with 

right context
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Common Root Cause
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Location
Asset Criticality

Hot Vulnerabilities

Exploit Available

Total Vulnerabilities
204079 K

CISA KEV (1K)

EPSS > 0.7 (688)

GitHub Exploit (9.9K)
Bug Bounty Popularity (active 17K) 

9.9 K
4.41%

0.34%

0.6 K / 0.4 K
0.22%

4.41%

0.01%

0.49%

8.33%

Not all the vulnerabilities require equal attention

GitHub Verified Exploits (0.93K)0.47%

GitHub Active Exploit (0.40K)0.22%

Verified Exploits
1 K

0.49%

Externally Visible (0.14)  ?
Critical Application

0.?%
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Zero Days

Popularity

Automatable Active Exploit

Is it exploitable

Intelligence

Broad

Targeted CTI

Exploitability

Network 
Vector

RCE

GitHub

Bug Bounty

Packet 
Storm

Data

Reliability

Google ZDP

TM ZDP

Confirmed

Reported

UsedBut reallyé is it 

reachable



Phoenix Security   |   WEBINARS

CONTEXTUALIZE PRIORITIZE |  ACT ON RISK THAT MATTERS MOST

ØƶūƓƶūǅūǱěǅūƓƋ ūƼ ƼƓ ʅɼʔʘ

Direct Output from tools

Where you should be focusing

CVSS/Sev from security tools

Actual Exploitation
+ Severity

Fixing 
vulnerabilities
Based on 
contextual risk

SAST SCA DAST Pentest

Patchin
g

Containers Cloud

Severity Based

Reacheable



Part 2  - Nate -
The silver bullet(s) 
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From Chaotic Data, unclassified and just a list of vuln to 

organized data
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Asset Ownership 

the foundation
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From Uncontextualized and chaotic data to 

Precise Backlogs
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Who needs to do what and how we identify the owners
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raw vuln data vs. enriched data with context.

But most important: Who owns it, is it important, when does it 

need to be fixed


