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Figure 6: Internal Stakeholder Management
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Figure 7: Example of External Stakeholders for the PSIRT
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Figure 10: Vulnerability Verification/Reproduction
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Figure 11: Example of a Core Remedy Release Process
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Figure 13: Remediation Process for the Reported Vulnerability
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Improving Security Together
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Figure 15: Operational and Business Metrics
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Figure 17: High-level example of Vulnerability Coordination

Y—EX 51 @A

ZOH—ERATIE, @YIRBHIO 7 v 22 PE L, NETE, BIE, BEEEICEET 2 1HH
BRAALY —ICAT =7 FAVZIRMT 2, ZNODEMEH DL L TAT— 7 F AKX,
WY B R FHETE 2 X9 1Ckh b, B v XL TR v Z o<, Mmoo x-e
BRI A o7 v MICBAL GBAZIT) XA THE b B B725 5, @7
DX ZDOHRIZ, TRTDRAT =27 FA KX ERY IRIEFHMEICE 2 ) 227 2R L., HFHT
ERAI G N (i p R el SR I8

HEY: EEEE 2B U, Ny X RRE IO L CEWEZ RS 2

BRR: FHRE & oFHEBR S X ok

PSIRT Services Framework Version 1.0 TLP:WHITE
https://www first.org 79 of 106



TLP:WHITE

%ﬁ? 511 ER X (—F/)ﬁ’\*‘/ﬂ")
OEM %75— b F—7 L O v 41, M0~ v #7HETS 2 Bth o— 4% B%E - (S
5Zl0Hb, 20XSuEGE, PRy XD PSIRT 3~y X Lfisgthifm e f 4 54
% LCh{ <ECha. $h <y FBICIEEA Y U v 7 E ) & R 2 = b b %
BLARTARE RO R, VIS s NEEZRE WITRICE LD H L7259,
WK EFHHREARICWZE 24 LT 4 ViF, TEB/RTRLAGETLIRETH S,

BE): OEM, ~X— F F—F XM~ v XL OICEE S A RE R BRE 2 8 2, BAfF
nzsbDxMEICT 2

B TR COBRERIC B T 2 SHEBIR, i, RS 7 0 e 2 DR L

Y 748 5.1.1.1 PSIRT H o PRy L ADBA]

PSIRT 13, A7 =7 A EZpolfigttoRE 2207206, HE<xv £ D PSIRT I % DHfi
551 Z @A B,

Y 7HEEE 5.1.1.2 ARV XH S O@BA]

Ry LavFR—p v by —rz2RME L vy £, MEEEoms 2 EskE
FZIFBZeRBENIE. v X PSIRT I ZDIEREZIEZ 5.

H 7HERE 5.1.1.3 2HKIE

PSIRT t. §R_XCOHERVZZHAL2IC LS 2T, EFREFM e EEL <, bR v &
& DEHINAIC, MG E 24 L) —I1TfT9 & Wi SIEZBHT 3,

H THBE 5.1.1.4 PSIRT 55 R F— 2 R X~ DBA
hfE R v 20 X B HEF T O MR BMEN I\, B B W IZREE 232 00 B . X v X PSIRT %,
25— s A XRS5, BRI EA 7 0 2 2 R (B LCL WSk X 2 %

RORELZTDARAT =7 FAVKXIGHEAIT 5, LW0wHiRVTTddH 5,

Heae 5.1.2 FARE

PSIRT Services Framework Version 1.0 TLP:WHITE

https://www first.org 80 of 106



TLP:WHITE

FICEEOR v X038 b 5256, H%EHE X PSIRT 220 KiHEZZ 1T, Ry X ~D#HILT F
NAFYVRNHDOEXA IV IOFEEITH T L H 5, CERT Coordination Center
(CERT/CC) ®%— Fo¥—7 4 OFHREEF 1L, Mgt icxfIG s % 72 kA4 i 511 % v
Ui 3 2 & Cffif 2 24t 3 2,

BHEY: & 1. Ry X~ MEsgtEEEGEA & S IE~D 1 T FE D 1T IcDW»W T,
PSIRT 2o XEOEFEEZ T L LD 2

BRER: 5~ CORIREROFEMEBGR, HiE, FERR 7 v v 2 0 FHEA L

Y T7HEE 5.1.2.1 EEEORHBOERE

Wass G ERBAR R Y & — 2 5 B4 B E OR B2 LR L CGEL T %,

Y 7HEE 5122 AEELOEE

FEE L L HEAZIT AT RTOR Y KX PSIRT ~0@H % 1T

ke 513 REE

Y — FX—T 4 O EEREDOFRFZF X, PSIRT icxL <, [+—v 2V 7 2 M
gD R IR I N TV 2 ERETEEZ s oWmEZ2ITo 2 LB H 5,

HEY: FHRE L oM RERERE 2 A, FERE RS2 2 L 2 U

BRER: FHERE & O CEHEBAMG, i, FWRR 7 e v 20 E A

H—E X 52 R

EIEH

XY ZPSIRT i3, 2959228 TH2Aa0I1E, FAEECHhoR V&L fgHEER
HEITRETH D, EMEZT 2 MOFEE L v X3, HARETT v X Ofeg51E~ v ¥
VY 7R v —%MEL CELDERD D, ﬂ%ﬁklﬁ%ﬁﬁﬁm Wb 24 LT A4 %, T
22T R ET 5 RETH B,

BEY: (BIEIC & o T PR 7= e g 1 %2 i 3 %

PSIRT Services Framework Version 1.0 TLP:WHITE

https://www first.org 81 of 106



IKJ1 TLP:WHITE
Improving Security Together

B BIEZEM T 5 2 & TR o 2 F /L EIEQHUSTT ik DR

HEE 5.2.1 MAROFHE

Figure 18: Bilateral Coordination
~ v X PSIRT (&, WEN Mgtz it d R AT LDala=Fr—vavzifffid o8
EH 5, —MAKHEZH LADE, H# L TEWRFR 21T ) GBS 2 720, %
REDHW), X, MestEic+ 222 v 22 BiFS 5 L AEETH 5, PSIRT 1%, 1§
WHIRICBAL TR ZSF > TV 2 KRB CHEORE R T I L 2RI RETH 5,
BE: BREVERHBHICHEDODN T2 L0022 X5 dfi0 -0 OBEZES
BRER: FEREZE DN ICHIE R IR I NN 7 7 v
Y 7HEE 5211 LiR— DR
FRE»P ML F - 2RELLH, XML ZERZINET %,
Y 7Hge 5.2.1.2 EHINRKRRE
Wt T N7z Megg T Ic B S 2 0SB 2, EHIRIC S RE ICHER T 5,
# 7HRe 5.2.1.3 FRAEICK MG

FRECEBEZREML, RREAS CHRELTEZ 2 X5 1cT 5,

B 7HEE 5.2.1.4 FREAOHE

PSIRT Services Framework Version 1.0 TLP:WHITE

https://www first.org 82 of 106



TLP:WHITE

Mesgtt 2 L 7= REOHRZ 0, #fEzid~%, 272L, Z OWNERFERE RS
NETH 5,

BEEE 5.2.2 EER VLB OFHE

Vendor

\. Customer
.-""""#

Vendor

™~

Custome

Figure 19: Multi-Vendor Coordination

XY ZPSIRT i3, 5322 L5 TH L ALI1E, FAEECHho v &L iHtEERE
HEITRETH D, EMEZT 2 MOFEE LR v X3, HARETT v X Ofeg51E~ v ¥
Vv 7R Y) v — %ML CBESDERD 5, SR LEWRFRICWZ5 24 L7 4 viF, TX
272 TR T 5 RETH B,

HEY: MaggtEE e EERE., B2 D o CHRT 3 7201C, $XTCOMEFGEEL
DHEAZBEL T, AT — 7R A Z0N—FF— 1T 3 BRHEAERT S

B EREBEGR. . HMBR 7 e v 2 DA b

PSIRT Services Framework Version 1.0 TLP:WHITE

https://www first.org 83 of 106



TLP:WHITE

To provide a remedy it is recommended

OEM supplier provides upstream vendors manage their
technology. downstream stakeholders (see Service
Area 1.4).

To be notified to apply the security
remedy. Itis recommended that
downstream vendors define and engage
with upstream vendors communities

and partners (see Function 1.3.1).

Receives technology from
upstream vendor.

Table 1: Example of Multi-Party Coordination
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Analyze Improve

Figure 20: Vulnerability Metrics Process
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Annex 1: Supporting Resources

- Architecture Content Framework

- ISO 31000:2009 Risk management - Principles and guidelines

- ISO/IEC 27000/2018 Information technology - Security techniques - Information
security management systems

- ISO/IEC 30111:2013 Information technology - Security techniques - Vulnerability
handling processes

- ISO/IEC 29147:2014 Information technology - Security techniques - Vulnerability
disclosure

- Guidelines and Practices for Multi-Party Vulnerability Coordination and Disclosure

- The Project Management Body of Knowledge (PMBOK) Guide and Standards
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Annex 4: Pros and Cons of PSIRT Organizational Models
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Annex b: Types of Incident Response Teams
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