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Figure 7: Example of External Stakeholders for the PSIRT
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Improving Security Together
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Figure 15: Operational and Business Metrics
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Figure 17: High-level example of Vulnerability Coordination
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To provide a remedy it is recommended
OEM supplier provides upstream vendors manage their
technology. downstream stakeholders (see Service

Area1.4),

To be notified to apply the security
remedy. Itis recommended that
downstreamvendors define and engage
with upstream vendors communities

and partners (see Function 1.3.1).

Receives technology from.
upstream vendor.

Table 1: Ex. of Multi-Party Coordination
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Figure 20: Vulnerability Metrics Process
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Annex 1: Supporting Resources

- Architecture Content Framework!

- ISO 31000:2009 Risk management - Principles and guidelines?

- ISO/IEC 27000/2018 Information technology - Security techniques - Information
security management systems

- ISO/IEC 30111:2013 Information technology - Security techniques - Vulnerability
handling processes?

- ISO/IEC 29147:2014 Information technology - Security techniques - Vulnerability
disclosure?

- Guidelines and Practices for Multi-Party Vulnerability Coordination and Disclosure®

- The Project Management Body of Knowledge (PMBOK) Guide and Standards

! http://pubs.opengroup.org/architecture/togaf9-doc/arch/chap35.html

2 https://www.iso.org/iso-31000-risk-management.html
3 https://www.iso.org/obp/ui/#iso:std:53231:en

* https://www.iso.org/obp/ui/#iso:std:iso-iec:29147:ed-1:v1:en

5 https://www first.org/global/sigs/vulnerability-coordination/multiparty/ FIRSTMultiparty-

Vulnerability-Coordination-v1.0.pdf
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Annex 4: Pros and Cons of PSIRT Organizational Models
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Annex b: Types of Incident Response Teams
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Glossary

- Actions - the list of how something is done at varying levels of detail / maturity.

- Capability - a measurable activity that may be performed as part of an
organization’s roles and responsibilities. For the purposes of the SIRT services
framework the capabilities can either be defined as the broader services or as the
requisite functions, tasks, or actions.

- Capacity - the number of simultaneous process-occurrences of a particular
capability that an organization can execute before they achieve some form of
resource exhaustion.

- Common Vulnerability Exposures (CVE) - is a list of entries containing an
identification number, a description, and at least one public reference for
publicly known vulnerabilities.

- Common Vulnerability Scoring System (CVSS) - %a numerical score that reflects

a vulnerability’s severity.

¢ https://www.first.org/cvss/
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- Common Weakness Enumeration (CWE) - 7is a formal list of software weakness
types created to:
» Serve as a common language for describing software security weakness in

architecture, design, or code.

= Serve as a standard measuring stick for software security tools targeting

these weaknesses.

* Provide a common baseline standard for weakness identification, mitigation,

and prevention efforts.

- Health Insurance Portability and Accountability Act (HIPPA) - %a US law
designed to provide privacy standards to protect patients' medical records and
other health information provided to health plans, doctors, hospitals and other

health care providers.

7 https://cwe.mitre.org/about/index.html

8 https://www.medicinenet.com/script/main/art.asp?articlekey=31785
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- Key Performance Indicators - °is a measurable value that demonstrates how
effectively a company is achieving key business objectives. Organizations use

KPIs at multiple levels to evaluate their success at reaching targets.

- Maturity - how effectively an organization executes a particular capability within
the mission and authorities of the organization. It is a level of proficiency
attained either in actions or tasks or in an aggregate of functions or services.

- Payment Card Industry Data Security Standard (PCI DSS) - '%is an information
security standard that promotes the safety of cardholder data across the globe.

- Tasks - the list of actions that must be performed to complete the task.

? https://www klipfolio.com/resources/articles/what-is-a-key-performance-indicator

10 https://www.pcisecuritystandards.org/pci_security/
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