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ISO/IEC JTC 1/SC 27/WG 3 Meeting No. 40 
Melaka, Malaysia 

19th to 23rd April, 2010 
Meeting Report 

 
 

1 Opening of meeting, Monday April 19 at 1000 
 
Note that the travel plans of many delegates were severely disrupted due to the 
closure of European airspace, affecting the experts of several European national 
bodies. Not all WG3 delegates could meet in person in Melaka, Malaysia.  The 
volcano did affect many European countries.  However the WG3 meeting went ahead 
and was successful in making substantial progress through the use of email and on-
line conferencing facilities from 19-23rd April. At the WG3 Plenary meetings held on 
the 21st , 22nd and 23rd online conferencing facilities were used to facilitate  the 
meetings.  Only two nations, Finland and France, who regularly attend WG 3 were 
not able to be present at the meeting.  
 
Delegates were welcomed by John Hopkinson, who opened the meeting. 
As a contingency measure to address physical absences of the officers of the WG, 
both an acting Convenor and an acting Secretary were needed for the duration of this 
meeting.  
 
John Hopkinson volunteered as acting Chairman. Fiona Pattinson volunteered as 
acting Secretary. Both positions were approved by unanimous consent of the experts 
present.  
 
 
2 Roll call of delegates 
 
Canada:  

Faud Khan, Alcatel-Lucent 
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John Hopkinson 
China:  

Xuzhejun, Fujian Province Network and Information Security Evaluation 
Center 
Kingston Zhang, China Inncomm 

Finland:  
France:  
Germany:  

Bertolt Krüger, SRC Security Research and Consulting GmbH (�) 
Japan:   

Masao Tanabe, NTT Laboratories 
Junichi Kondo, IT Promotion Agency 
Kunihiko Miyazaki, Hitachi Ltd 
Toshio Miyachi, JPCERT 
Tatsuaki Takebe, Yokogawa Electric Corporation 
Masato Terada, IT Promotion Agency 

Korea (Rep.)  
Hee Bong Choi, the attached institute of ETRI 
Sang-Yun Han, the attached institute of ETRI 
Hee Jun Yoo, KISA 
Kim Ji Tae, National Security research Institute 

Malaysia:   
Asmuni Yusof, Cyber Security Malaysia 
Noraini Abdul Rahman, Cyber Security Malaysia 
Norhazimah Abdul Malex, Cyber Security Malaysia 
Rokidh MD Idris. , MAMPU 
Azizah Sunar, MAMPU 
 

South Africa:  
 Alastair Walker, SPI Laboratory 
 Johann Amsenga, Eclipse RDC  
Spain:  

 Miguel Bañón, for Centro Criptológico Nacional (�) 
UK:   

Michael Nash, Gamma Secure Systems Ltd. 
David Martin, CESG, representative of CCDB (�) 

USA:  
Randall Easter, NIST 
David Grawrock, Intel 
Helmut Kurth, atsec information security corp. 
Mike Lai, Microsoft Corp. 
Katie Moussouris, Microsoft Corp. 
Fiona Pattinson, atsec information security corp 
Uma Chandrashekhar, Alcatel-Lucent (�) 
Shaun Gilmore, NSA 
Sean Barnum, MITRE 

 
Delegates marked (�) arrived after the start of the meeting. Those marked with (�) 
attended by teleconference. E-mail addresses are given in Attachment 1. 
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3 Adoption of the agenda and revision of meeting timetable 
The draft agenda and timetable proposed in WG 3 N8672rev2 (distributed as N8791, 
since the distributing mechanisms of ISO do not allow for the reuse of document 
numbers for revisions of documents any more) were approved. Because of the travel 
problems of a number of delegates due to the closing of European airspace several 
topics and timings needed to be changed. A few topics were added, see the section 
"Any Other Business" 
 
4 Appointment of drafting committee 
The following experts volunteered for the drafting committee: Mike Lai (USA) and 
Fiona Pattinson (USA). 
 
5 Report from WG 3 meeting in Redmond 
5.1 The record of the resolutions from the meeting in Redmond (WG 3 N8115) 
was presented and approved. (Resolution 1). 
5.2 The report of the meeting held in Redmond and documented in WG 3 N8116 
was formally approved.  
 
6 Liaison Statements 
6.1 Liaison with the CCDB 
A liaison Statement from the CCDB (N8884) was presented to the Group by Shaun 
Gilmore on behalf of David Martin who was not able to physically attend the meeting. 
It provided the latest information on the activities of the CCDB.  
 
A return liaison Statement to the CCDB was prepared (N8787). This thanked the 
CCDB for its Liaison Statement and provided details of progress on relevant WG 3 
Projects. It also contained details of the WG 3 calendar. 
The SC 27 Secretariat was requested to send the statement to the CCDB (Resolution 
P 6)1. 
 
6.2 Liaison with SC 37 
A liaison statement from SC 37 was not received by WG 3. Accordingly no return  
liaison statement was made. 
 
6.3 Liaison with FIRST 
Due to the inability of the FIRST liaison officer Mr Damir Rajnovic, to attend the 
meeting, Katie Moussouri, the acting Liaison officer from the Forum of Incident 
Response and Security Teams (FIRST), presented the FIRST liaison statement to 
WG 3 (see SC 27 N8528).  
 
The document pointed out that FIRST’s comments on Project 29147 had been 
submitted as UK national body comments and provided an additional comment for 
that project. It further expressed concern about the pace of that project. 
 

                                                           
1
 Note: In the draft of the resolutions document N 8796, which was available at the end of the meeting, several 

"empty" resolution templates were included, because it was not known at that time, if this might be required by 

the document templates used. During review by SC 27 management WG 3 was instructed to remove these emty 

resolution texts. Because of this, the number of resolutions was decreased and changed compared to the draft of 

the resolution document available at the end of the meeting.  
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Text for the WG 3 Liaison Statement to FIRST was prepared in document N8788 
(see resolution P6), providing information on the progress of Project 29147 (see item 
13 of the agenda). In particular it thanks FIRST for their valuable comments, assures 
them that they have all been addressed and notes the FIRST concerns over the 
progress of the standard.  
 
6.4 Liaison with SC 7 
At the invitation of  Johann Amsenga, liason officer for SC 7, WG 3 and WG 4 
enjoyed a presentation  by Dr. Alastair Walker on the process standards from JTC 1 
SC 7 software and systems engineering,  which was distributed to the meeting. The 
presentation was made on Tuesday afternoon. 
 
WG 3 prepared a return Liaison statement to SC 7 (SC 27 N8905), which contained 
the WG 3 thanks for the presentation and the attendance of Dr Walker at the meeting 
and proposing that a delegation from WG 3 visit the SC7 meeting in Niigata, Japan in 
May 2010. (Resolution 11) 
 
The SC 27 Secretariat was requested to send the statement to SC 7 (Resolution P6). 
Note: Since WG 4 produced a document SC 27 N8660 with identical wording as 
N8905, the LS will probably be sent out under the former number. 
. 
6.5 Liaison with IEC/TC 65/WG 10 & IEC/SC 65C/WG 13 
No Liaison statement to IEC/TC 65/WG 10 & IEC/SC 65C/WG 13 was prepared by 
the meeting. However, a short note was included in the LS prepared by WG 1, stating 
that no specific WG 3 projects were identified, which were relevant for the liaison. 
 
6.6 Further Liaison requests 
Liaison requests were received from ISCI, Cyber Security Naming an Information 
Structures group (referenced as MITRE in the WG 3 agenda) and ENISA. 
The liaison with ISCI and the Cyber Security Naming and Information Structures 
Group were considered by WG 3 and approved. The SC 27 secretariat was therefore 
instructed to establish the CAT C liaison relationships in response to their requests. 
 
Investigations by WG 3 showed that the liaison relationship with ENISA is established 
with SC 27, and there was no further action required by WG 3 on this topic. 
 
Secretary's note: WG 3 noted that the liaison officer assigned to the proposed liaison 
activities by the Cyber Security Naming and Information Structures Group, Sean 
Barnum, was present at the meeting. 
 
6.7 Further external inputs 
ENISA on cloud computing:  
A presentation on the Common Assurance Maturity Model (CAMM) by ENISA was 
submitted to the meeting and distributed. Because of logistical problems the actual 
presentation was delayed until the Berlin meeting. ENISA was thanked for their 
presentation via the inclusion of a suitable statement in the WG 1 liaison statement to 
ENISA. (Resolution I) 
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7 Road Map for WG 3 
Miguel Bañón, Convenor, proposed some thoughts about further development of WG 
3, in particular in the light of new ideas in the CCDB. Since no new input had been 
received between the meetings, he asked participants for input during the meeting. 
WG 3 resolved to instruct its Convenor to distribute the Road Map to the WG 3 
experts and request review and comment from their National Bodies. (Resolution 12). 
 
8 IS 15408 “Evaluation Criteria for IT Security” (Technical Corrigenda) 
8.1 Editor’s report & 8.2 Notice of publication 
The meeting noted from the Redmond meeting report that the ballot was completed 
and the result was reported in SC 27N8297. The ballot ended in favour of the 
document with 24 "yes" votes and no "no" vote. WG 3 thanked the editor, Fiona 
Pattinson, for her contribution (Resolution E). 
 
A notice of publication was received in document N8603, thanking the editor and WG 
3 experts and that the price will be based on 65 pages. It notes that the entire series 
of the 3rd edition of ISO/IEC 15408 Parts 1, 2, 3 is freely available from the ITTF 
website at <http://www.iso.org/ittf> 
 
8.3 Defect Editor’s report IS 15408-2, IS 15408-3,IS 18045 
Shaun Gilmore, the Defect Editor, reported that the defect report had been circulated 
to SC 27 NBs in N8120 
 
As a result of the defect report the Defect Editor was instructed to produce three 
technical corrigenda and to send them to the SC27 secretary by 2010-05-21 for 
DCOR ballot. (Resolution 6 and P5) N8800, N8911, N8912 
 
Secretary's note: As a reminder at the last meeting the document number N8121 was 
reserved for a technical corrigendum. At this meeting it was noted that three separate 
documents need to be produced by the Editor. 
 
8.5 Corrected reprints and technical corrigendum 
The meeting noted that this agenda item should be discussed at the next WG 3 
meeting in Berlin. 
 
9 Project 15292 “Protection Profile registration procedures” 
The document N8387 requesting NB contributions  to the  3rd periodic pre-review of 
ISO/IIEC 15292:2001 was distributed.  
 
The summary of contributions in N8883 was considered by the meeting. It was noted 
that the consensus of contributing NBs was to withdraw the standard and the meeting 
concurred and recommended to SC 27 that the standard be withdrawn. (See 
resolution P8) 
 
Secretary's note: Document N8883 was a correction to document N8882 which 
contained an editorial error. 
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9.3 Notice of resignation 
The endorsement of Centro Criptológico Nacional (CCN) as Registrar according to IS 
15292 was discussed at previous meetings. The notice of resignation from CCN (see 
above) was not available as an SC 27 document during the meeting.  
 
Secretary’s note: 1. The notice of resignation was received by email directly by ITTF 
in December 2009. So official in spite of not existing as an Sc 27 document. 
2. At the Redmond meeting the group asked that at the next CC Executive 
Subcommittee meeting the group would appreciate consideration being given to also 
hosting the PP registry. If the withdrawal of the standard is ratified this would be a 
moot point. 
 
10 Project IS 19790 “Security requirements for cryptographic modules” 
Both Randall Easter and Junichi Kondo were present for the editing session. 
Unfortunately the editor Jean Pierre Quemard was unable to attend due to logistical 
difficulties. 
 
The editors reported that the First Working Draft for the revision of this revision of the 
Standard had been circulated in document N7866. This took account of the US NB 
contribution of the latest draft of FIPS 140-3 in document N8397.  
A Summary of comments was received on the 1st WD in document N8530. With 
comments received from Japan, Switzerland, and US NBs. Unfortunately an update 
to the US comments had not made it into the SoC but the editors in agreement with 
those present in the editing meeting agreed to consider the additional eight 
comments from the US NB, which are documented in the Disposition of Comments in 
document N8775. 
 
The editors are hopeful that comments on the draft FIPS 140-3 will be published by 
NIST and that these comments can be used as additional input to WD 2. 
The meeting instructed the Editors to prepare a second WD see resolution 5, and the 
Sc 27 secretary to distribute for further study and comment (Resolution P1). The 
project target dates were updated (Resolution 9). 
 
11 Project PDTR 19791 “Security assessment of operational systems” 
The meeting noted that the standard has been published and that an editor’s report 
was not necessary from Mike Nash. 
The final text for IS 19791 is in document ISO/IEC 19791. 
A notice of publication was received in document N8589, thanking the editor and WG 
3 experts and that the price will be based on 235 pages. 
The WG 3 meeting thanked Dr Nash for his contribution (Resolution E) 
 
12 Project WD 29128 “Verification of cryptographic protocols” 
Kunihiko Miyazaki, the Project Editor, reported that the 2nd CD (N8124) was approved 
with 17 "Yes" votes and one "No" vote. The "No" vote was based on a technical 
comment and the NB indicated that they would be prepared to change their vote 
should the comment be satisfactorily addressed. 
All National Body comments were considered and addressed at the meeting. The 
disposition of comments is recorded in SC 27 N8777 
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The Project Editor was instructed to prepare a further Committee Draft as SC 27 
N8778, and to send it to the SC 27 Secretariat by 2009-12-15 (Resolution 5). SC 27 
was requested to circulate this draft for further CD balloting (Resolution P4). 
 
13 Project WD 29147 “Responsible Vulnerability Disclosure” 
Faud Khan, the Project Editor, reported that the 4th WD had been circulated in 
document N8126. One of the comments that had been accepted during the meeting 
included a proposed change of title for the project to “Vulnerability Disclosure“. 
(Resolution P2) 
 
A summary of comments was received in document N7672. This contained 
comments from the following National Bodies: Finland, Japan, South Africa, United 
Kingdom, and the United States. Late comments were received from Belgium 
(N8551) and Canada (N8694) as well as the additional comment from FIRST in the 
liaison statement from them (N8528). A total of 205 comments had been received. 
A disposition of comments was agreed during the editing sessions (N8779) and the 
editor was requested to update the document in accordance with them (Resolution 5)  
 
All National Body comments and contributions were considered and addressed at the 
meeting. Due to the volume of comments received several editing sessions were 
required over the course of the week. 
 
The FIRST comments that had been postponed from the last meeting had been 
submitted as UK NB comments and a passage explaining this was added to the 
Liaison Statement to FIRST. An additional comment sent as part of the liaison 
statement from FIRST was not addressed. 
 
There was a discussion during the meeting regarding the question, whether the next 
draft would be suitable as a first Committee Draft.  
A decision to progress to Committee Draft was felt appropriate by the meeting 
despite lively discussion regarding the stability of the document and the large number 
of comments received. 
The Project Editor was instructed to prepare a first Committee Draft as SC 27 N8780. 
(Resolution 5) the SC 27 Secretariat was requested to distribute this Committee Draft 
for balloting (Resolution P3). The Project’s target dates were updated. (Resolution 9) 
 
 
14 Project  29193 Secure-System Engineering Principles and Techniques 
Anne Coat, the Project Editor, was not able to be present at the meeting due to 
logistical difficulties. The editing session was managed by Johan Amsenga. 
A second working draft had been distributed as document N8128 and a summary of 
comments received in N8532 from the national bodies of Canada, France, Japan, 
Netherlands and the US.  
A disposition of comments was prepared by the editing group and presented to the 
meeting in N8781. All comments were addressed. 
The editor was instructed to update the document to 3rd Working Draft (Resolution 5) 
in document N8782 and the SC27 secretary to distribute for further solicitation of 
comments. (Resolution P1) 
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15 WG Study Period on Tamper Protection Requirements and Evaluation 
Randall Easter, the Rapporteur for the Study Period, reported that a second call for 
contributions had been circulated (SC 27 N7725), but no responses were received 
through SC27. The US NB reported that they had sent contribution but that it had not 
yet been distributed. The document was therefore distributed to WG 3 experts during 
the meeting. 
The meeting resolved to initiate a new project “Physical security attacks, mitigation 
techniques and security requirements” (Resolution 7) and instructed the convenor to 
submit a NWIP (N8795) to the SC27 secretariat for further processing. As the 
document type "Technical Report Type 2" is expected to be replaced by the type 
"Technical Specification Type 2" due too an update of the directives before this 
project starts, the suggested document type is a Technical Specification. 
 
Mr Randall Easter was appointed acting project editor pending the NWIP approval by 
SC27. (Resolution 7) 
 
16 Project 20004 “Secure software development and evaluation under ISO/IEC 
15408 and ISO/IEC 18405” 
The meeting resolved that SC27 should appoint the following editors to the project, 
Shaun Gilmore and Sean Barnum as co-editor. (Resolution P9) 
 
The project has been initiated by the SC 27 Secretariat and the NWIP was distributed 
to NBs for ballot (N8130). A summary of voting was provided in N8533 and 18 NB 
accepted the proposal and supported the addition of the project to JTC 1’s program 
of work. 2 NBs did not support the establishment of the Project. 
The project was assigned the number 20004 and the project number 1.27.75. 
 
Several comments were received as attachments to the ballot and the editors 
prepared a disposition of comments in document N8783. 
 
The meeting established target project dates (Resolution 9) and instructed the editors 
to prepare a 1st WD for the project in N8784 and have it sent to the SC27 secretary 
by 2010-07-09 for distribution to the NB’s for their study and comment. 
 
17 Project 15443 “A framework for IT security assurance – Part 3: Analysis of 
assurance models.” 
The document N8388 requesting NB contributions to the 1st periodic pre-review of 
ISO/IIEC 15443-3:2007 was distributed.  
 
The summary of contributions for the 2nd pre-review in N8580 was considered by the 
meeting. It was noted that no consensus of contributing NBs was obtained with one 
nation voting to confirm the standard, another voting to withdraw the standard and a 
third (UK) voting to stabilize it. After discussion and further consideration the UK 
changed its vote to “Confirm”   and the meeting concurred and recommended to SC 
27 that the standard be confirmed. (See resolution P8). 
 
 
20 Update of Standing Documents 
The future meeting schedule for WG 3 was recorded in Resolution 9. 
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Project Editors were requested to check SC 27 Standing Documents SD6 and SD7 
for any changes that might be necessary (Resolution 9), new target dates for projects 
were also recorded in Resolution 9. 
Secretary's note: Document N7893 SD3 should be updated with the correct details 
for the WG 3 secretary. 
 
 
21 Resolutions and Recommendations to SC 27 Plenary 
The resolutions approved by WG 3 in Melaka, Malaysia, are recorded in SC 27 
N8796. 
The SC 27 Secretariat, the Drafting Committee, the WG 3 Secretary, Convenor, 
experts and editors, as well as the meeting hosts and sponsors were thanked for 
their efforts and support. 
(Resolutions A-H) 
. 
22 Any other business 
John Hopkinson gave a presentation on forthcoming JTC 1 directives and 18 
standing documents. 
 
Bertolt Krüger distributed a tool provided by the SC 27 secretary to the drafting 
committee that supports the correct drafting of the WG 3 “P” resolutions. 
 
An additional presentation on the new secretarial Processes presentation was given. 
In particular Editors should note that the new procedure is to send documents to the 
WG 3 secretary for forwarding to the SC 27 secretary. 
 
In conjunction with WG 4 a presentation by OSSTMM was made on Tuesday. 
Resolution I thanks the presenter Mr Fabio Guasconi for the presentation and it  was 
decided by the meeting (Resolution P24) to establish a new one year SC 27 study 
period on Security testing methodology. Appointed Mr David Martin as Rapporteur 
and instructed the SC 27 secretariat to initiate a call for contributions. (Resolution 
P10). 
 
23 Closure of meeting 
The meeting of WG 3 closed on 2010-04-23 at approximately 1300. Output 
documents were made available between 1500 and 1600 on 2010-04-23. 
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Annex 1: List of attendees at the 40th WG 3 Meeting, Melaka, Malaysia 
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Annex 2: List of WG 3 document numbers since Redmond meeting 
 

Title SC 27 # 

Resolutions WG 3 Redmond 8115 

Minutes WG 3 Redmond 8116 

15408 Defect Report 8120 

15408 DCOR [.Note: This N-Numeber cannot be used any more, a new one 
was asigned, see below] 

(8121) 

Project Documents produced as output from Redmond:  

19791 next draft 8122 

19791 DoC 8123 

29128 next draft verification of crypt. prot. 8124 

29128 DoC 8125 

29147 next draft resp vuln discl 8126 

29147 DoC 8127 

29193 next draft Secure System Engineering Principles and Techniques 8128 

29193 DoC 8129 

NWI Proposal by US 8130 

LS to CCDB 8131 

List of Changes 19791 8132 

LS to SC 7 8133 

Presentation on CYBEX by ITU-T 8264 

Updated WG 3 Roadmap 8265 

Input for WG 3 Roadmap 8266 

Documents not produced by WG 3  

LS SC 27 to FIRST (Redmond output) 7945 

LS FIRST to WG 3 (input for Redmond) 8114 

LS WG 3 and 5 to ISO/IEC JTC 1/SC 37 (Redmond output) 8141rev1 

Doc numbers assigned after Redmond  

LS from SC 37 to WG 5 8228 

SoV 15408-1 8298 

Final corrections15408-1 8317 

LS TC 65 to SC 27 8338 

Request for comments 3rd pre-review 15292 PP registration 8387 

Request for contr. pre-review 15443-3 8388 

US NB contrib. 19790 (FIPS 140-3 draft) 8397 

WG 3 Meeting Agenda Melaka, first version (replaced by 8677!) 8419 

call for contrib Study Period Tamper Protection 8475 

Input for NWIP Secure Software development and evaluation...: 
Text for ISO/IEC DTR 24772, Information Technology -- Programming 
Languages -- Guidance to Avoiding Vulnerabilities in Programming Languages 
through Language Selection and Use (JTC 1 N9937) 

8482 

SD6: Glossary of IT Security terminology 8486 

LS from FIRST (Input for Melaka) 8528 

NB comments 19790 8530 

NB comments 29193 8532 

SoV NWI Secure software dev. and evaluation 8533 

SoV 29128 Verific crypto protocols 8535 

late BE NB comments to 29147 8551 
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LS Request ISCI 8552 

LS Request MITRE 8560 

NB Contrib Pre-Review 15292 PP Registration Procedures 8579 

NB Contrib Pre-Review 15443-3 8580 

Notice of Publ. 19791:2010 8589 

Notice of Publ. 15408-1:2009 8603 

Request Extension Date for 29128 et al 8666 

NB comments 29147 8672 

Wg 3 Road Map Update 8676 

WG 3 Meeting Agenda Melaka, April 2010 8677 

CA late comments 29147 8694 

Not used (was planned for LS from CCDB to WG 3, now 8884) 8773 

Recommendation Pre-Review 15292 PP Registration Procedures 8774 

Doc 1st WD 19790 8775 

new text 19790 8776 

Doc 2nd CD 29128 8777 

new text 29128 8778 

DoC 4th WD 29147 8779 

new text 29147 8780 

DoC 2nd WD 29193 8781 

new text 29193 8782 

report NP 20004 Secure Software development and evaluation (disposition of 
comments) 

8783 

new text NP 20004 Secure Software development and evaluation 8784 

Not used (was planned for output of session for WG 3 study period tamper 
protection req, but this is covered by 8795) 

8785 

recommendation on pre-review of TR 15443-3 8786 

liaison to CCDB 8787 

liaison to FIRST 8788 

Assigned during Melaka:  

Updated WG 3 agenda in Melaka 8791 

LS Request ENISA to WG 3 8792 

Presentation from ENISA to WG 3 8793 

South African Contribution for 29193 (Principles of Security) 8794 

NWI Proposal Tamper protection 8795 

WG 3 Resolutions Melaka 8796 

WG 3 Minutes Melaka 8797 

Not Used  8798 

Not Used  8799 

DCOR 15408-2  8800 

Summary of contributions Pre-Review 15929 (correction, replaces 8579) 8882 

Summary of contributions Pre-Review 15929 ( sec. correction, replaces 8882) 8883 

CCDB Liaison Statement to WG 3 for Melaka (instead of 8773) 8884 

CCDB Presentation to WG 3 in Melaka 8887 

LS to SC 7 8905 

Call for contributions Study period testing (OSSTMM)  8906 

(open) 8907 

DCOR 15408-3 8911 

DCOR 18045 8912 

 

 


