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Proposed Guidelines
for the Co-Ordinated Disclosure of Software Vulnerabilities Affecting Multiple Vendors’
Products Through Third Party Co-Ordination Centers

Key Objective of the Guidelines

Thes guidelinespertain to situations whenathird party coordinating ertity undertakesto co-
ordinate with multiple verdors the public disclosure of vulnerablity (asthattem is defined
below). The verdors electto work with such a Coordinator for the common benrefit of advising
affected customersin anappropriate, reliade and timely mamer.

It is presumedthat over time, therewill be anincrease in the number of third party co-
coordinators whose mission will be to address such matters particularly in emergng worldwide
interretrelated markets. Thes guidelinesdo not attempt to cover all agects of the public
reporting function; however, they do attemgt to outline certain key concepts and pracical
requirements that canbetter enable this kind of public reporting proces.

A. Definitions
As usedin these guidelines the terms below have the following meanings:

“Public” derotesertitiesoutside of averdor. That canrepresent public atlarge (e g.,
public mailing aliaslike Bugtraq) or a closed aliasfor customersof a particular vendor.

“Vendor” means a private or public corporations, partnerships or other for-profit
business ertities

“Third party Coordinator center” or “Coordinator” means athird party unaffiliated
with any particular vendor, and an ertity that doesnot have any kind of vegedinteres in
ary particular verdorOsroducts. Idealy, the Coordinator should be OrutralOthatis, not
tiedto any particular governmert(s) or vendor, and preferablly be a non-profit
organizaiion to avoid potertial conflict of intereg. It can also meansan organization
composged of a conortium of venda's who, while having a vested interest in the
process, have agreed to a uniform process for managing of vulnerability issues.

“Vulnerability” is defined as a set of conditionsthat leadsor may lead to an
implicit or explicit compromise of the confidentiality, integrity, or availability of
an information system. Examples of the unauthorized or unexpected effects of
vulneability may indudeany of thefollowing:

. Executing commandsas another user

. Accessing data or servicesin excess of specified or expected pemission

. Posng as another user or service within a system

. Caugng an abnomal denial of service

. Inadvertently or intentiondly destroying data without permission

. Exploiting an encaryption implementation weakness tha significantly
reduces thetime or computation required to recove the plaintext from an
encrypted message

. Committing a fraud
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Common causes of vulnerabilities are design or coding mistakes in software and
hardware, botched administrative processes, lack of awareness and educationin
information security, and advancements in the state of theart or improvements to
current practices, any of which may result in real threatsto mission-critical
information systems.

B. Common Points for Vendors and Coordinators

1. English as the Common Language. Vendors and Coordinators areexpectedto be ade
to use English asthe common language for all written and verbal communicaions when
coordination is being done on international bads. English would be used for the
published public reporting of vulneraklities Any additional |language usage may be
helpful in a givengeaography, aslong astranslations into local language do not cause
confusion or conflict with the English verson.

2. Adequate Resources to Address Issues Outside of “Normal” Business Hours.
Threas of exploitation and exploitations canoccur anywhere in the world atany time. A
bed pracicefor those engagedin the OtusinessOof managing internet secuity todayis
premisedon having adequate fl exibility and resourcesto address such threas, asthey
may arise. Vendors and Coordinators should have capabilitiesto operat and promptly
regpond to agivenvulnerablity coordination scerario either on 24x7x365 bads or
otherwise have resourcesavailabe to adequately handle emergency or other situations
that canrequire support and coordination outside of normal daytime offi ce hours.

3. The Parties Must Work Together In Good Faith.

Venrdors and Coordinators must operat at all times throughout the vulnerabhlity
disclosure process in good faith, akey linchpin for any succesful, coordinated multiple
vendor disclosure process. The Coordinator must, in good faith, timely notify all
potertially impaciedvendors of a discoveredvulnerablity and, upon timely regonse
from verdors, then set atime schedule for public disclosure of the vulnerahlity thatis
rea®nable under the circumgances thatis, atime by which verdors should have
developeda software patch, workarounds or other remediesfor their product(s). Vendors
must also act in good faith to timely assess theimpactof a discoveredvulnerahility to
their products and regpond to the CoordinatorOsnquiries.

4. The Need to Keep Undisclosed Vulnerability Information Confidential.

Prior to the time whenthe Coordinator publicly reports of the discoveredvulnerablity,
all verdorsin recept of the vulnerahility informaiton should treatsuch informaton
confidertially. The key underlying needfor all partiesto maintain such confidertiality is
the underdanding that the inadvertert public disclosure of such information before the
co-ordinated public disclosure canpotertially placeall verdorsOcustomersand product
usersatrisk of a potertial exploitation.

For examge, prior to the CoordinatorOscheduled public disclosure of the vulnerahility, a
Coordinator usually will provide vendors information about the nature of the particular
vulnerahlity (or in somecases evenprovide a copy of the exploit code itself) so thatthe
vendors canproperly aralyzethe vulnerahility and thencreate patchesor other remedes

Both the Coordinator and each verdor who participatesin the disclosure process should
keepthe vulnerahility informaton confidertial atleas until the time of the Coordinator@
scheduled public disclosure, and absert any countervailing legal obligation to disclose
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such information to athird party. Certain kind of informaton, such asactual exploit code,
may be kept confidertial evenafter the public disclosure.

However, it must also be recagnizedthatin instanceswheneither averdor or the
Coordinator becomesaware that the vulnerahility is being exploitedor isimminertly
subjectto being exploited, the vendors and the Coordinator may needto take swift,
definitive acion to advise customersand/or issue public notifi caion of the matter. In
such excepgional cases vendors should use all reasonabl e efforts under the circumstances
to advise asmuch advanced noticeto the Coordinator, who should likewise quickly

notify the other potertially impacted vendors.

Coordinators should have the right to not work with avendor who hasfailedto maintain
confidertiality and to report to other vendors ary instance when confidertiality hasbeen
threaenedor actually compromised

Each verdorOseceipt and interral maragemert of such confidertial informaton should
be done under strict confidertiality terms The Coordinator must likewise keepall
informaion pertaining to any vulnerahlity confidertial and not disseminate it except
through the scheduled public reporting process. This doesnot preclude interral
information sharing thatis necesary for the CoordinatorOsperaton and interral
reporting. It must operate on the same needto-know policy asvendors do. Non-public
information must not be disclosedto non-verndors and end users

5. Identified, Trained and Knowledgeable Personnel.

The business of addressing vulnerahlitiesrequireshaving adequately trainedand
knowledgealle verdor and Coordinator personnel who canaddress the technical,
operatonal, PR, legal and other issuesassociated with such process. It isalso importart
that such personnel areknown to the regectve parties and that an appropriate idertity
verificaion systembe esalished

6. Secure Communication Channels and Encryption Capabilities.

Both vendors and Coordinators must have the capahility to exchange confidertial
informaion using strong encryption and per other secure modesof communicaton.

C. Key Guidelines and Responsibilities for Vendors

@ Verdors recognizethe needto continually work to improve their internal
proceses public reporting and coordinating procesesin aneffort to minimize
the impactthat vulnerablitiesmay have upon their repectve customers It is
importart for vendors to strive to egablish and erhance workable framework that
ermablesCoordinators to publish vulnerahlity informaton for the berefit of the
verdorsCoustomersso that such customerscanfind ard effecively use such
information.

(b) A significart level of cooperation and trusted communicatons must occur by
vendors with the Coordinator and amang vendors who areengaged with the
Coordinator, in order for the Coordinator to successfully marage the public
reporting proces. To that end, vendors should strive to repond asquickly as
possible under given circumsancesto the Coordinator® legitimate requess and
inquiries
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(c) Verdors should cooperat with eachother asis necesary for the primary
purposesof enalling the Coordinator to timely relea information regardng a
discoveredvulnerablity.

(d) Vulnerahilitiesthat may affect more then one verdorOgroducts should, in most
instarnces be publicly disclosedthrough a Coordinator.

(e Verdors retain the right to make their own decisions regard ng the scope ard
nature of their coordination efforts with Coordinators and other vendors.
However, vendors must disclose suffi ciert information to enald e effective
coordination by the Coordinator, which should include providing the Coordinator
at least the following two essertial piecesof informaton:

»  Whetherthe identifiedvulnerahlity impact the vendorOsroducts; ard, if
So:

* Thedate whenthe verdor believesit will have a software patch or other type
of fix availade for public release.

Other helpful (but non-essertial) informaion for vendors to provide mayinclude any
available or potertial workarounds, or assessmert of the character of the vulnerahlity.

() Vendors should not be recuiredto reveal certain details about the vendorOs
products or internal processesthat are extranecus to the CoordinatorOsole. For
exampde, avendor may withhold information about how avulnerahility impacts
its products, or which products it impacts, or the interrally idertifiedacivitiesit
is undertaking to timely address the vulnerahility in light of the Co-coordinatorOs
articulated scheduled date for public disclosure. Altematively, avendor can
provide Coordinator with instructions on which details canbe sharedand under
which circumgances

(9) Verdors may, in their discretion, disclose vulneralility details to other trusted
vendors whose product(s) depend upon and/or arenegatively impaciedby, the
identifiedvulnerahlity. Vendors may electnot to disclose which other vendors
they have contaced For example, after becoming aware of avulnerablity, a
vendor may elect to contact other verdorsin order to address ary intergperahility
or othertechnical quedions. A product mayincorporate one or more constituert
componerts (parts, componerts, softwaremodulesor librarieg that are provided
and maintainedby OEMSs or otherthird parties Anotherexamgdeiswhena
vulnerahlity mayimpactthe intergperahlity with products from other vendors.
In such cases avendor must work with such third partiesin order to provide the
necesary remedy for its product.

(h)  Vendors should egahlish internal capahilitiedresourcesto suffi ciently handle
sensitive information and the public reporting of vulnerahlities including the
camhility to appropriately participate in a coordinated Public Disclosure
maraged by a Coordinator. At a minimum, vendors should have personnel with
contactinformaton thatis availabe to the Coordinator and other verdors.
Global verdors, and oneswith suffi ciert resources should consider having a
dedcatedvulnerahlity handling team availabe and operatonal on a 24x7 bags.

) Under usual circumgtanceswhenvulnerablity is to be disclosedthrough a
Coordinator, avendor who is participating in the coordinated disclosure should
not unilateraly publicly disclose informaion about the vulneralility prior to the
coordinated public disclosure date.
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D. Key Guidelines and Responsibilities for Coordination Centers

(@

(b)
(©)

(d)

(€)

(f)

(9)

Animportart task of Coordinatorsisto coordinate with multiple vendors
regardng the timely public disclosure of a discoveredvulnerablity. The
Coordinator should callectfrom verdors adequate informaton in order to
edalish anappropriate timeline for disclosure. The Coordinator should not
unilaterally make decisionsto publicly disclose vulnerability informaton that do
not take into account the input/feedback from vendors; any such decision should
be made only if arepresenative setof verdors are first consulted

Coordinators must be capab e of reaching numeraus potertially impacted
vendors on a worldwide bags.

Coordinators should have means to provide adequate 24x7 coveragg, particularly
for handling emergercy situations. Their represertativesshould be eadly
reachabe by verdors and good faith efforts should be mace to reachverdor
personnel directly in any kinds of emegercy situations (i.e. leaving only
voicemalsis obviously inadequate).

The Coordinator should not pre-disclose non-public vulnerablity information to
third parties(i.e. individuals or ertities other than the vendors who are impacied
by the vulnerahlity), unless prior to any disclosure to a third party the
Coordinator:

() undertakesa good faith assessmert that the disclosure of such
information to athird party is absolutely required for effective
coordination purposes; and

(i) notifiesthe vendor from whom Coordinator originally recevedthe
informaion that Coordinator seeks to disclose to the third party; and

(iii) obtains writtenassurance from the third party that the third party shall
treatand hold the informaton it receivesfrom the Coordinator in strict
confidence on a needto know bads (prior to the time the vulnerabhlity
informaion is published by the Coordinator) and will idertify its
auhorizedpersonnel to Coordinator.

The steps for disclosing informaion to third parties(idertifiedin secion c
above) are not interdedto preclude the CoordinatorOswn internal informaton
sharing thatis necesary for the CoordinatorO®peraton and interral reporting
functions to perform their reqular duties

When coordinating multiple vendors Coordinator should provide a list of all
otherverdorsinvolvedon that particularissue. Idealy, suchalist should include
the name and email address or phone of each vendorO<ontact person; however,
ataminimum, alist of vendor namesshould be availabe. At veryleag
Coordinator must disclose the factthat multiple vendors areaffected. If given
permission, Coordinator should pass idertity of the person/orgarizaton that
discoveredthe issue to all affectedvendors.

Coordinators should publish their disclosure and informaton handling policies
and pracices particularly regardng the timing, scope, and contert of publishing
vulnerahlity reports, what sanctions Coordinators may take against a vendor who
doesnot Opay by the rulesDand the CoordinatorOsffiliations with any
govermmert or other organizations.




