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Disclaimer

° T lomnions expressedin this presentation and on the
following slides are solely those of the presenters and

not necessarilythose of their employers.»

3
RS
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Hackers Hit Japan Pension System (May, 2015)

ACyberattacks allowed the personal data to be hacked in May

| 5} email to public address ,

| 1245uspiCiOUS 5} email to private address,
. emails in total

¥

RIRKREKKEIKKE
i
X

X]

1.25million

personal data

20 emails

1
S 5k] I
i Threat
NN . .
3emails, Actor
1

KMXKKKXN

2 emails 99 emails

| 3 [ o
! infection I;ll;ll::l;l
1 spread ;l;l;l;l
—* |—> | e[
== L]

[l PC to connect with C2

3laffected PCs in total (= o o canmect win c2 26 PCs

Japan Pension System

$
8 million USD
remediation

& recovery

A°Emdivi> mal wares used in targed
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Incidents reporting lead to suspicion ofEmdivi

2014/11 issued dateof
CloudyOmega 2011~ 2014/11 * %security report
2015/8
(Emdivi) 2013/11 ~ 2015/ active period *
2012/ 2014/
Aug.
— >

Rash of security

EVENT TIMELINE breaches by same origin

I (release date)
' A series of 2015/6/1 A nenkin.go.jp (JPS) !
. . 2015/6/9 A paj.gr.jp (PAJ)
‘incident 2015/6/10 A tokyo-cci.or.jp (TCCI) -
E rt 2015/6/13 A nihs.go.jp (NIHS, ncnp.go.jp (NCNP), kenporen.com (NFHIS)
: repo Ing 2015/6/16 A jica.go.jp (JICA), hiroshimac.or.jp (HIC), city.ueda.nagano.jp :
iby Victim 2015/6/17 A jesconet.co.jp (JESCO), kyoukaikenpo.or.jp, hidajapan.or.jp (HIDA
! 2015/6/19 A med.kagawa-u.ac.jp, ghi.gr.jp

‘organizations  2015/6/22 A wasedaip |

: 2015/6/23 A kyu-dent.ac.jp *All security breaches are supposed
('June 2015 2015/6/25 A moj.go.jp (MQOJ) to be done by same threat actorsI

____________________________________________________________________________________________________

A After major incident was found out, a lot of security breaches
had been revealed soon after

ST
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Chasing theEmdivi Operation

1. Introduction

2. Analysis of the Emdivi Operation

3. Considerationsof the Emdivi Operation

4. Summary ofthe Emdivi Operation
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What ¥2s Our Chal l enge (

AOur goal is not onlysharing CT) but alsoanalyzing collectively.

Hiroki Iwal
Security Researcher
(Deloitte Japan)

Takahiro Kakumaru
Security Researcher
(NEC Corporation)

‘ b ‘
Linking bits of information
A A wide variety of
indicators of cyberattacks

Establishinga connection
eachother
eachindividuals tend to see -
A Actors also make use of

A A limited view where
intelligence beyond boundaries

KenzoMasamoto
Security Researcher
(MacnicaNetworks Corp.)

Al't s necessary to analyze t h71
and to understand what is currently going on! i
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Cyber Attack Landscape in Japan (2011~present

Timeline of threat actors reported by vendors g dae of securiy report
Threat Actors 2011 2012 2013 2014 2015 2016

_ : 2014/11
2011 ~ 2014/11 active period *

. 2015/8
Blue Termite 201311120157 g
2014/9
APT12 / IXESHE! 2009/7 ~ 2011/11 B ©012/10 ~ 2014/8 *

2014/6
2011/3 ~ 2014/5 *

CloudyOmega

2013/3
Numbered Panda 20117320177 B
2014/9 2015/4
DragonOK = = =g * Eﬁ%
2013/2
APT1
2013/8 2014/3
APT10 fnenuPass EEEErIc I 5
2016/2
Duststorm

Alt was not until recently that targeted attacks against Japan Q
revealed by the security reports. O
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Major Cyber Attacks in Japan (2015)

ARelationship between threat actors and malware family
Threat Actor 2011 2012 2 Malware family 2015 2016

CloudyOmega -

Blue Termite

APT12 / IXESHE | SR S

IXESHE Etumbot / DynCalc

NFlog/ NewCT/ PoisonIVY
APT10 imenuPass _ PlugX/ PoisonIVY

Numbered Panda i

DragonOK

AL e tcHasehow the threat actors used Emdiviwith our
findings. 9
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KEEP

Emdiviis Not Over Yet!?

CALM

| T %S

AThreat actor ¥%s behdiNeideYia:

1. Emdivimalware compiled on October, 2015 YET!

2. Updated domains used for previous campaign as C2

A globaljihad.org 201603-22
A sakuranorei.com 2016:05-10
A tokyo-sakura.com 2016:05-10
A ninjia.org 2016:05-16

A pokemonn.net 201604-25 CloudyOmegaGroup

3. Emdivi C2 connections from Asia (Vietnam, Philippines)

AWe believe the CloudyOmegagroup has been
moving for next phase!!! 10
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Domain Auction Market

AOne of the just updated domain has been lined up!?

tokyo-sakura.com 20165-10 updated Domain auction at GoDaddy

VY mm
%?Goboddv“ FEFR HE B TN WebEe HEEw P GoDaddy (D

HERR - HESERE DRERNE IR

ﬂ. ﬁiﬁi tokyo-sakura m
Al most 1 mon i

Taam an " g% App Store
P® Google Play [ ¢ _Fl‘:;é’

\4 BRIEETR BEEMEEER
=400 v 25 v
L tokyo-sakura.com || e
{ABCDEFGHIJKLMNOPQRSTUVWXYZ 01234567839
vk a&m st BE S e SAT/E
RTARAHHIES
: I 1 7 - s12+ USD$| merstrme 1D 9H
BB

(confirmed on 201606-12) ==

*ERE , BRIAB—FIER AL IBRRICANN 2.
srissPEaSE B

BAEA — R RERETE
INIEINESD NA-IE AR (DOVTY
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Just the tip of the iceberg

ATargeting sectors have been spread by a number of decoys

rrrr———— o (1o \AF:1(0[<1(Te 0 D 10

. maan TR TR . decoy sample' Healthcare
H— ' Education

o B I R:mH.

University

particular industry, or hospi
o enir e 2 v, —r : pital, etc.
waln‘slminfarxlr: ). orqan|zat|0n Th|nk Tank .
- Decoy document: Manufacture National
°event announcgMerArhent lab, etc.
specific associ i » Japan pension
Wlss [auns mazopmong. a]\}G P&IE’O service, etc.
| IT
rsmse—_e - Less targeted Transportation Railway

rne e, commmensncne e AECOY: SAMPlE Agriculture

scammsermasi e, unspecified industry. or Accounting Targeted sect.or:s &

WO URL T 4 £ AL T, BARE SRR E o organization, but highly Ener y number Of victim

| relevant to recipients 9 organizations
- Decoy document: Estate (2015)
notificati on ofFimanaaial c

AMassive targeted attack with custom decoy template used foiZ

various industries.
e
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Variants of Emdivi Malware

ATimeline of complle time and numbers per malware versions

| ' *Based on 163 malware samples
Version number of Emdivimalware s 5 *********************************************

t17.08.30.H. == fL:1]

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

t11. t15g t16y

[ [ [ [ [ [ [ [ [ I [ [ [ [ [ [ [ [ [ [

4567891011121234567891011121234567891011121234567891011
2012 12013 12014 12015

At17 and t19/t20 have been used in actuattacks since 2013 f?[ ¢
initial compromise and maintain persistence, respectively. =+
=
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4. Summary

Evolving TTP during attack period

Changehistory of dropper types

Flash zereday Japanese Word

vulnerability medical J ~ Processor Vulnerability R Watering hole attack with a
(CVE20125054) PayMent =gawws  (CVE20147247)

‘ S zero-day vulnerability in its

Execution program olchitara ’M Flash Player (C\VM20155119)
(.exe) with decoy T — (:exe)with leaked from Hacking Team
documents wxjd  decoy adai np

2015/
Jun.

2012/ 2014/
Aug.‘ Sep., Nov.l Nov. Aug. Oct. Dec.
Rash of security Updated malware

EVENT TIMELINE ST EER AL ININI{[o]ls! had not been detected

by improved evasive
techniques

Security
breaches

A series of Incident
Reporting (JPS, MOJ, etc.) Securitybreaches has

Securityvendorsstarted to beennewly detected at
update their detection rules severalorganizations.

AThreat actors look for new way at all times and adopt
it for evasion of detection. 14
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Hybrid architecture of Emdivi C2 infrastructure

The pros and cons from actoAr poin

- C2, Tier1 (inJapan) | C2, Tier 2 (outside Japan) E

Pros Hard to block C2 address Hard to take down

Cons Possibility of take down  Possibility of blacklisting lPUT Command

Deployed

o —— | Compromised —a CZDSG?/VGF
Victim POST =1 |egitimate web sites ——1 under control

Command forward
Co- Tierl C2- Tier2 controller
— -—

GET Hosting Service  forward Cloud Service
(Japan) (outside Japan)

‘ Command

Type 2

AHybrid architecture brings certain advantages to
keep C2 infrastructure over long periods of time 1%
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ChasingEmdivi Operation 1. Introduction 2. Analysis 3. Consideration

Threat Actor Attribution (Location)

AWhere most of threat actors are involved in operation?

ObservedHost Name:

Threat actor might have , . . ...
tested if compromised C2 - p— — — —
server works properly by 3 3 = =

. AEIOU *kkkk *kkkk *kkkk
connecting from own PC

l *kkkk *kkkk *kkkk Z

Victim

—— =
[f] C2-Tierl — —
-— KkkkKk Kk kK
C2: compromised[f]
legitimate web sites

AAttack campaign had been achieved by at least 10
computers. 16




ChasingEmdivi Operation

1. Introduction

2. Analysis

3. Consideration

Threat Actor Attribution (Location)

AWhere most of threat actors are involved in operation?

4. Summary

Act or Y%s

|

C2-Tierl

=

101.81.68.XXX
101.81.69.XXX
101.81.70.XXX
101.81.71.XXX
101.81.72. XXX
101.81.73.XXX
101.81.74. XXX
101.81.75. XXX

101.81.76. XXX
101.81.77.XXX
101.81.78.XXX
101.81.79.XXX

101.86.235.XX
101.86.238.XX

_____________________________________________

116.226.71.XX
116.226.139.X
116.226.184.X
116.226.185.X
116.226.186.X

116.231.253.X

AAlmost all of IP addresses are assigned by ISP in
Shanghai
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Tools used by threat actors after the infection

A Category classification of tools used for further invasion

2MCU32.exe Client.exe htran_proxy.exe tpcsrv748lexe
BrowserPasswordDump.exe cryptbase.dll srv.exe udpclient.exe
d_Callcookiesps.EXHEM out.exe udpserv2581.exe

d_CallMailPsM.EXE pass.psl Remote Access RULECERIE R0 ey

pSpv_se.exe

PD.exe

gp.exe

Gp64.exe @ QuarksPwDump.exe ss.exe /za.exe

python27.dll

gse_se.exe @ slixl.exe SysLog.exe csvde.exe linkd.exe

IEPD.exe wce.exe msver.exe dirasd.exe scs.exe

Im.exe

mail_noArgv_final.exe Wpad.exe dsquery.exe rar.exe

Password Dumping Information Theft Utilities

AA set of tools are different by targeted organization

@

8
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Why functionally overwrapped for same sake?

AOS password dumping tools for different preferences

Password Dumping

Alf so, a number of person actually execute in paralle| g
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ChasingEmdivi Operation

Making a mistake during attack (1)

AWhat if an actor forgets to use proxy for execution?
1. Unmasked IP addressDirect access to webmail

ITWLIT ANVUSF ZATH JL-ALDD IR T

=LTOTTIHDLATTI & MEET FUr ELS0JNEPLUL

152?;2;?;j;? - JeUl 54y jetlgtakGrylhec] 58 FHJH VOOt MEfFfaJl/ar0BJGHRrL JAzZ T%'
5 08 anaT—— * = SAXR0e80xpenDE H"II'I'I-U'f“" <Y="
"2 1200 e ) Message=10: <Z244596.37080.gmeweb] 01312 .ma1 | .kks.yahoo.co. jp:
T X=YMai | -056G:
A [dv7p |EVM1 nbuluH i 2yMPdeSzwho | GRYCGHPAEY xnBbalL TJOZHLfgBdg4 15
v zglll XoNdaz j gl Ma.)d rt:’r._ CGWEOGNGNS L YI3Zi1)C | YCN ) VEC Zmwr 2GC
H:‘-IJ.L:I_'IEFL-fruFH:_'LJ'y':EII"uFf_'f H|'| cwhaqy MM4AUw )b lh[ YEmOLDnH4TA
uH7 0wyl 6 | pySpCnNYx JF YpcP IE llka F g1 | U8bax lut . £8000dxplawy
s IﬁIt: L._Jn’F'F 9 1Rer juCv/Bi 6 '-;:' 1|I |3[||_.- | H'EI r'.'-.un' T -‘|‘| M2 ZBdl]

g80] by web101312.m

Act or %¥s

=

MANET

arvice/0.8

YahooMai | WebS
X=YMai | =JAS:

XTTSfGEVMI | prBQUcAUTne.
Xg. 1GkfTfZ . dPefzxglzlxe
Rafarancas®

X-Mailer:

Fl [1I _|[: i || ':Ir“'
F“Hl-.II'Ii

rigV¥¥wsl vy DL w2

7 FF"‘H liLEnaQ42t

ASource IP addreswas revealed at mail header. p49,
RS
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Making a mistake during attack (2)

AWhat if an actor puts time by mistake for execution?
2. Time Difference, AT command

GotTime v cmd

20152 FIlB 1626853  at ¥y co

20155 BB 163005 copy mimikatz exe ¥¥ I o ¥ c$¥windows¥temp

2015 BB 163030 at ¥ o o 1531 omd /c * c¥windows¥te mp¥mimikatz €
2015 BB 163057 at ¥V co jp 1631 cmd /c “ c¥windows¥te mp¥mimikatz €
2015 AB 163112  at ¥V co i»

Y —~

JST local time

1 hour time difference from Japan

AWhat does this mean? 21
RS
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ChasingEmdivi Operation

3. Consideration

4. Summary

How to make decoy documents?

A3 types of decoy file have been observed

a) Documents manually described
A natural language writing skill

A slightly different fonts from original
expectation

b) Word or PDF output of web contents

A Document file may include meta
iInformation, EXIF

Documents taken f

A sensitive documents not to be disclosed
such minutes, and timely manner

C)

Al t s not easy task

BEERRASEEFHRTY. |

[ iEma] .

FA—wid. FEEAEAL TERECBREZU s o, ENR
OIRERFEERMSELTVET. |

EETOURLETFZ7+AL T EMRECHER LS,

http:/fwww.kyoukaikenpo.or.ip/ .

[REFEREsEErER] .

WEE: 47+ 2 ABAEH

[P fE =]

& BIREE B TR 275 2 A 25 B(K) 135 30 £~ 16 By 30 £ (B 1285 30
o M ST EREms—L (TEL:03-3581-5650) .,
(7 100-0014 WS F 1t EIE AH AT 2-16-2).,
® BAHAK AEBNNEFRERUAKENEAEREOERE REA-B
ERHEWHEGL .
e M350 &,
e F o N:=H.
® BHARVBE:FR27E2R8 108 ().
(#1408 BTTH. BRI YR B 5 # T EEEY, ),
o BNCRFOFRZ. BEHOMREFABW-CRAOL. WE~EBYLEL,
(5RO WS M~ (X FAX, E-mai ] §341= TRAEEL, ).
® FRANE. BB EHEIS—RTRADEEL,

® HLRH = FAX TERMLES. . -
. t
| IO 54
rgmE<BEE0EMm]-
¢ E £ £
| m12:30~ =2 e
| m13:30~13:45 rfé:l:abl:—_!iﬂa)wgl:-au'm..

now to pX?
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Summary of Threat Actor Attribution

Location of IP addresses used
by possible actor¥»s computers

AWS/

Singapore B 101.81.XXX.XXX

B 116.226.XXX. XXX

1.5% Shangha' 101.86.XXX. XXX

— F /,/l

1.5 % 97 % 116.231.XXX.XXX | | S ‘(

* B 116.252.XXX.XXX wr | i
Guangxi — 52.74.XXX.XXX  © b Shanghal

a

slightly different character font '

1 hour time difference

Attack campaign by at lease
compose skill of decoy 6 people and 10 PCs 2 3
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Threat ActorAttribution (Campaign)

oraanization Victim organization
—g being attacked by
CloudyOmegagroup

1. Name of victim
organization

—— o o o e -

o o = ——

CloudyOmegaGroup ¥

- Do ma ivirhub.nét»
- created on 2018504-11

n****n_pokemonn.net

. 50.63.202.35 2. Similar activity, ) i
(GoDaddy.com) but weak proof yet ( >
1
- Do ma ivirhub.irffo » :
- created on 2018504-11 I
- 50.63.202.53

- Do ma ifeerooikorg»
- created on 2018503-26

- 50.63.202.32
(GoDaddy.com) B Threat Actor Y

AFuture attack campaign will look like mixed characteristics A
from several attack campaign. =1

(GoDaddy.com)

—— o o - o o o -




