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Malaysia would like to initiate
D
Honeynet / Lebahnet

L?bth&T

POWERED BY NALICERT

under

Malware Mitigation Working Group
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Malware Mitigation Project

A collaboration within APCERT/OIC-CERT/Partners members to share
malware threat, analysis, response and mitigation against cyber threat
attacks

To conduct research in malware threats analysis with information
sharing among participating members

* Provide an overview of cyber threats landscape and to have a
workable solution by doing collaborative research to mitigate the
cyber threats
» Sharing regular report/data on the malware attacks and focus on
the impact analysis and remedial action
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LOCATION

Determine the
location to
install/host the
honeypot sensor

LOCAL
TECHNICAL

Provide the local
technical support
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and findings
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DATA from
LebahNet

TYPE OF INFORMATION THAT WILL BE CAPTURED BY LEBAHNET

SENSORS

Remote access login

attempt (SSH, Telnet, etc.) (SQLi, RFI, LFlI, etc.)

Malware ‘ Web application attack ‘

Important Note: Sensors will not capture sensitive information from
the organization network (passive mode)
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MONITORING SENSOR USER / PARTICIPATION
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For monitoring threats from the Participant have to allow
Public / Internet, the sensor will information sending through
require public IP (or mapped secured protocol (HTTPS
from public IP) with allow ANY The sensor will be 443/TCP) over the Internet
Incoming ports configure from prepared in two (2) between the sensor and
Firewall. MyCERT centralized server

forms, a Physical box
and a Virtual Machine.

(api.honeynet.org.my).

For monitoring threats from the

Internal (LAN / VLAN / Participant can choose
Secured), the sensor will require either form suite to their Usehr/ '_D"’;'Ir “Z'_pa”t ‘(;V'” ha;:z accjss
internal IP related to the segment environment. to their dedicated Dashboar

being monitored with allow ANY that require access credential.

incoming ports configure from
Firewall.
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User dashboard: LebahNet usegss»
Interface

Participant will view information
according to their sensors deployed
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Collaborative Model T

APCERT

CyberDEF
CMERP + ICE
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CyberDEF Intelligent System - CDIS |Cygersecurry|
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Forensic
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: Cyber999 International

PHILOSOPHY
 Proactive
Predictive

Feeds and Raw Data

Data Analysis
and Classification Tru sted

Process
Automated

Data Analyzing: eXchange of
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Threat Intel
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- Active Defense :
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*Ticketing system Threat Actor
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Monthly statistic of malware infection
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Objective

One point of sending and
receiving threat

Enable real time sharing
of the auto generated
threat intelligence to
identify and block
advance aftacks
targeting organization.
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Consolidates the admin,
reporting & data sharing
in one central monitoring
system, network based
platform.

AN ADMIN
PLATFORM

Quick detection
RAPID i !
validation & response to
DETECTION cyber attacks.

REAL TIME
THREAT
INTEL
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Threat report fEREe

VIALWARE TREND
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H2 2016 : July — December 2016
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Advisories e

MyCERT Advisories

MyCERT Advisories, Alerts and Summaries for the year 2017

MA-663.052017: MyCERT Advisory - Technical
Detail: WannaCry Ransomware

Date first published: 23/5/2017

1.0 Introduction

MyCERT has received report of the outbreak of a ransomware called as WannaCry.
This ransomware is also referenced online under various names such as WCry,
WanaCryptor, WannaCrypt or Wana Decryptor. Ransomware is type of malware that
infects computing platform and restricts users’ access until an amount of ransom is
paid in order to unlock it.

It exploits a vulnerability found in Windows, known as EternalBlue, that Microsoft had

released a patch in 14 March 2017 (MS17-010). The exploit, “Eternal Blue,” was —
released online in April in the latest of a series of leaks by a group known as the

Shadow Brokers, who claimed that it had stolen the data from the Equation cyber

espionage group.




Such analysis and landscape report will provide
early detection of malware and the appropriate
advisories allow organizations and government
to react against the malware threats and
protecting critical national information
Infrastructure, intellectual property and economy
against the detrimental effect of malware
Intrusion and attacks.

People; operational + research (training &
experience)

Process:; coordination
Technology; facilitation
TRUST <- need toesolvedhis!
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KEMENTERIAN SAINS, TEKNOLOGI DAN INOVASI
MINISTRY OF SCIENCE, TECHNOLOGY AND INNOVATION

Thank you

Corporate Office Northern Regional Office
CyberSecurity Malaysia, CyberSecurity Malaysia,

Level 5, Sapura@Mines Level 19, Perak Techno-Trade Centre

No. 7 Jalan Tasik Bandar Meru Raya, Off Jalan Jelapang

The Mines Resort City 30020 Ipoh, Perak Darul Ridzuan, Malaysia
43300 Seri Kembangan
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