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Self-introduction

Wataru Takahashi
M Incident Response Group at JPCERT/CC

M Malware analysis, Forensics investigation.

M Written up posts on findings on this blog and GitHub.
— https://blogs.jpcert.or.jp/en/
— https://github.com/JPCERTCC/

1 ‘ Copyright ©2019 JPCERT/CC All I'ightS reserved. AP ENNE O P ULEENETTENCY R ESPON SEN EAMNEOOIA


https://blogs.jpcert.or.jp/en/
https://github.com/JPCERTCC/

The Challenges in Current Incident Response

Take months to investigate the
O whole incident.

Many hosts need investigation in
Incident response.

O
The attacker intrudes into the
network, and infect many hosts and
servers with malware.
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Importance of logging

M Necessity to retain logs on a daily basis:

g @ ¥

Application log Network communication log System log
\— 7
"
Sysmon

(System Monitor)

3 ‘ Copyrlght ©2019 JPCERT/CC All I'IghtS reserved. AR NN PULETENETGENICY S RESH 0N SEN EAMMNEOOIA




Sysmon

M Sysmon is a free tool provided by Microsoft.

M Tool to record various Windows OS operations
(applications, registry entries, communication etc.)

B8 Windows Sysinternals
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Sysmon log

B Example log (Process Create)

Information,2017/11/07 16:06:03,Microsoft-Windows-Sysmon,1,Process Create (rule: ProcessCreate),”"Process Create:
UtcTime: 2017-11-07 07:06:03.955
ProcessGuid: {02EA0504-5B5B-5A01-0000-00105D741200}

Processld: 2412 J Created process
LImage: C:¥Windows¥SysWOW64¥cmd.exe | ———— \

CommandLine: cmd /c ""net use ¥¥Win7_64JP 03¥CS" e '

CurrentDirectory: C:¥Windows¥system32¥% EXGCUtEd

User: NT AUTHORITY¥SYSTEM _ Command

LogonGuid: {02EA0504-41A6-5A01-0000- Q00} \ /

Logonld: Ox3e7 N’ 1

TerminalSessionld: 0 User who created the

IntegrityLevel: System process (authority)

Hashes: SHA1=EE8CBF12D87C4D388F09B4F69BED2E91682920B5 \

ParentProcessGuid: {02EA0504-584C-5A01-0000-0010E1C11000} [ h

ParentProcessld: 2604

Parentimage: C:¥Intel¥Logs¥malware.exe === - Parent prOCGSS )

ParentCommandLine: C:¥Intel¥Logs¥malware.exe"

B What you can interpret from the logs

"malware.exe” executes cmd /c net use ¥¥Win7_64JP 03¥c$ (network
sharing) with SYSTEM privilege.
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The problems in log analysis

M No handy tool exists

Text Editor

01-0004-001054821 000}

Files (xB5)¥iko

Tpdateitongl elpdate . oee

Takes time to manually check massive size of data
« Almostimpossible to grasp the entire logs

Difficult to investigate multiple devices at once i

g per eslumn

Hido Ficlds. = AllF 1] Tma
> apapa 30/Apr2013:22:15:1¢ +0200) "GET /templates/_systen/css/general.css HTTR/1.1" 404 139 “ht
£15:14.000PM Like Mac 05 X) ApplowebKit/536,26 (KHTML, like Gecks) Ve

Selected Fields

Linux commands (grep, awk and others) -

11:34:45.000 AM

‘generic_singhe in
T /templates/_systen/css/general.css HTTP/1,1% 404 239 “http:Jimm.al
.0; Windows NT 6.1; Trident/6.0: NAMD)" "~

itzkom L. ‘guneric_singhe |
> apapa 176.115.249.93 - - [30/Apr/2013:20:34:34 +0200] "GET /tenplates/ s

InReresting Fields

Fessigenaral.css HTTPA1

404 239 "ht

13434000 M T dex.php?aption=can_contenthylew=articlekid=40aItenid=S5" "Norillass.0 (conpatible: WSIE 10
e /6. 0; HAND)
el wawtz-mbp.sv.splunk.com logtat generic_singhe line
43113 176.115.248.83 - - #2013:20:34:30 +0200] "GET /favicon.ico HTTB/ .1 404 217 '-* *Mazillass.0 (compatible; WSIE 1
13430000 AM 0.0 Windams NT 6.1; Trident/6.0; WAM)* *
mitziowitzmbp.sv.splunk.com Iog.tat garric_singhe_line.

zigr) \Clejejrc
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The problems in log analysis

M No efficient way to check logs of multiple hosts at the
same time

M Difficult to follow the correlation of multiple event IDs

—you need to check the records of each event ID one
by one

—very time-consuming!
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Solution!

B JPCERT/CC created a tool to support Sysmon log
analysis.

JPCERTCC / SysmonSearch @ watch 9 W star 10 Yrork 0

Increase accuracy for log analysis
Shorten time for incident investigation
Reduce workload for log analysis

SysmonSearch

I images Updated image

B script initial commit 2 days ago

https://github. com/JPCERTCC/SysmonSearch
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Strength - SysmonSearch -

‘ Real-time log collection

Search across multiple logs from multiple hosts

Visualized Sysmon log correlation

‘ Comparison with STIX, OpenloC format indicators
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SysmonSearch

JPCERT CC’
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System overview

Sysmon
installed devices

L

Winlogbeat

Send Sysmon's event log

SysmonSearch

Elasticsearch
(Store data)

Winlogbeat

N
N~

Alert data

N—

N
S

Statistical
~ data )

RestAPI
query

Search
results

Kibana (Web app)

Visualization
(Kibana plugin)

\

Statistical process

a

Log monitoring

\
\

Extract Information in
STIX and IoC format file

StixloC server

Analysis device

Analyze logs
from web browsers

Developed
originally
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SysmonSearch functions

Search Monitor

By hash value,

Based on rules
host names etc.

- - Create
Visualize o
In simple graphics statistics

In reqular basis
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Incident Iinvestigation using
SysmonSearch
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Analysing malware WannaCry

B Assumption
— we received an alert from the monitoring function

M Registered monitoring rule
— Filename: tasksche.exe

—Hash: 84C82835A5D21BBCF/75A61706D8AB549
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Monitoring Screen

Statisties

Event List

Detection Rules

Rule Name:rule-20181106141408313 json | Logic:OR | ProcessName:cmd
Rule Name:1.sample | Logic:AND | Hash:md | ProcessName:net

Rule Name:rule-20181220103719643.json | Logic:OR | Hash:4532f83005000e 7650410503 N cade2a

Rule +rule-20181220 \jsan | Logic:OR | 1BBCF75451

Rule Name:rule-20181214120140895 json | Logic:OR | ProcessName:TempNcFa8.eXe

Results
Records  Unigue Hosts

Crverall 4025 8

rule-2018110614140831 2 j50n 383z 8

lsample 474 7

rule- 201812141201 40895 json 1o 2

rule-20181 220103719643 json 6 1

sule- 20181 220102850449 json 3 1

result
Winl0_641P_04 3201
WinT_641P 267
WinT_B4IP_02 187
Win10_641P gase 128
Win7_GIEN_03 128
Win7_641P_01 "7
WinT_6aJP_2 12
Win7_B4EN 5
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Delete file

Delete file

Delete file

Delete file

Delete file




Monitoring Screen - Detection Rules -

Detection Rules

Rule Name:rule-20181106141408313.json | Logic:OR | ProcessName:cmd Delete file
Rule Name:1.sample | Logic:AND | Hash:md | ProcessName:net Delete file
Rule Name:rule-20181220103719643.json | Logic:OR | Hash:4532f830950aae7e50d1b5b3f1cede2a Delete file
Rule Name:rule-20181220102850449.json | Logic:OR | Hash:84C82835A5D21BBCF75A61706D8AB549 Delete file
Rule Name:rule-20181214120140895.json | Logic:OR | ProcessName:TempNcF88.eXe Delete file
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Monitoring Screen - Results -

Results
Records Unique Hosts
Overall 4025 8
rule-20181106141408313.json 3532 8
1.sample 474 7
rule-20181214120140895.json 10 2
rule-20181220103719643.json 6 1
rule-20181220102850449.json 3 1
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Monitoring Screen — Check the record -

18 |

kl bana 2018-12-18 1 Information Win7_64EN_03 WIN7_64EN_03\urayasu.chiba C:\Windows\SysWOW64
02:31:58.886 Table Graph \emd.exe
@ isEsEr 2018-12-18 1 Information Win7_64EN_03 WIN7_64EN_03\urayasu.chiba C:\Windows\SysWOW64
02:43:34.068 Table Graph \emd.exe
rosoft. NET
2.0.50727

Il! Visualize
¢
€

Process Name :
C:¥ProgramData¥oyhrwfcgdfpg056¥tasksche.exe

rule-20181106141408313.json

rule-20181106141408313.json

1.sample

tem32 rule-2018110614 1408313 json
Dev Toals 2018-12-20 1 &%k Win7_64JP_02 NT AUT C:\Windows\SysWOW64 rule-20181106141408313.json
01:15:48.532 Table Graph d.exe
Management
2018-12-20 1 &%k Win7_64JP_02 NT AUTHORITY\SYSTEM C:\ProgramData rule-20181220102850449.json
01:15:29.764 Table Graph \oyhrwfcgdfpg056
\tasksche.exe
2018-12-20 1 in7_64JP_02  WIN7_64JP_02\yokchama.kanagawa C:\Program Files 1.sample
01:16:12.8 i (x86)\Internet
Eventid : 1 (Process Create) | ™™
2018-12-10 C:\Windows\System32 rule-20181106141408313.json
06:32:25.853 Table Graph \cmd.exe
2018-12-10 1 53R Win7_64JP Win7_64JP\kanri C:\Windows\System32 rule-20181106141408313.json
06:33:56.920 Table Graph \cmd.exe
2018-12-11 1 53R Win7_64JP NT AUTHORITY\WNETWORK C:\Program Files\Windows rule-20181106141408313.json
17:04:50.036 Table Graph SERVICE Defender\MpCmdRun.exe
o Collapse
2018-12-12 1 53R Win7 64JP NT AUTHORITY\WNETWORK C:\Proaram Files\Windows

Copyright ©2019 JPCERT/CC All rights reserved.
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Monitoring Screen — Check the record -

19 |

3 2018-12-18
‘ kibana 02:31:58.886
® Discover 2018-12-18

02:43:34.068

Visualize
2018-12-18
Dashboard 02:34:45.276

Timelion
2018-12-20

SysmonSearch 00:56:12.859

2018-12-20
01:15:48.532

Dev Tools

Management
2018-12-20

01:15:29.764

2018-12-20
01:16:12.863

2018-12-10
06:32:25.853

2018-12-10
06:33:56.920

2018-12-11
17:04:50.036

o Collapse

2018-12-12

1

1

Information

Information

Information

EE

EE

EE

B

B

B

B

B
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Win7_64EN_03
Table Graph

Win7_64EN_03
Table Graph

Win7_64EN_03
Table Graph
Win7_64JP_02
Table Graph

Win7_64JP_02
Table Graph

Win7_64JP_02
Table Graph

Win7_64JP_02
Table Graph

Win7_64JP
Table Graph

Win7_64JP
Table Graph

Win7_64JP
Table Graph

Win7 64JP

WIN7_64EN_03\urayasu.chiba

WIN7_64EN_03\urayasu.chiba

WIN7_64EN_03\urayasu.chiba

WIN7_64JP_02\yokchama.kanagawa

NT AUTHORITY\SYSTEM

C:\Windows\SysWOWe64
\emd.exe

C:\Windows\SysWOWe64
\emd.exe

C:\Windows\Microsoft. NET

\Framework64\v2.0.50727
\csc.exe

C:\Windo!
\emd.exe

\emd.exe

NT AUTHORITY\SYSTEM

C:\ProgramData
\oyhrwfcgdfpg056
\tasksche.exe

WIN7_64JP_02\yokchama.kanagawa

Win7_64JP\kanri

Win7_64JP\kanri

NT AUTHORITY\WNETWORK

SERVICE

NT AUTHORITY\WNETWORK
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C:\Program Files
(x86)\Internet
Explorer\iexplore.exe

C:\Windows\System32
\cmd.exe

C:\Windows\System32
\cmd.exe

C:\Program Files\Windows
Defender\MpCmdRun.exe

C:\Proaram Files\Windows

rule-20181106141408313.json

rule-20181106141408313.json

1.sample

~Click herel!

rule-20181106141408313.json

rule-20181220102850449.json

1.sample

rule-20181106141408313.json

rule-20181106141408313.json

rule-20181106141408313.json

rule-20181106141408313.ison



Analysing malware WannaCry

________________ O —— )
‘ Kibana C:\Users\Defaulty g p\~SDBFEA tnfpgdfpg056
@

\@WanaDecr
C:\Users\Default p\~SDBFEB. i) aesxe
|
{p\~SDBFEB. tmp@
fanaDecryptor@: @ gram
Data\oyhrw

Discover

Visualize

Dashboard

B fegripg0s6
\\ ot pecr
Timelion ) P
s 1 (=3 d'l
ysmaonSear C\Windows C:\Program
- \System32\ Data\oytywWsers\Defaulty
Dav Tools cmd.exe fcgdfpg056

Management

C:\ProgramData\Microsoft Data\Temp\~SDC256.tmp

C:\ProgramData\Microsoft\Sear Q\Te mp\usgthrsve\~SDC257 .tmp
C:\ProgramData\Microsoft\Sear QJ\Temp\usgthrsvc\-‘SDCQS?_lmp
. . - - S - ~ o P-\l‘k—nnrnml‘\nin\llinrﬁ( | )"\Tnmnl_ O30 fevae
CurrentDirectory:C:\Windows\system32\

CommandLine:C:\ProgramData\oyhrwicgdfpg05€\taskache.exe

Hashes:MD5=84C82835A5D21BBCFT5A61706D8AB549, SHAZ56=ED01EBFBCOEBSEBERS4SAF4D01BFEF1071661840480435CEESBABESEOS0E41AR
ParentProcessGuid: {02EAQS04-ED31-5C1A-0000-001014C00301}

ParentCommandLine:cmd.exe /c "C:\ProgramData‘\oyhrwicgdfpg056\taskache.exe™

ProcessGuid: {02ER0504-ED31-5C1A-0000-0010BBCO0301}

o Collapse
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Analysing malware WannaCry

________________ e .
‘ kibana C:\Users\Defaulty = p\~SDBFEA,t\ w‘gﬁg%ﬁi;
C:\Users\Default p\~SDBFEB.tn{# xe
Diacovty C:\Users\Default Ip\—-SDBFEB.tmp@
PR C:\Users\kanri\Deskt JanaDecryptor@:@egram

ata\oyhrw

Dashboard

i /s o Decr
Fiation @ 4 \.r C: \PruqramData\nyhmh;dfpgo%s\rvl--’rhp .exe

SysmanSearch C:\Users\Default\
it C\Windows C:\Program

- \System32\ Data\oyly¥sers\Default\
Dav Tools cmd.exe fcgdfpg056

‘lasé‘:gQﬂ\Usars\Default\ sy Nts\~SDC1C1.tmp
C:\@Wa_nlkgl:lor@_exe

CurrentDirectory:C:\Windows\system32\
CommandLine:C:\ProgramData\oyhrwfcgdfpg056\tasksche.exe
Hashes:MD5=84C82835A5D21BRCF/OA61T06DBARSAY, SHA256=ED01EBFBCIEBSBBEASA5AFAD01IBESF1071661840480439C6ESBARESEOS0EALIAA
ParentProcessGuid: {02EA0504-ED31-5C1A-0000-001014C00301}
ParentCommandLine:cmd.exe /c "C:\ProgramData\oyhrwfcgdfpgl56\tasksche.exe"
ProcessGuid: {02EA0504-ED31-5C1A-0000-0010BBC0O0301}

Management

ParentProcessuid: [ozunf;sr\qlzosl 5C1A-0000-001014C00301)
ParentCommandLine:cmd.exe /c "C:\ProgramData‘\oyhrwicgdfpg056\taskache.exe™
ProcessGuid: {02EA0504-ED31-5C1A-0000-0010BBCOO301}

o Collapse
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Loading tasksche.exe

C:\ProgramData\oyl . A
‘ kibana
@®

Discover

C:\ProgramData'oy! g056\tasksche.exe

C\ProgramData\oy pg056\tasksche exe

C:\ProgramData'\oy! g056\tasksche.exe
Visualize
C:\ProgramDataloy!

BB C:\ProgramData\oy| /pg056\tasksche.exe

Timelion

C:\ProgramDataloy
SysmonSearch C:\ProgramData\oyl S pq056\tasksche. exe

Dev Tools C:\ProgramData\oy! C:\ProgramData‘\oyhrwfcgdfpg056\tasksche.exe

C:\ProgramData\o Ppg056itasksche.exe

Management

\
C:\ProgramData\oyh pg056\tasksche.exe

C:\Prog ramData\oy?ﬂbg 056\tasksche.exe
{

C:\ProgramData'\oy! pg056\tasksche.exe

C:\ProgramData'oy! £ g056\tasksche.exe

\

pg056\tasksche.exe

wsuseneee | LOAed “tasksche.exe”
D

!

C:\ProgramData\oy

C:\ProgramData\oyl

C:\ProgramDataloy!
CABranramDiatalas ul‘l nl-n NERVtackenha ava

Hashes:MD5=8435400F139ACTT853C53BLA3F2TBF3E, SHAZL6=2CAZD550E603DT4DEDDAO3156023135B38DA3630CB0OL4E3IDO0BL1263358C5F00D

Py 056\tasksche exe

° Collapse
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Deleting VSS

SysOwEa -
‘ klbana cscript.ex @

- e \

Fe p-

Discover \\‘_ @

= \Windows
— \SysWOWE4\
Visualize C:\Windows vssadmin.e
\SysWOWGE4\ C:\Program xe
Dashboz attrib.exe Data\oyhrw
ashboard s fegdfp 055
Y p) 193 ata\
Timelion {
N ] }' cmd.exe /c vssadmin delete shadows /all /quiet & wmic shadowcg
SysmonSearch C\Windows \‘_ <

\SysWOW64\ > )
: A i C:\Program C:\Windo

Dev Tools I e Data\n?{hrw \SysWOWeE4\
fcgdfpg056 cmd.exe

Management \@WanaDecr

ngmqmm y?!EIiS

D

m@x\g S

C:\Program 9

Data\oyhrw K\ /)

fcgdfpg056 o
\S 9\ \@?%'VaggDecr C:\Windows

y B e \SysWOWB4\
\ wbem\WMIC.

- ©

CurrentDirectory:C:\ProgramData\oyhrwfcgdfpgl5el\

CommandLine:cmd.exe /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bededit /set {default} bootstatuspolicy ignoreallfs
/set {default} recoveryenabled no & wbadmin delete catalog —quiet

Hashes:MD5=AD7BI9C14083B52BC532FBAS548342B598, SHA256=17F746D82695FA9B35493B41859D35%D786D32B23A%D2E00F4011DECTAOZ2402AE

ParentProcessGuid: {02EA0504-ED3A-5C1A-0000-0010F1520401}

ParentCommandLine: @WanaDecryptor@.exe wvs

ProcessGuid: {02EA0504-ED44-5C1A-0000-0010EE830401}
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SMB communication to other devices

\ / L]

-
‘ kibana Win7_64JP_02
@ Discover —
&R
Visualize | )
=/
Dashboard Win7_64EN 03
Timelion B 192.168.1.4:445
SysmonSearch r’( p \'.
\\\ ./.’
Dev Tools P —
(e\l Win10_64JP-Base
Management b - ,—'}.
C:\Windows Ci\Usersly R
\System32\ okohama.ka ( )
services.e nagawa\Des p\ -
xe ktop\24d00 S
4a104d4d54 Win10_64JP-Base
034dbcffc2 =
adb19a11f3
9008a575aa m—
614ea04703 /_’.'. P -\I
480b1022c. WY
exe o 4
Win7_64EN 03

ProcessGuid: {02ZEADS04
SourcelsIpve:false

SourceIp:192.168.1.2 to Other deViCeS

Port 445 (SMB) connection

o Collapse
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How to Install

B SysmonSearch wiki
— https://github.com/JPCERTCC/SysmonSearch/wiki

Pull requests  Issues  Marketplace Explore

JPCERTCC / SysmonSearch Owatch- 19 destar N1 Yrok &

Code ssues 1 Pull requests 0 Projects 0 [ Wiki nsights Settings

How to Install L e reoe |

watanu-takahashi edited this page 5 day

1. Elasticsearch Setup b Pages B

ublicly available !

* SysmonSearch supports Elasticsearch and Kibana for versions ve.X.

Please download Elasticsearch v&.X from this site, and extract it. This directry is referred to as
$ES_HOME hereafter.

Download Kibana vB.X from this site, and extract it. This directry is referred to as
$KIBANA_HOME hereafter.

Please clone SysmonSearch git repository

NZaF7IB*E

git clome hitps://github. con/IPCERTCC/ SysmonSearch.git
Lii—L4

LALEA =
= L . ires
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Note

M Sysmon log output configuration

— Besides installing the tool, you will need to change
Sysmon configurations to record logs

B Network events recorded in Sysmon
— Under proxy environment
M Recorded destination IP address will be set to the proxy
M Investigation required in line with the proxy server logs
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What's learned from the pilot version

B JPCERT Iinstalled the pilot version of SysmonSearch onto 50
devices
— SysmonSearch Server
W CPU: 2 core
B Memory: 4GB

— SysmonSearch does not require a server with high spec
M Log amount : 100MB/day

— Room for Improvement

B Sysmon log is not enough to analyze the network with
proxy server.
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Future Works

M Extended functions
— Import Sysmon logs

— Raise alert upon detection

M Link between Sysmon logs and network logs
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Takeaway

B SysmonSearch can be used for investigation of device
operations and log monitoring in peacetime based on
rules
— Investigate suspicious operation by visualizing

Sysmon logs

— Detect suspicious operations based on rules
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Thank you!!

Please give us feedback.
e-mail: ir-info@jpcert.or.jp
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