Lanco pe. KNOW YOUR NETWORK.

RUN YOUR BUSINESS.”

Flow Forensics for
Problem Identification

Flow Based Analytics
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Introducing NetFlow Technology

Number Rate Rate Faa- Airtime LD/Add' Total
Item Day Date Time Called Call To Min Code Pd ture Charge Charge Charg

TWED 02172010 S:09AM TT0-364-0770 INCOMING CL 2TESM DT M2MC 0.00 0.00

ZWED 02M7/2010  1:48PM B7B-T77-0000 INCOMING CL 57TESM DT MZMC 0.00 0.00 H
3THU 02182010 11:01AM 213-447-0070 LOSANGELE CA 1 TEEM DT M2MC 0.00 0.00 telephone bl "
4 THU 02M18/2010  3:46PM 404-519-0077 ATLANTA GA 57TESM DT MZMC 0.00 0.00

5THU 02M8/2010  5:30PM BTB-TTT-00 L ATLANTA N GA 10 TESM DT M2MC 0.00 0.00

& THU 02M8/2010  6:30PM B7B-T77-0000 INCOMING CL 2TESM DT M2MC 0.00 0.00

TTHU 02M8/2010  6:53PM BTB-TTT-20 1 INCOMING CL 4 TEEM DT M2MC 0.00 0.00

B FRI 02152010 10:554M 40d4-836-0 22 INCOMING CL 3IRMTO DT 0.00 0.00

G FRI 02192010 11:37AM BTB-TTT-200 INCOMING CL 1 TEEM DT M2MC 0.00 0.00
10 FRI 0212010 11:584M 40d4-TET-1000 INCOMING CL 1TESM DT MZMC 0.00 0.00

11 FRI 02182010  3:01PM BYB-T77-0070 INCOMING CL
12 TUE 027232010  5:38PM 404-51 O Tl T
13 TUE 02/23/2010  5:50PM 404-518

2 TESM MZMC

14 WED 02/24/2010  S:04AM 770- Start Active Time i | Client Host ‘2| Client Zane = | Server Host s Server Zone ¥ Service Summary % |Average Rat...™!

15 FRI 02/26/2010 11:5\2ﬂ\M A04-036| Apr 12, 2010 8:41:56 AM 10.201.3.96 Sales and Marketing 72.21.202.71 http (80 /tcp) 4.64M
) (6 hours 32 minutes 10s ago) United States

16 FRI 02262010 4:04PM G78-T25

17 FRI 02/26/2010 4:06PM BTB-T25] Apr 12, 2010 8:43:14 AM 10.201.3.96 Sales and Marketing 216.165.129.141 http (80 /tcp) 2.65M
) (6 hours 30 minutes 525 ago) United States

18 FRI 02/28/2010 7:00PM G78-485

18 FRI 02/28/2010  B:16PM GTR-4A5] Apr 12, 2010 8:45:51 AM 10.201.3.96 Sales and Marketing 68.142.118.82 LimeLight Networks http (80 /tcp) 2.51M

(6 hours 28 minutes 15s ago)
20 FRI 0Z/26/2010  B:43PM G78-485

. Mpr 12, 2010 8:43:34 AM 10.201.3.96 Sales and Marketing 72.21.202.96 http (80/tcp) 1.83M
21 FRI 02262010  9:13FWA 678-480 (6 hours 30 minutes 32s ago) United States
22 FRI 02202010  9:54PM 078428 Apr 12, 2010 6:52:48 AM 10.201.3.96 Sales and Marketi 10.202.1.223 Engil i hi, It (8080 /tcp) 1.5M
. 404 pr 12, 52: .201.3. sa rketing .202.1. ngineering p-a cp .
23 P 02262010 9558 433 (8 hours 21 minutes 18s ago)
24 Rl 02202010 TiA5R 432 Apr 12, 2010 7:22:53 AM 10.201.3.96 Sales and Marketing 10.202.1.223 Engineering http-alt (8080 /tcp) 969.39k
§2 3¥ ggi;‘:ﬂlg 1;;% g;gﬁ (7 hours,Sl minutes 135 ago)
: Apr 12, 2010 12:13:13 PM 10.201.3.96 Sales and Marketing 10.202.1.223 Engineering http-alt (8080 /tcp) 952.79k

27 SAT 02/27/2010 340PM  678-485 (3 hours 535 ago)
28 SAT 02/27/2010 3:45PM  678-485

) Apr 12, 2010 9:02:34 AM 10.201.3.96 Sales and Marketing 72.233.96.254 http (80 /tcp) 823.24k
28 SAT 0227/2010  3:51PM 404-31% (6 hours 11 minutes 32s ago) United States
=0 SAT 0227/2010 4:56PM OiE-47] Apr 12, 2010 8:43:36 AM 10.201.3.96 Sales and Marketing 72.167.164.64 http (80 /tcp) 699.28k
31 SAT 02/27/2010  B:0BPM 678-483 (6 hours 30 minutes 30s ago) United States
32 SAT 0227/2010  9:21PM 678-489 Apr 12, 2010 B8:57:33 AM 10.201.3.96 Sales and Marketing 72.21.202.165 http (80 /tcp) 644.78k
33 SAT 02272010  9:40PM 404-457| (6 hours 16 minutes 33s ago) United States
Apr 12, 2010 10:16:50 AM 10.201.3.96 Sales and Marketing 10.201.0.15 Sales and Marketing ldap (389/tcp) 530.9k
(4 hours 57 minutes 165 ago)
Apr 12, 2010 8:43:35 AM 10.201.3.96 Sales and Marketing 63.245.217.21 http (80 /tcp) 372.67k
(6 hours 30 minutes 31s ago) United States
NetFIOW > Apr 12, 2010 2:59:36 PM 10.201.3.96 sales and Marketing 72.5.124.55 http (80/tcp) 336.48k
(14 minutes 30s ago) United States
Apr 12, 2010 8:43:09 AM 10.201.3.96 Sales and Marketing 63.245.209.115 https (443 jtep) 295.9k
(6 hours 30 minutes 57s ago) United States
Anr 12 2010 8-43-23 AR 10 201 2 O Laloc and Markatina 226124102 m httr (B0 tenY 204 168k
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Flow-based Anomaly Detection

Client Host = | Server Host e | Service Summary = |Server Total Bytesﬁ\ Client Total By‘tes‘:v\
222.36.40.139 209.182.176.214 vnec (5900/tcp) 0
222.36.40.139 209.182.176.212 wne (5900 /tep) 0 96
222.36.40.139 vnc (5900/1cp) 0 %
222.36.40.139 209.182.176.208 vnc (5900 /tcp) 0 96
222.36.40.139 209.182.176.213 vnc (5900/tcp) 0 96
222.36.40.139 209.182.176.209 0 96
222.36.40.139 209.182.176.206 0 96
222.36.40.139 209.182.176.211 vnc (5900 /twcp) 0 96
222.36.40.139 209.182.178.65 vne (5900/tcp) 0 96
222.36.40.139 209.182.176.113 vnc (5900/wcp) 0 96
222.36.40.139 209.182.176.112 vne (5900/tep) 1] 96
Ny \\-’

Anomalous
Traffic Counts
and Statistics
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NetFlow In Action

&0 Worm Tracker 4 b X

Domain "Inside Lancope Firewall" {Stealthwatch Xe for NetFlow "xedemao” @ 209.182.185.14) Originating Hosts | o & & e d fE

2 zubnets

10.207.0.
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Why Flow data?

Flow Data is about the footprint

It extends into areas of the
network that we don’t generally
deploy probes
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Internal Visibility Through NetFlow
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NetFlow Collection in the WAN

Deploy Flow Collection at a central location and enable NetFlow at each remote site...

Flow Collector
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NetFlow in a 10G+ Ethernet Environment

“10G Ethernet is so fast few probe technologies can keep up and those that can are
extremely expensive”

ISP1 - / ISP2 "";, Flow Collector
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Questions and Contact

Chris Smithee
Network Security Manager
csmithee@lancope.com
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