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Background

 TDSS first appeared in 2008.

 The authors of TDSS have rolled out four major
version changes.

« TDSS Version 4 (TDL-4) first appeared around the end
of July 2010.

e TDL-4 compromised nearly 4.5 million systems in its
first three months (Kaspersky, TDL-4 Top Bot).

e According to the Shadowserver Foundation, TDL-4
continues to be one of the top four largest botnets
currently active.
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Characteristics of TDL-4

e Targets both 32 bit and 64 bit systems
« Survives reboot by modifying the Master Boot Record.

e Command and Control communication is RC4
encrypted and then base64 encoded.

 Intercepts and modifies the victim’s communications to
the Internet.

o Stores its payload in Unused Disk Space and actively
hides the data from the victim.

« Partners with a variety of malicious programs
designed for revenue generation.
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Presentation Notes
To infect 64bit systems, TDSS patches the Boot Configuration Data so the malicious drivers appear as a normal Windows driver.


Characteristics of TDL-4

 The TDL-4 configuration contains modules designed
for revenue generation.

e Search Engine Optimization (SEO) intercepts search
engine queries and returns modified results linked to
additional malware.

o Pay-per-Click function redirects the browser to servers
hosting pay-per-click links.

« HTML documents downloaded by the victim may have
‘Iframe’ or ‘object’ tags modified to link to additional
malicious site.
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For many of these exploits to work, TDSS will lower the security settings of the browser. This allows the malware to browse the Internet without any pop-ups or alerts.


Example of SEO

. Connectlon to SEO Server:

3M19t5d5E3mMQiU7dmVyPTMUOTYmYmIKPWU4ZJELYTM2MTB)NE4Y
/ AI2YMR]YWRINDQzN2ZiZTMmYWIKPTMWMDAXJNNpZDOwInIKkPTAMZW5n
PXd3dy5nb29anUuY29tJnE9aW1nYnVybg==

o Translated from base64:
. 22227]?M?B%Ver=3.9p &bid=e8f15a3610c6182a918h3942e6hdcadba437the38.aid=
30001&sid=0&rd=0&eng=www.google.com&d=imgbu

 The request contains the Bot ID number, Affiliate 1D
number, search engine and the search term.
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TDSS controllers engage in a variety of revenue generating schemes.
The Search Engine Optimization module keys on search terms previously searched by the user. Search requests are intercepted and pages returned with links to additional domains hosting malware or adware. Bot ID and Affiliate ID are embedded with the requests to insure that the bot controller gets paid for directing the victim to the malicious domain. Sometimes detected as Trojan.Zefarch.


Characteristics of TDL-4

e To increase distribution of the bot, TDSS will partner
with other affiliates.
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Fake Antivirus programs are primary distribution vector and revenue generator for TDSS.  In addition to collecting fees for questionable antivirus services, CleanUp Antivirus is also known to modify the ‘hosts’ file on the victim system. This modification allows the malware to redirect the victim’s Internet searches to malicious sites where nefarious programs such as TDSS can be downloaded.

Recently, the Blackhole exploit kit has also been used to install TDSS variants.
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Characteristics of TDL-4

One indicator of TDSS is the
presence of unwanted or
persistent software applications.
A large number of programs
can be introduced in the same
manner as TDSS.
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White Smoke Toolbar bills itself as English grammar software and language translation software. These services are performed while serving up additional adware and suspicious files designed to maintain persistence on the system. White Smoke Toolbar is often linked to TDSS activity. One module of White Smoke Toolbar called WS Silent 3 runs in the background downloading additional payloads.



Notes on Analysis

* The victim systems in each analyzed case were
running Windows XP with Service Pack 3. Windows
XP iIs currently run on 43% of all personal computers,
making it currently the largest distributed operating
system in the world.

e Analysis was conducted on multiple systems from
production networks as well as several systems in
controlled environments.
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Master Boot Record (MBR)

3@ -P<-[{P-P:|>|---PW9e-s$K=>-1-8n| u--E-btM--U-F-It-8,tv 5:4--p,<-t|:--4-M-kr-N-hF-§*~F .~ -t . ~.t-
6-uR-E---F---V

hl-s- 6-k<->~}U*t--~--tH 7-K):|-W-UK:--

V-4-M-r#A$?

|Cwc-Q-V1-RnBwb9V
w#r-9F-s-8--;-|-N--V-M-sQOtN2dV-M-kd
V- *U4AM r6-{U*uOvA-t+a’jjiv

v-j-h-|j-j-4B-tM- 20
V-M-kVayClnvalid partition table-Error loading operating system-Missing operating
System ...................................................... Dc*CR+ ....... ..D]j? d

This i1s an ASCII representation of a normal Master
Boot Record. Note the standard Windows error

messages.
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The first sector of the physical disk, sector 0, contains the Master Boot Record. Windows error codes associated with the boot process should be clearly readable starting at byte offset 300.


Master Boot Record (MBR)

Samples of boot records overwritten with malicious code.

. Modified Boot Record [1]:

. 3@-P<:|-@-X>:|---9-+|s$Ph--K{'9G-=*-RN-EbzD- P :8&-hb@---#:---u--G-1-a-7&-5A7 " -#--3b-A’Xh--L':0-}(-bAJ@OI!
S-0-+7Bj------ t--X'3 --G-:0->p-Q:LNR-fG---31--:q"" L@BJ@G@ ‘@ -K-zh-E-.pnLu--/--

‘brvey--}C:>Qx:-----21|T6d-DkNpD6d-#:- YW $--K. g

c"5'8"-r-"u'8-S0vby(ll-0--IWV--f-0-s |"-B-Gh< +J-L8pb--uy\|@->T-~jl;1:- -)t@y-O-jja--'
E;)/ﬁ;tearT] .......................................................... ,[)(:*.;4.;.. = —Tilj LJ. ______________ LJ*
. Modified Boot Record [2]:
. 1@ -P<:|-+--f - ~F--~-4H>~M-OP--X:+.---- 1. A #.~:|--h--.>.}9. . f1[hX{ 6-~--F--A-h--D--fa--KF W 6-~f-F -f 6-~f-F-f-E.f
@f)F-f-~-E-F-4B--~nM-0R----1@:-->8}--B~~Cux-B~--h~-F~Nu-)V-V~Cuj1@ C-V-Ab -v:~C-B~h[--i0m
OB~&0-FJuf f-M-f-7V--y10S--#-f u-f1@f E-fwP&g2-fB3-fQhs-f5 -8m~KugbgfwP{[f9X0CupfaC-H
G-B~:/B~-B~Cf"----N- ~.f XA B} E.9
‘hiz~-U-|'s&}~\t-c-a-G)BwmONi-- D--"~-"~YWAs$ac- |E[jYWfaCtk}\boot --------------------- A ~1?---hlh--
s e a GBumON- D ST
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When the system boots up it reads the code in the Master Boot Record which instructs it to gather the drive geometry from the BIOS. With this information the kernel locates and executes the boot code for the TDSS rootkit. Once the boot code executes control is handed back over to the operating system.


Prefetch

TDSS may use the name of a legitimate file.

UNRECMP2 EXE-3AE68783.pf Apr 5, 2012 2:19 AM 12KB  ICC Profile
UNRECMP2 EXE-07CACB6 L. pf Fen 10, 2012 6:39 PM 29KB  ICC Profile

Path to the legitimate file:
SWDEVICESHARDDISKVYOLUME TS WINDOW SN INFAONRE GMPE EXE

Path to the malicious file:

SDEVICEAHARDDISENYOLUMETADOCUME~1AUSEROITALOCALS INTEMPAUNRE GMPZ EAE
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The Prefetch is a component of Windows that first appeared with Windows XP. This directory was introduced to speed up the Windows boot process. The Prefetch will contain up to 128 trace files of the last executables accessed during application startup. 

Malware may often adopt the name of a legitimate file. Multiple entries within the Prefetch with the same application executable file name may indicate the presence of malicious activity. 
Note that multiple instances of Windows processes, e.g. rundll32.exe would be normal.
The startup list in the Prefetch file often identifies the location of the executable.
On this image, ‘unregmp2.exe’ executes from two different locations. The legitimate file executes from its normal location in the ‘INF’ directory while a suspicious file executes from the victim’s \Local Settings\Temp\ folder. 
An entry in the victim’s NTUser hive registry key will link this file to TDSS activity.  NTUser\Software\Microsoft\Windows\ShellNoRoam\MUICache -> C:\Docume~1\User01\Locals~1\Temp\unregmp2.exe Data: Blowerware
BlowerWare is a product line offered through My(c) SystemS Corp that has been linked to the distribution of TDSS rootkits.





Firewall Logs

« DNS Changer —a TDSS module.

« DNS Changer activity in the pfirewall.log can be an
Indicator that the Tcpip registry settings may have been
modified.

« 012-03-23 12:30:09 OPEN UDP 192.168.1.20 93.188.162.136 102553 - ------ - -
« 2012-03-23 12:30:14 OPEN UDP 192.168.1.20 93.188.162.136 1029 53 - - - - - - - - -
« 2012-03-23 12:30:10 OPEN UDP 192.168.1.20 93.188.160.16 102553 - ------ - -
« 2012-03-23 12:30:15 OPEN UDP 192.168.1.20 93.188.160.16 102953 - ------- -
e 2012-03-23 12:31:20 OPEN TCP 192.168.1.20 192.168.1.100 1036 80 - - - - - - - - -
« 2012-03-23 12:31:23 CLOSE UDP 192.168.1.20 192.168.1.50 137 137 - --------
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On most corporate networks DNS queries are handled by a local DNS Resolver. A DNS Forwarder may be designated to forward queries to a trusted DNS server outside of the network.
Abrupt changes in DNS traffic flow or queries from network workstations directly out to the Internet may be considered suspicious.


Registry

The DNS Changer module of TDSS modifies
HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\

Parameters:
ne| Defaulth ateway REG_MULTI... 1321683.1.11
ne| Defaultlatewaypbetnc REG_MULTIL.. On
ab| MameServer REG_52 @ B2.136,93.1 @
ab| Diomain REG_52
ab| RegistrationkEnabled REG_DWwORD  Ox00000007
ab| RegisterddapterM ame REG_DWwWORD  Ox00000000
ue| TCPAlowedPaorts REG_MULTL.. 0N
ne| UDPAlowedPaorts REG_MULTL.. 0N
ne| FawlPallowedFrotocols REG_MULTI... On
na| MTEContextList REG_MULTI... 0Ox000000021
ng DheopClazsidBin REG_BINARY 00000000
ab) DhepNameServer REG_SZ @152.1 36,931 a@

LIIE]

IFIRST

% Conference

MALIA

17 - 22 June 2012


Presenter
Presentation Notes
The Windows Registry is a hierarchical database of configuration settings for the Microsoft Windows operating system.
In this event, the DNS Changer module replaces the data in the NameServer and DhcpNameServer keys with the IP Addresses of the malicious DNS servers.


Registry

 Many of the affiliate programs will create processes in the System
registry that appear to have legitimate names. Suspicious processes
may be identified by simple misspellings and by correlating other
events on the system:

HKLM\SYSTEM\ControlSet001\Services\itlperf ImagePath
REG_EXPAND SZ %SystemRoot%\System32\svchost.exe -k itlsvc

HKLM\SYSTEM\ControlSet001\Services\itlperf DisplayName
REG_SZ Intel CPU

HKLM\SYSTEM\ControlSet001\Services\itlperf ObjectName
REG_SZ LocalSystem

HKLM\SYSTEM\ControlSet001\Servi i f Description

REG_SZ ntel CPU perfermons seer

LIIE]
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Correlating running processes with other activity on the system, e.g. Internet activity, may also help with identifying malicious activity.


Event Correlation

Event correlation tools like ‘log2timeline’ (Kristinn
Gudjonsson) can help to link processes to other malicious
activity on the system.

4/5/2011 14:15:43 MACB EVT Event Log Timegenerated;’wriﬁen SewitetnmmlManagerﬁ?ﬂﬁﬁ;Infn;lntelCI'U-running
4/5/2011 14:15:43 MACB REG SYSTEM key Last Written /ControlSet001/Enum/Root/LEGACY ITLPERF
4/5/2011 14:15:43 MACB REG SYSTEM key Last Written [ControlSet002/Enum/Root/LEGACY ITLPERF
4/5/2011 14:15:43 M.C. FILE NTFS SMFT 581 [M.C.] time C:,f‘WI‘dDD*.-‘JS,f’Tempfibni

4/5/2011 14:15:43 MACB REG SYSTEM key Last Written /ControlSet002/Enum/Root/LEGACY ITLPERF
4/5/2011 14:15:43 MACB REG SYSTEM key Last Written /ControlSet001/Enum/Root/LEGACY ITLPERF
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The creation of the folder ‘ibni’ in the subdirectory C:\WINDOWS\Temp coincided with the execution of the process, ‘Intel CPU perfermons’ service. The folder ‘ibni’ contained an executable file identified as Trojan Win32/Wimpixo.E.


Event Logs

e This process could easily be overlooked if not correlated
with other activity on the system.

Event
Crate: 4,/6/2011 Source:  Service Contral M anager +
Tirne: 935394  Categony: Mone
Type: Information Ewent |D: 7036 +
Uszer: M A,
Computer:
D excriptier— e

Tf@%ﬂwﬂ.iceme F'ru:vider&&ice)ntered the: running state.

For mare information, zee Help and Support Center at
http: /A go. microgoft, comdbwlink. events. azp.

IFIRST

% Conference

MALIA

17 - 22 June 2012



Presenter
Presentation Notes
In this event, the process Windows License Provider sounds like a legitimate process but is actually part of a rogue process. This process was identified as malicious when it ran in conjunction with another confirmed malicious process on the system.


Registry

This process appears to have a benign name however it is
linked to an affiliated program of TDSS that sets up a proxy
service on the victim’s system:

e SSSPROTO.HIV\ControlSet001\Services\6to4 ImagePath
REG_EXPAND_SZ %SystemRoot%\System32\svchost.exe -k netsvcs

e SSSPROTO.HIV\ControlSet001\Services\6to4 DisplayName
REG_SZ Windows License Provider

e SSSPROTO.HIV\ControlSet001\Services\6to4 ObjectName
REG_SZ LocalSystem

e SSSPROTO.HIV\ControlSet001\Servi Description
REG_SZ indows License Provider
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Often the startup of these rogue processes can be identified in the System Event Logs and may correspond with suspicious network activity.


Event Logs

« Event Logs may often report Internet activity from
TDSS affiliate programs:

Ewent

Drate:; 452011 Source:  Spmantec Antiirus

+
Tirme: 9:19:62 &AM Category: Mone
Type: Errar Event |D: 51 +
U zer: AR,
Computer:
Drescription:

TP LS AT i T TLr | I 20unse: | 2P arins s Sriu s |
cannot be found. The local computer may not have the neceszany
reqisty information or mezzage DLL files to dizplay mezzages from a
remote computer. ou may be able to uze the ALXSOURCE= flag to
retrieve thiz description; zee Help and Support for detailz. The following
infarmation iz part of the event:

q

Securnty Rizk Found! Tracking Cookies in File:
g Talus ranting faled - e faled. Action

Desﬁriptinn: The file wasz deleted successfully. i FIHST
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This event triggered as a result of the pay-per-click ad fraud module running which generated hundreds of cookies.


Event Logs

Antivirus may identify downloaders associated with TDSS.

Event

Date: B/B2011 Source:  Symantec Anttirus +
Tirmne: 4:50:39 P Categone: Mone

Type: Error Event 10 &1 +
sger: M A,
Computer:

Deszcription:

remote computer. Y'ou may be able b use the AALXS0URCE= flagto  #*
retrieve thiz description; see Help and Support for details. The following
information iz part af the event:

Mty Rizk Found! Trojan Zefarchigens in File: c:\Doc an
Sty Risk Found! Trojan Zefarchlgen in File: o\ d

5EttanS"-.-'-‘-.I:Imlnmtratcur"-.LDn:aI SettingzhT emphcﬂﬁaskm}?ﬁy
kd anid . hon _ScherBrescnphion: The

file waz deleted zuccezsfully.

O\
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Anti-virus may identify downloaders or droppers associated with TDSS but will not scan the Unused Disk Area. TDSS may continue to download files from the Internet and AV may continue to alert on the downloads. Eventually, a file is downloaded that AV does not have an updated signature for.
The creators of TDSS continuously run the rootkit against the latest antivirus definitions. When the number of successful identifications reach a certain threshhold, the rootkit is repackaged to avoid detection.


Antivirus Logs

Alerts on downloaders and malware from affiliate programs can be
Indicators of a more serious infection on the system:

FEegin Resource Scan

Socan ID:{F4ESBESD-ESF4—-40EE-ADT7O-SE7YSEFF407E?}

Joan Source: S

Start Time:Tue Apr 05 Z011 10:344:35

End Time:Tue Lpr 05 2011 10:44:359

Explicit resource to sScan

RBesource Schema:file

Fesource Path:C:4%DOZIUTHME~1%Y Y LOZALS~1% Temp' onwesamoex . tp—> [ TPX)
Fesult Count.d
Threat N E:TrujanDDwnlDader:UinSEfHarni%ZE:::>
IL:21476358405
Severitv: S
Number of Resources::=

FEe=zource Schema:file

Resource Path:C:hZDocuments and Settings), "Local Settingsh Temp' onwrsSamcex . tinp—> (TPX!
Extended Info:l4l1l256735666330

Resource Schema:containerfile

Fesource Path:C:%Documents and SJettingsh YLocal Settingsh Temph onwrssunceX. tmp
Extendesd Info:0

End Scan

LIIE]
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This is a log from Microsoft Forefront Client Security Antimalware Service. 
Win32/Harnig.S is a downloader often associated with TDSS. Four different versions of this file were dropped on the system before one successfully evaded the Antivirus program.


Internet History

« This activity was associated with a pay-per-click ad
fraud program affiliated with TDSS.

swskem
swskemn
swskem
svskem
syskem
swskem
swskem
swskemn
swskem
svskem

syskem

swskem

10
10
10
10
10
10
10
10
10
10
10
10

hikkp: v inmotionhosting., com) ?id=devilboy 77
hikkp: ! v wwebhostingpad. cormn)f

hikkp: v, hioskgakar, comf

hikkp: v hostrocket, com)f

http: ! adultfriendfinder . com/gofigl 243200

htkp: [/ adulkfriendfinder . com)go)/gl 243200-pck
hikkp: v, mobilemonopaly , com) *hop=devilbow? 7
hikkp: ! v, dnforum, comjplans. php

hikkp: v, hostronsker, com/

hikkp: v, bloggingtothebank., com/f

http: f fadulkfriendfinder . comfgogl 2432 00-pmo
htkp: [ findianfriendfinder . com)go/gl 243200,
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One revenue source of TDSS affiliates is to deploy the victim system into a pay-per-click scheme where the controller can generate revenue for each visit the victim system pays to a specific URL. Note the ‘systemprofile’ account is being used in this program. Any browsing activity by the ‘systemprofile’ account should be considered suspicious.


Network Analysis — Proxy Lo

« Activity associated with TDSS is often identifiable by

reviewing network traffic:

http://crj711ki813ck.com/HCPy101ychsDQUBpLuYqlKwsUJCv3FdmUzbpj+6WczLOayFN
00tfQR8hYR3QXjM012vJAnO4NzspqlO70Fe/Hx/D46imInETbtzLK55F4UN3IiDFMqzTku
Z30ge1GCM22zxErEHa/zzb+jyvYyjHqA7h5+0z8 TUSKkR8AWCH6WYWAZaUCx3AG26SyeWT
XR2WLBQjuc4+VLNHAFfuYITBxHCtdJcIN8CVyKhx6ki31PhOYJIpj9P14Ms4+n0afctgPt5IM
11gPniptDeibGE/iGchd+weKBVGTWIJsYMmMCnBeZVciTiHvQGnQFrnRdlImLnlbzhF2FLS/L
ey9Da6VMePlyu2grwp2eoag3oDQv3EWT{RIzZ1IMA4CEbbtC1AsvdTrjyOxZylHt+BvuBFyrx
wUUKsuDDZTkLo3J4SX+tG2XfZiKmk8laFijMOvWv7PVIYAv7xWPoBSSSEja6+wafODAzua
NKg36NAowgDOPINe9IMVr7F9Mo/YTGNZ3T9CkquUe8DqOdj1bS7zeUjRZ6PUfW3ROLv
HJylxTccHO/D8coMSfrEL8TbomwkF3MRCcf1XHzbzdkFaoQtR6HdQDP8eToHTaK8ph7kigg
w/g15BjTCwcoZ2v3iZiGej4pwM6tzHpiCFLWskc+mxJZM5IITsact/OzvD1INhSF+Jux5DGS8
LFYESI/cVOCcvDyLRTaZgf3bcN9kl/G3NBTMQAOYTZtHyL+rzO0dphGkQ+ekXhPFfxaj20X3
9GqPJ4RHhF2CwWRjCp2x101gNFtDU6kek6ETWIVzuXQljUAKaMBktx
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GET requests for suspicious domains followed by large strings of code should always be considered suspicious. This string has two layers of obfuscation; RC4 encryption and base64 encoding. This domain is known for serving up browser based exploits.


Network Analysis — Proxy Lo

. 192.168.32.188 anonymous Mozilla/4.0 (compatible; MS \Windows NT,;
2011-05-06 19 16; w3proxy SERVER

SSL-tunnel TCP

Inet 407 Internet

decompress rate 0%, Co pression: cllent—No server=No, compress te=0% decompress rate=0% Internal
Allowed 2011-05-06 19:16:21 -

Domain associated Unique UserAgent strings
with TDSS. associated with TDSS.

Unique strings and domain names can be used to create detection
rules addressed later.

Annual
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Proxy logs identify a connection attempt to a suspicious site. The victim appears to be using unique UserAgent strings identifiable only to the command and control server.


Restore Point Forensics

Analysis of the Restore Point uncovers a malicious DLL
previously stored in the Print Processor Provider directory.
The file is indexed in a change.log file as ‘A0005311.dII" and
a copy is placed in the RP## folder.

\:D-e-v-i-c-e:\-H-a-r-d-d-i-s-k-V-o:I-u-m-e-1:\-S-y-s-t-e-m- -V-o0:l-u-m-e-
I-n-f-o-rr-m-a-t-i-o-n-\-_-r-e-s-t-o-r-e-{-3-
8-6-F-7-B-B-D---F-8-A-8:--4-7-8-1---9-6:6-A--
-4.4.8-7-0-E-B-F-3-F-9-7-}\\R-P-1-4:\-.c-h-a-n-g-e-.-l-0-g---p--------+--1

RO
e Bt Ta— CTTNTO S .m-3-2\-5:0-0-0-|-
0-C-5-\-W-3-2:x-8-6 V-0 E-Zett:0-C-E-I-.-d-I|---"-------A-0-0-0.5.3- 34— .

IFIRST

% Conference

MALIA

17 - 22 June 2012



Presenter
Presentation Notes
By default in Windows XP, restore points are created every 24 hours and are retained for ninety days. Restore points are also created when new software is installed, prior to any Windows Automatic Updates and when unsigned device drivers are installed. Users can also initiate the creation of a restore point.
Snapshots of files are stored in change.log files and often hold evidence of malicious file previously on the active system. Registry hives are also recorded. 
In this event the Trojan adds itself to the Print Processor Provider and then calls the Printing Subsystem to execute the malicious DLL, OC17uOCEI.dll. The DLL deletes itself after execution.
However, a restore operation copies the file to a restore point before the file is deleted saving valuable evidence for the analyst.




CollectedData_ ##.xml

This malicious DLL is linked to the ‘root’ Namespace
iIndicating it runs with system level privileges.

The ‘Win32_StartupCommand’ class indicates a command
that runs automatically when a user logs on to a system.

<NAMESPACE NAME="root" />
<NAMESPACE NAME="cimv2" />
</LOCALNAMESPACEPATH>
</NAMESPACEPATH>
- <INSTANCENAME CLASSNAME="Win32_StartupCommand">
- <KEYBINDING NAME="Command">

<KEYVALUE VALUETYPE="string">rundll32.exe
"C:\WINDOWS\anitahefozujecaz.dll" ,Startup</KEYVALUE>
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This file is associated with a TDSS downloader program.
The PCHealth Scheduler records software configuration changes to the system over a period of time. This data is stored in CollectedData files at %WINDOWS%\pchealth\HELPCTR\DataColl. Since these files collect historical data it is possible to identify malicious files that may have been previously installed on the system.


Task Scheduler

This task was scheduled each time a reboot occurred. The
job executed a file in the victim’s %Application Data%
folder which called back to the C2 domain.

 "Task Scheduler Service"

. Started at 3/23/2012 10:57:02 AM
 "a4e50120.job" (a4e50120.exe)

. Started 3/23/2012 12:26:11 PM

 "a4e50120.job" (a4e50120.exe)

. Finished 3/23/2012 12:26:12 PM

. Result: The task completed with an exit code of (0).
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Malware often schedules tasks on Windows systems as part of its activity and this is not different for some versions of TDSS.

The Windows Task Scheduler allows a user to schedule or launch tasks or programs on a chosen computer. Tasks can be scheduled with the ‘at.exe’ program and a log of scheduled task activity is recorded in ‘SchedLgU.txt’.  One benefit to a forensic analyst is that Windows Event Log service must be running before Task Scheduler can be initiated.


hosts file

This excerpt from the hosts file will redirect all searches In
Google to the malicious host at 93.186.119.129:

« 93.186.119.129 www.google.com

e 93.186.119.129 google.com

e 93.186.119.129 google.com.au

« 93.186.119.129 www.google.com.au
« 93.186.119.129 google.be
 93.186.119.129 www.google.be

e 93.186.119.129 google.com.br
 93.186.119.129 www.google.com.br
 93.186.119.129 google.ca

e 93.186.119.129 www.google.ca
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The ‘hosts’ file, located at %SystemRoot%\system32\drivers\etc\hosts is a plain text file that is used to map hostnames to IP addresses. When resolving domains, Windows operating systems will check the ‘hosts’ file for the IP address of the requested domain before querying the DNS server. TDSS and its affiliates will often modify the ‘hosts’ file to redirect the victim to a malicious site. 

One victim system that was analyzed contained three versions of the ‘hosts’ file stored in various locations in the file system. One ‘hosts’ file directed all Google searches to 93.186.119.129 (above), a second ‘hosts’ file directed queries to various fake antivirus and dubious ecommerce sites to 74.125.45.100, while third ‘hosts’ file directed queries to various domains and antivirus vendors to 64.117.35.255.  Based on the location of the third ‘hosts’ file on the image, it may be associated with an earlier version of TDSS.

In this event, the redirection of a google search was ultimately the infection vector for TDSS.


Unused Disk Area

*TDSS often places its configuration data in the Unused

Disk Area outside of partitioned space.

* 00062A95 00062A95

« 00062C06 00062C06
« 00062C14 00062C14
« 00062C1C 00062C1C

« 00062C28 00062C28
« 00062C36 00062C36
e <snip>

« 000640C8 000640C8
00064332 00064332
 0006434A 0006434A
« 0006438A 0006438A
 0006439A 0006439A

« 000643AA 000643AA

00064883 00064883

0 <BtB.f

0 [PurpleHaze]
0 pn=161

0 all=ph.dll

0 allx=phx.dll
0 wait=3600

0 {%08x-%04x-%04x-%04x-%04x%08x}
0 *\\.\globalroot%S

0 PurpleHaze

O LoadLibraryExA

0 GetProcAddress

0 VirtualFree

0 AJA\
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This data was carved from the last sectors of the Unused Disk Area and then viewed with the strings viewer, BinText (Foundstone, Inc). If you are using Encase, I recommend having at least one application for strings extraction as a File Viewer. The first section, lists two malicious DLLs associated with the variant known as Purple Haze. In the second section, the two function calls, LoadLibraryA and GetProcAddress are used for DLL injection into running processes.
Unlike Unallocated Space, the Unused Disk Area is not allocated to the logical file system.


Unallocated Space

Internet History carved from Unallocated Space.
*The server at clckil.com hosted multiple pay-per-click ad

fraud links.
e h-ttp-://-clckil..ccoom:/-?2-Xu-r-l-=-h-t-t-p-: //cIckHD-Z-L-O-W-F-R

-e-7-u-7-Q-y-R-U-1.5-6-7-1-d-8-2:¢- 35"
-e-8:6-5-4.6-3-9-4.¢-0-f-9-3-6:1-7-A-&x-r-e-f-=-h-t-t-p-:-/-/-c-0-r-n-i-s-h-r-e-x-.-o-r-g-/-
k-ey-/-?-q-s-=-5-7-d-2-7-7-6-c-5-6-a-7-1:4-6-b-b-6-4-3-
e-e-f.c-2:0-8-6-9-1.0-2-d-f-b-5-2-4.d-b-6-e-6-d-9-8-7-8-1.-0-e-9:4.7-1.d-f-0-b-8:1-0-e-
0-0-a-c-0-e-b-a-2-d-f-5-0-a-8-6-d-6:0-8-3-c-3-b-3-8-¢-3-d-f-4
3-&t=to+consolidate+debt i BDC N S.o-f-
t-w-a-r-e.\-M-i-c-r-o-s-o-f-t-\:-W-i-n-d-o-w-s-\-C- u-r-r-e-n-t-V-e-r-s-i-o-n-\:-l1-n-t-e-r-n-e-t-
-S-e-t-t-i-n-g-s:\-Z-0-n-e-M-a-p
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Files are often deleted to hide evidence of malicious activity on the system. Keyword searches through this Unallocated Space can yield big dividends when searching for malicious activity. 
In this event, a large amount of the Internet History (index.dat) was deleted from the logical drive. 
Searches through the Unallocated Space for malicious domain names, e.g. clckil.com extracted from a unencrypted ‘cfg.ini’ file uncovered a large volume of activity. 
The HTTP header includes a fake referrer tag  for cornishrex.org. The pay-per-click feature will swap out a multitude of fake referrer tags to give the appearance of numerous systems connecting to the site.
 


Pagefile.sys

iexplore-am Files\Internet ExplorenNlIEXPLORE-EXE" -nohome-p-l-o-r-e-r-\:-[-E-X-P-L-O-R-E-.-E-X-E-
T o Y o TS TN o Tl 1 (L= LR R R R L L E T r
...................................................................... :-5.1 2600 SP3.0:--- -+

....................................... C:\WINDOWS\Explorer,EXE.- Random Number

\

Affiliate ID number Path to the physical location on the disk

This data was recovered from the pagefile by searching for the
physical path. )
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When Windows runs out of physical memory it stores pages in a swap file on the disk called ‘pagefile.sys’. This is a reserved portion of the hard disk that is used as an extension of Random Access Memory (RAM). Pagefile.sys is generally one to one and one half the size of the installed RAM on the system.

The configuration file for the bootkit is RC4 encrypted in the Unused Disk Area. However, when the bootkit is running the configuration file is decrypted in memory. Memory that is swapped out to Pagefile.sys is easily recoverable on a static image. This data was recovered by searching for the physical path string ‘globalroot\device\’. Nearly all computer files and programs use logical paths. The presence of a physical path is very unusual and suspicious.


Pagefile.sys

References to the domain, ‘esbigholtem.com’ are only
found in memory or the pagefile.

HKU\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Interne
t Settings\ZoneMap\Domaim@]%ﬁgd@ ------------- VWE
P da} M-4--@---~j

......... T- y]W‘ 'VW_'VW!(""'Y"“MB"",K"",J .~/\O.~OD.Wy<.W. N-w-L-W-
K-wBJ-WEL-w>"-w-Z<-m
<-n-<::7:|-+--5.--..HKLM\Software\Microsoft\Windows\CurrentVersi
on\internet Settings\ZoneMap\Domains\esbigholtem.com
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TDSS and other malwares may make system changes while they are running that are resident only in memory. In this event, the registry is modified so the malicious domain, www[.]esbigholtem[.]com is entered as a trusted domain in \SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Domains. The system connects out to the domain during the initial infection, then the domain is removed from the registry.
Because the data is never written to the disk, there is no evidence found in the Registry or any of the RestorePoints indicating the presence of the domain.
However, this domain can be found when analyzing live memory.


Live Memory Forensics

« Malicious code injected into svchost.exe

wininet,dll
wininet,dll
InternetC]lozeHandle
InternetConnectA
InternetlpenA
HttplpenkequestA
InternetCrackUr-1A
Ht.tpSendrequestA
InternetReadFile
InternetCheckConnectionA
Mozilla/G,0 (Windows: Ut Windows NT E,0% en-US* pw:1,9,1(1) GeckaSeka 20090911 Firefoxs3,5,1
GET #= HTTPS1,0
Hozt: ¥=
Uzer-Agent: #=
HTTPS 1,0 200 0k
HTTP/1,1 200 0K
info

info

drwas

cmda:

drw3z

drw 32
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Using a memory forensics tool such as Volatility you can easily extract running processes and identify any malicious activity. The Volatility module, apihooks (written by Michael Hale Ligh) was used to identify a hooked process (svchost.exe). Windows uses a Virtual Address Descriptor (VAD) Tree to keep track of memory used by each process. The Volatility module, vaddump (written by Brendan Dolan-Gavitt) can be used to extract suspicious code.
In this event, code was extracted from Service Host process associated with TDSS activity. Elements of the UserAgent string above can be used for additional searches through Internet History or for writing Snort rules.


Live Memory Forensics

Fid Hits Protect

B (MM_EXECUTE_READWRITE)

Mame: Start End Tag
CEPETE, EXE B30 0x00Z70000 0x0027AFFF YadS 0
Dumped to: Atmpdoarss,exe, abdblfE, 00270000-0027af ff , dmp

O F (0]
e Q02 QL0
D (02 7 Q20
ARV
(e QO F (0400
RO
(e F (0G0
e Q02 7 Q00

CErEE, BXE
Dumped to:
D2 B0000
D2 B0010
DOOZB0020
DOOZB0030
Dr0O2B0040
Q002 B0050
D2 B0060
D007

dd
ba
()
()
Qe
B9
74
5d

Ba
()
()
()
1f
73
210
Bf

90
()
()
()
ba
210
52
54

)
()
()
()
Qe
71
B5
55

03
Q)
Q)
Q)
Q)
72
20
2e

Wy
Wy
Wy
Wy
bd
&f
72
0d

Wy
Wy
Wy
Wy
03
&7
7o
0d

Q)
Q)
Q)
Q)
d
ie
Be
0a

04
40)
Wy
Wy
21
Bl
200
24

Wy
Wy
Wy
Wy
ki
bd
&3
Wy

)
()
()
()
il
210
Be
()

)
()
()
()
dc
B3
20
()

ff
Q)
Q)
el
d
B1
44
Q)

ff
()
()
()
21
Be
4f
()

BA0 Qx00280000 Qx00280FFF YadS
ftmpdozres, exe, abdblf 8, 00Z230000-00230F £ F , dmp

Wy
Wy
Wy
Wy
R
&f
200
Wy

HE++++++++++++++
++++++++@+++++++
*++F+F

t++t+

++++++++!++L+!Th
iz program canno
t be run in DOS
mode, oo sFerensns

B (MM_EXECUTE_READWRITE)

ﬁ 1 1
S+J!v’++|'-'++|++ *

¥, e+.qlobalroot,
device, D0O000a0,
15e338chb-24306-9
FFE-7379-36f0644
ani1at,ph.dlles.

L N R R R EEEE R

*++F+F
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In this snapshot, the Client/Server Runtime Subsystem (csrss.exe) is injected with the DLL, ph.dll. Mila identifies ph.dll as the payload dll of the TDSS variant, Purple Haze for x86 systems on contagiodump.blogspot.com (2012).
This data was recovered using a python module for Volatility called malfind.py. This module was written by Michael Hale Ligh.


Snort Rules

This rule looks for unique items in the UserAgent string,
such as ‘MSIE 1.0’ and ‘CMD3’

. alert tcp SHOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:"ET
TROJAN

* Possible TDSS User-Agent seen with HTTP CONNECT Traffic";

« flow:established,to_server; content:"CONNECT"; http_method,

« content:"User-Agent|3a| Mozilla/4.0 (compatible|3b| MSIE 1.0|3b| Windows
 NT|[3b] CMD3)"; http_header; classtype:trojan-activity;)
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Snort is an open source network intrusion detection system for UNIX and Windows systems. Many of today’s intrusion detection systems employ Snort or Snort-like rules. A variety of elements can be recovered from TDSS traffic that can be used to create Snort rules for identifying malicious activity. 
The Snort rules displayed as well as many more for detecting TDSS activity are available from several sources on the Internet including ‘www.snort.org’, ‘www.emergingthreats.net’ and ‘www.kernelmode.info’.


Snort Rules

This rule will detect one of the base64 encoded string
associated with TDSS ‘GET’ requests

alert tcp $SHOME_NET any -> SEXTERNAL _NET $HTTP_PORTS (msg:"ET
TROJAN TDSS/TDL/Alureon MBR rootkit Checkin™;
flow:established,to_server; content:"GET"; nocase; http_method; content:"
HTTP/1."; content:"|0d Oa|Accept-Language|3a| "; distance:1; within:19;
content:"User-Agent|3a| Mozilla/4.0 |28|compatible|3b| MSIE";
fast_pattern:23,18; http_header; content:"Host|3a| "; distance:0;

http _header; content:"|3a| no-cache"; distance:0; http_header;
content:!"Accept|3a| "; http_header; pcre:"/*\/[a-z0-9+\/=]{16,400}$/Ui";
classtype:trojan-activity; sid:2011894; rev:15;)
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With each new modification to TDSS by it’s authors, new and modified Snort rules will need to be developed. The Snort rules listed are from ‘www.emergingthreats.net’.
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