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Background 
• TDSS first appeared in 2008.  
• The authors of TDSS have rolled out four major 

version changes.  
• TDSS Version 4 (TDL-4) first appeared around the end 

of July 2010.  
• TDL-4 compromised nearly 4.5 million systems in its 

first three months (Kaspersky, TDL-4 Top Bot). 
• According to the Shadowserver Foundation, TDL-4 

continues to be one of the top four largest botnets 
currently active. 



Characteristics of TDL-4 
• Targets both 32 bit and 64 bit systems 
• Survives reboot by modifying the Master Boot Record. 
• Command and Control communication is RC4 

encrypted and then base64 encoded. 
• Intercepts and modifies the victim’s communications to 

the Internet. 
• Stores its payload in Unused Disk Space and actively 

hides the data from the victim. 
• Partners with a variety of malicious programs 

designed for revenue generation. 

Presenter
Presentation Notes
To infect 64bit systems, TDSS patches the Boot Configuration Data so the malicious drivers appear as a normal Windows driver.



Characteristics of TDL-4 
• The TDL-4 configuration contains modules designed 

for revenue generation. 
• Search Engine Optimization (SEO) intercepts search 

engine queries and returns modified results linked to 
additional malware. 

• Pay-per-Click function redirects the browser to servers 
hosting pay-per-click links. 

• HTML documents downloaded by the victim may have 
‘iframe’ or ‘object’ tags modified to link to additional 
malicious site. 

Presenter
Presentation Notes
For many of these exploits to work, TDSS will lower the security settings of the browser. This allows the malware to browse the Internet without any pop-ups or alerts.



Example of SEO 
• Connection to SEO Server: 
• http://rollangarr0s.com/kam19t5d5E3mQiU7dmVyPTMuOTYmYmlkPWU4ZjE1YTM2MTBjNjE4Y

WE5MThiMzk0MmU2YmRjYWRiNDQzN2ZiZTMmYWlkPTMwMDAxJnNpZD0wJnJkPTAmZW5n
PXd3dy5nb29nbGUuY29tJnE9aW1nYnVybg== 

• Translated from base64: 
• ?????]?M?B%;ver=3.96&bid=e8f15a3610c618aa918b3942e6bdcadb4437fbe3&aid=

30001&sid=0&rd=0&eng=www.google.com&q=imgburn 
 

• The request contains the Bot ID number, Affiliate ID 
number, search engine and the search term.  
 

Presenter
Presentation Notes
TDSS controllers engage in a variety of revenue generating schemes.
The Search Engine Optimization module keys on search terms previously searched by the user. Search requests are intercepted and pages returned with links to additional domains hosting malware or adware. Bot ID and Affiliate ID are embedded with the requests to insure that the bot controller gets paid for directing the victim to the malicious domain. Sometimes detected as Trojan.Zefarch.



Characteristics of TDL-4 
• To increase distribution of the bot, TDSS will partner 

with other affiliates. 

Presenter
Presentation Notes
Fake Antivirus programs are primary distribution vector and revenue generator for TDSS.  In addition to collecting fees for questionable antivirus services, CleanUp Antivirus is also known to modify the ‘hosts’ file on the victim system. This modification allows the malware to redirect the victim’s Internet searches to malicious sites where nefarious programs such as TDSS can be downloaded.

Recently, the Blackhole exploit kit has also been used to install TDSS variants.





Characteristics of TDL-4 

One indicator of TDSS is the 
presence of unwanted or 
persistent software applications. 
A large number of programs 
can be introduced in the same 
manner as TDSS. 

Presenter
Presentation Notes
White Smoke Toolbar bills itself as English grammar software and language translation software. These services are performed while serving up additional adware and suspicious files designed to maintain persistence on the system. White Smoke Toolbar is often linked to TDSS activity. One module of White Smoke Toolbar called WS Silent 3 runs in the background downloading additional payloads.




Notes on Analysis 
• The victim systems in each analyzed case were 

running Windows XP with Service Pack 3. Windows 
XP is currently run on 43% of all personal computers, 
making it currently the largest distributed operating 
system in the world. 

• Analysis was conducted on multiple systems from 
production networks as well as several systems in 
controlled environments. 
 



Master Boot Record (MBR) 
• 3@·P<·|{P·P·|>·|···PW9e·s$K=>·1·8n·| u··E·btM··u·F·It·8,tv 5·4··p,<·t|;··4·M·kr·N·hF·s*~F··~··t··~··t· 

6·uR·F···F···V 
• ·h!·s· 6·k<·>~}U*t··~··tH 7·k)·|·W·uK··· 
• V·4·M·r#A$?·^ 
• |Cwc·Q·V1·RnBwb9V 
• w#r·9F·s·8··;·|·N··V·M·sQOtN2dV·M·kd 
• V·`;*U4AM·r6·{U*u0vA·t+a`j·j·�v 
• �v·j·h·|j·j·4B·tM·aas·Ot·2d 
• V·M·kVayCInvalid partition table·Error loading operating system·Missing operating 

system··························································,Dc*CR+·······~��?····dP
 ················································U* 
 
 

• This is an ASCII representation of a normal Master 
Boot Record. Note the standard Windows error 
messages. 

Presenter
Presentation Notes
The first sector of the physical disk, sector 0, contains the Master Boot Record. Windows error codes associated with the boot process should be clearly readable starting at byte offset 300.



Master Boot Record (MBR) 

• Modified Boot Record [1]: 
• 3@·P<·|·@·X>·|···9··|s$Ph··K{`9G·=*·RN·EbzD·.p·8&··hb@···#:···u··G·!·a·7&·5A7`·#··3b·A�Xh··L�·0·}(·bAJ@OI!

S·0·+7Bj·······t··X`3 ··G·O·>·p·Q·L�1R·fG···3�l···q`· L@3J@G@···@··K·zh·E·.pnLu··/··
 ·b�·v·y··}C:>Qx·····21|T6d·DkNpD6d·#·YW $-·k·xWn"<r·"C7@zE·]·@p5xd··-@7@D�~a"q'8··
 c"5'8"·r·"u'8·S0vby(lI·0··IWV··f·0·s�·|"·P·Gh·�·J·L8pb··uy1\]@·>T·~jI;·I:· l·· )t@y·O-jja··' X·ing 
system··························································,Dc+;+;··· !··~��·····D!·················································U* 
 

• Modified Boot Record [2]: 
• 1@·P<·|····f`···~F··~·4H>·~M·0P··x··.····!··A`·#·~·l··h··e>·}9··f1[hx·�6·~··F··^·h··D··fa··Kf`Wf�6·~f·F·f�6·~f·F·f·E·f

@f)F·f·^··E·F·4B··~nM·0R····1@:··>8}··B~~Cux·B~··h~·F~Nu·)V·V~Cuj1@ C·V·Ab ·v·~C·B~h[··i0m
 OB~&0·FJuf_f·M·f·7V··y��0S··#·f�u·f1@f E·fwP&g2·fB3·fQhs·f5 ·8m~KuqbgfwPf[f9X0CupfaC·H
 G-B~·/B~·B~Cf`····N· ~·f X@ E·!<}f E·8 
·h·�·~··U·|`s&·}~\·t·c·a·G)Bwm0Ni··AN_·D··`~·"~YWAs$ac·iE�YWfaCtk}\boot······················#+A·······~��?···hlh··
~��·~��'mh··'?·································U* 

 

Samples of boot records overwritten with malicious code. 

Presenter
Presentation Notes
When the system boots up it reads the code in the Master Boot Record which instructs it to gather the drive geometry from the BIOS. With this information the kernel locates and executes the boot code for the TDSS rootkit. Once the boot code executes control is handed back over to the operating system.



Prefetch 
TDSS may use the name of a legitimate file.  
: 

Path to the legitimate file: 

Path to the malicious file: 

Presenter
Presentation Notes
The Prefetch is a component of Windows that first appeared with Windows XP. This directory was introduced to speed up the Windows boot process. The Prefetch will contain up to 128 trace files of the last executables accessed during application startup. 

Malware may often adopt the name of a legitimate file. Multiple entries within the Prefetch with the same application executable file name may indicate the presence of malicious activity. 
Note that multiple instances of Windows processes, e.g. rundll32.exe would be normal.
The startup list in the Prefetch file often identifies the location of the executable.
On this image, ‘unregmp2.exe’ executes from two different locations. The legitimate file executes from its normal location in the ‘INF’ directory while a suspicious file executes from the victim’s \Local Settings\Temp\ folder. 
An entry in the victim’s NTUser hive registry key will link this file to TDSS activity.  NTUser\Software\Microsoft\Windows\ShellNoRoam\MUICache -> C:\Docume~1\User01\Locals~1\Temp\unregmp2.exe Data: Blowerware
BlowerWare is a product line offered through My(c) SystemS Corp that has been linked to the distribution of TDSS rootkits.






Firewall Logs 
• DNS Changer – a TDSS module. 
• DNS Changer activity in the pfirewall.log can be an 

indicator that the Tcpip registry settings may have been 
modified. 
 

• 012-03-23 12:30:09 OPEN UDP 192.168.1.20 93.188.162.136 1025 53 - - - - - - - - - 
• 2012-03-23 12:30:14 OPEN UDP 192.168.1.20 93.188.162.136 1029 53 - - - - - - - - - 
• 2012-03-23 12:30:10 OPEN UDP 192.168.1.20 93.188.160.16 1025 53 - - - - - - - - - 
• 2012-03-23 12:30:15 OPEN UDP 192.168.1.20 93.188.160.16 1029 53 - - - - - - - - - 
• 2012-03-23 12:31:20 OPEN TCP 192.168.1.20 192.168.1.100 1036 80 - - - - - - - - - 
• 2012-03-23 12:31:23 CLOSE UDP 192.168.1.20 192.168.1.50 137 137 - - - - - - - - -  

 

Presenter
Presentation Notes
On most corporate networks DNS queries are handled by a local DNS Resolver. A DNS Forwarder may be designated to forward queries to a trusted DNS server outside of the network.
Abrupt changes in DNS traffic flow or queries from network workstations directly out to the Internet may be considered suspicious.



Registry 
The DNS Changer module of TDSS modifies 
HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\
Parameters: 

Presenter
Presentation Notes
The Windows Registry is a hierarchical database of configuration settings for the Microsoft Windows operating system.
In this event, the DNS Changer module replaces the data in the NameServer and DhcpNameServer keys with the IP Addresses of the malicious DNS servers.



Registry 
• Many of the affiliate programs will create processes in the System 

registry that appear to have legitimate names. Suspicious processes 
may be identified by simple misspellings and by correlating other 
events on the system: 

HKLM\SYSTEM\ControlSet001\Services\itlperf   ImagePath
 REG_EXPAND_SZ %SystemRoot%\System32\svchost.exe -k itlsvc 
HKLM\SYSTEM\ControlSet001\Services\itlperf   DisplayName
 REG_SZ  Intel CPU 
HKLM\SYSTEM\ControlSet001\Services\itlperf   ObjectName
 REG_SZ  LocalSystem 
HKLM\SYSTEM\ControlSet001\Services\itlperf   Description
 REG_SZ  Intel CPU perfermons service. 

Presenter
Presentation Notes
Correlating running processes with other activity on the system, e.g. Internet activity, may also help with identifying malicious activity.



Event Correlation 
Event correlation tools like ‘log2timeline’ (Kristinn 
Gudjonsson) can help to link processes to other malicious 
activity on the system. 

Presenter
Presentation Notes
The creation of the folder ‘ibni’ in the subdirectory C:\WINDOWS\Temp coincided with the execution of the process, ‘Intel CPU perfermons’ service. The folder ‘ibni’ contained an executable file identified as Trojan Win32/Wimpixo.E.



Event Logs 
• This process could easily be overlooked if not correlated 

with other activity on the system. 

Presenter
Presentation Notes
In this event, the process Windows License Provider sounds like a legitimate process but is actually part of a rogue process. This process was identified as malicious when it ran in conjunction with another confirmed malicious process on the system.



• $$$PROTO.HIV\ControlSet001\Services\6to4   ImagePath
 REG_EXPAND_SZ %SystemRoot%\System32\svchost.exe -k netsvcs 

• $$$PROTO.HIV\ControlSet001\Services\6to4   DisplayName
 REG_SZ  Windows License Provider 

• $$$PROTO.HIV\ControlSet001\Services\6to4   ObjectName
 REG_SZ  LocalSystem 

• $$$PROTO.HIV\ControlSet001\Services\6to4   Description
 REG_SZ  Windows License Provider 

This process appears to have a benign name however it is 
linked to an affiliated program of TDSS that sets up a proxy 
service on the victim’s system: 

Registry 

Presenter
Presentation Notes
Often the startup of these rogue processes can be identified in the System Event Logs and may correspond with suspicious network activity.



Event Logs 
• Event Logs may often report Internet activity from 

TDSS affiliate programs: 

Presenter
Presentation Notes
This event triggered as a result of the pay-per-click ad fraud module running which generated hundreds of cookies.



Event Logs 
 Antivirus may identify downloaders associated with TDSS.  

Presenter
Presentation Notes
Anti-virus may identify downloaders or droppers associated with TDSS but will not scan the Unused Disk Area. TDSS may continue to download files from the Internet and AV may continue to alert on the downloads. Eventually, a file is downloaded that AV does not have an updated signature for.
The creators of TDSS continuously run the rootkit against the latest antivirus definitions. When the number of successful identifications reach a certain threshhold, the rootkit is repackaged to avoid detection.



Antivirus Logs 
Alerts on downloaders and malware from affiliate programs can be 
indicators of a more serious infection on the system: 

Presenter
Presentation Notes
This is a log from Microsoft Forefront Client Security Antimalware Service. 
Win32/Harnig.S is a downloader often associated with TDSS. Four different versions of this file were dropped on the system before one successfully evaded the Antivirus program.



Internet History 
• This activity was associated with a pay-per-click ad 

fraud program affiliated with TDSS. 

Presenter
Presentation Notes
One revenue source of TDSS affiliates is to deploy the victim system into a pay-per-click scheme where the controller can generate revenue for each visit the victim system pays to a specific URL. Note the ‘systemprofile’ account is being used in this program. Any browsing activity by the ‘systemprofile’ account should be considered suspicious.



Network Analysis – Proxy Log 
• Activity associated with TDSS is often identifiable by 

reviewing network traffic: 
 http://crj711ki813ck.com/HCPy101ychsDQUBpLuYqlKwsUJCv3FdmUzbpj+6WczL0ayFN 

Presenter
Presentation Notes
GET requests for suspicious domains followed by large strings of code should always be considered suspicious. This string has two layers of obfuscation; RC4 encryption and base64 encoding. This domain is known for serving up browser based exploits.



Network Analysis – Proxy Log 

• 192.168.32.188 anonymous Mozilla/4.0 (compatible; MSIE 1.0; Windows NT; CMD3) Y
 2011-05-06 19:16:21 w3proxy SERVER - ch01cilewk.com
 192.168.32.146 443 - - 662 SSL-tunnel TCP
 - ch01cilewk.com:443 - Inet 407 - Internet
 Req ID: 0a15636b; Req ID: 0a15636b; Compression: client=No, server=No, compress rate=0% 
decompress rate=0%, Compression: client=No, server=No, compress rate=0% decompress rate=0% Internal
 External 0x800 Allowed 2011-05-06 19:16:21 - 

Domain associated 
with TDSS. 

Unique UserAgent strings 
associated with TDSS. 

Unique strings and domain names can be used to create detection 
rules addressed later. 

Presenter
Presentation Notes
Proxy logs identify a connection attempt to a suspicious site. The victim appears to be using unique UserAgent strings identifiable only to the command and control server.



Restore Point Forensics 

• \·D·e·v·i·c·e·\·H·a·r·d·d·i·s·k·V·o·l·u·m·e·1·\·S·y·s·t·e·m· ·V·o·l·u·m·e· 
·I·n·f·o·r·m·a·t·i·o·n·\·_·r·e·s·t·o·r·e·{·3· 

• 8·6·F·7·B·B·D·-·F·8·A·8·-·4·7·8·1·-·9·6·6·A·-
·4·4·8·7·0·E·B·F·3·F·9·7·}·\·R·P·1·4·\·c·h·a·n·g·e·.·l·o·g···þ············ï 

• Í«········ 
····a······································t·······\·W·I·N·D·O·W·S·\·s·y·s·t·e·m·3·2·\·s·p·o·o·l·\
·p·r·t·p·r· 

• o·c·s·\·w·3·2·x·8·6·\·O·C·1·7·u·O·C·E·I·.·d·l·l···"·······A·0·0·0·5·3·1·1·.·d·l·l 

Analysis of the Restore Point uncovers a malicious DLL 
previously stored in the Print Processor Provider directory. 
The file is indexed in a change.log file as ‘A0005311.dll’ and 
a copy is placed in the RP## folder. 

Presenter
Presentation Notes
By default in Windows XP, restore points are created every 24 hours and are retained for ninety days. Restore points are also created when new software is installed, prior to any Windows Automatic Updates and when unsigned device drivers are installed. Users can also initiate the creation of a restore point.
Snapshots of files are stored in change.log files and often hold evidence of malicious file previously on the active system. Registry hives are also recorded. 
In this event the Trojan adds itself to the Print Processor Provider and then calls the Printing Subsystem to execute the malicious DLL, OC17uOCEI.dll. The DLL deletes itself after execution.
However, a restore operation copies the file to a restore point before the file is deleted saving valuable evidence for the analyst.





CollectedData_##.xml 
 

• <NAMESPACE NAME="root" />  
•   <NAMESPACE NAME="cimv2" />  
•   </LOCALNAMESPACEPATH> 
•   </NAMESPACEPATH> 
• - <INSTANCENAME CLASSNAME="Win32_StartupCommand"> 
• - <KEYBINDING NAME="Command"> 
•   <KEYVALUE VALUETYPE="string">rundll32.exe 

"C:\WINDOWS\anitahefozujecaz.dll",Startup</KEYVALUE>  

 

This malicious DLL is linked to the ‘root’ Namespace 
indicating it runs with system level privileges. 
The ‘Win32_StartupCommand’ class indicates a command 
that runs automatically when a user logs on to a system. 

Presenter
Presentation Notes
This file is associated with a TDSS downloader program.
The PCHealth Scheduler records software configuration changes to the system over a period of time. This data is stored in CollectedData files at %WINDOWS%\pchealth\HELPCTR\DataColl. Since these files collect historical data it is possible to identify malicious files that may have been previously installed on the system.



Task Scheduler 

• "Task Scheduler Service" 
•  Started at 3/23/2012 10:57:02 AM 
• "a4e50120.job" (a4e50120.exe) 
•  Started 3/23/2012 12:26:11 PM 
• "a4e50120.job" (a4e50120.exe) 
•  Finished 3/23/2012 12:26:12 PM 
•  Result: The task completed with an exit code of (0). 

This task was scheduled each time a reboot occurred. The 
job executed a file in the victim’s %Application Data% 
folder which called back to the C2 domain. 

Presenter
Presentation Notes
Malware often schedules tasks on Windows systems as part of its activity and this is not different for some versions of TDSS.

The Windows Task Scheduler allows a user to schedule or launch tasks or programs on a chosen computer. Tasks can be scheduled with the ‘at.exe’ program and a log of scheduled task activity is recorded in ‘SchedLgU.txt’.  One benefit to a forensic analyst is that Windows Event Log service must be running before Task Scheduler can be initiated.



hosts file 

• 93.186.119.129 www.google.com  
• 93.186.119.129 google.com  
• 93.186.119.129 google.com.au  
• 93.186.119.129 www.google.com.au 
• 93.186.119.129 google.be  
• 93.186.119.129 www.google.be 
• 93.186.119.129 google.com.br  
• 93.186.119.129 www.google.com.br 
• 93.186.119.129 google.ca  
• 93.186.119.129 www.google.ca 

 

This excerpt from the hosts file will redirect all searches in 
Google to the malicious host at 93.186.119.129: 

Presenter
Presentation Notes
The ‘hosts’ file, located at %SystemRoot%\system32\drivers\etc\hosts is a plain text file that is used to map hostnames to IP addresses. When resolving domains, Windows operating systems will check the ‘hosts’ file for the IP address of the requested domain before querying the DNS server. TDSS and its affiliates will often modify the ‘hosts’ file to redirect the victim to a malicious site. 

One victim system that was analyzed contained three versions of the ‘hosts’ file stored in various locations in the file system. One ‘hosts’ file directed all Google searches to 93.186.119.129 (above), a second ‘hosts’ file directed queries to various fake antivirus and dubious ecommerce sites to 74.125.45.100, while third ‘hosts’ file directed queries to various domains and antivirus vendors to 64.117.35.255.  Based on the location of the third ‘hosts’ file on the image, it may be associated with an earlier version of TDSS.

In this event, the redirection of a google search was ultimately the infection vector for TDSS.



Unused Disk Area 

• 00062A95   00062A95      0   <BtB.f 
• 00062C06   00062C06      0   [PurpleHaze] 
• 00062C14   00062C14      0   pn=161 
• 00062C1C   00062C1C      0   all=ph.dll 
• 00062C28   00062C28      0   allx=phx.dll 
• 00062C36   00062C36      0   wait=3600 
• <snip> 
• 000640C8   000640C8      0   {%08x-%04x-%04x-%04x-%04x%08x} 
• 00064332   00064332      0   *\\.\globalroot%S 
• 0006434A   0006434A      0   PurpleHaze 
• 0006438A   0006438A      0   LoadLibraryExA 
• 0006439A   0006439A      0   GetProcAddress 
• 000643AA   000643AA      0   VirtualFree 
• 00064883   00064883      0   A]A\] 

 

•TDSS  often places its configuration data in the Unused 
Disk Area outside of partitioned space. 

Presenter
Presentation Notes
This data was carved from the last sectors of the Unused Disk Area and then viewed with the strings viewer, BinText (Foundstone, Inc). If you are using Encase, I recommend having at least one application for strings extraction as a File Viewer. The first section, lists two malicious DLLs associated with the variant known as Purple Haze. In the second section, the two function calls, LoadLibraryA and GetProcAddress are used for DLL injection into running processes.
Unlike Unallocated Space, the Unused Disk Area is not allocated to the logical file system.



Unallocated Space 

• h·t·t·p·:·/·/·c·l·c·k·i·l·.·c·o·m·/·?·x·u·r·l·=·h·t·t·p·:·/·/·c·l·c·k·i·l·.·c·o·m·/·y·Z·L·0·W·F·R
·e·7·u·7·Q·y·R·U·1·5·6·7·1·d·8·2·c·3·8·6·6·2·d·9·6·5 
·e·8·6·5·4·6·3·9·4·c·0·f·9·3·6·1·7·A·&·x·r·e·f·=·h·t·t·p·:·/·/·c·o·r·n·i·s·h·r·e·x·.·o·r·g·/·
k·e·y·/·?·q·s·=·5·7·d·2·7·7·6·c·5·6·a·7·1·4·6·b·b·6·4·3· 
e·e·f·c·2·0·8·6·9·1·0·2·d·f·b·5·2·4·d·b·6·e·6·d·9·8·7·8·f·f·0·e·9·4·7·1·d·f·0·b·8·1·0·e·
0·0·a·c·0·e·b·a·2·d·f·5·0·a·8·6·d·6·0·8·3·c·3·b·3·8·c·3·d·f·4 
·3·&·t·=·t·o·+·c·o·n·s·o·l·i·d·a·t·e·+·d·e·b·t························3Dc···�\···············S·o·f·
t·w·a·r·e·\·M·i·c·r·o·s·o·f·t·\·W·i·n·d·o·w·s·\·C· u·r·r·e·n·t·V·e·r·s·i·o·n·\·I·n·t·e·r·n·e·t· 
·S·e·t·t·i·n·g·s·\·Z·o·n·e·M·a·p 

•Internet History carved from Unallocated Space. 
•The server at clckil.com hosted multiple pay-per-click ad 
fraud links. 

Presenter
Presentation Notes
Files are often deleted to hide evidence of malicious activity on the system. Keyword searches through this Unallocated Space can yield big dividends when searching for malicious activity. 
In this event, a large amount of the Internet History (index.dat) was deleted from the logical drive. 
Searches through the Unallocated Space for malicious domain names, e.g. clckil.com extracted from a unencrypted ‘cfg.ini’ file uncovered a large volume of activity. 
The HTTP header includes a fake referrer tag  for cornishrex.org. The pay-per-click feature will swap out a multitude of fake referrer tags to give the appearance of numerous systems connecting to the site.
 



Pagefile.sys 
• iexplore·am Files\Internet Explorer\IEXPLORE·EXE" -nohome·p·l·o·r·e·r·\·I·E·X·P·L·O·R·E·.·E·X·E· 
• "· ·-·n·o·h·o·m·e··············································································· 
• ······································································;·5.1 2600 SP3.0·········· 
• ················································C:\WINDOWS\Explorer.EXE························· 
• ························1715567821······························································ 
• 351····························································································· 
• ····································································8A;·0······················· 
• ············································Y#··0.03············································ 
• ······················D·0······································································· 
• ······························································································o· 
• 30001··························································································· 
• ······································································p·e8f15a3610c618aa918b3942 
• e6bdcadb4437fbe3················································································ 
• ············································P ;·\\?\globalroot\device\000004f0\494536f5·cmd.dll 

Affiliate ID number 

Build Date 

Random Number 

Bootkit Version 

Bot Identifier 

Path to the physical location on the disk 

This data was recovered from the pagefile by searching for the 
physical path. 
 

Presenter
Presentation Notes
When Windows runs out of physical memory it stores pages in a swap file on the disk called ‘pagefile.sys’. This is a reserved portion of the hard disk that is used as an extension of Random Access Memory (RAM). Pagefile.sys is generally one to one and one half the size of the installed RAM on the system.

The configuration file for the bootkit is RC4 encrypted in the Unused Disk Area. However, when the bootkit is running the configuration file is decrypted in memory. Memory that is swapped out to Pagefile.sys is easily recoverable on a static image. This data was recovered by searching for the physical path string ‘globalroot\device\’. Nearly all computer files and programs use logical paths. The presence of a physical path is very unusual and suspicious.



Pagefile.sys 

• HKU\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Interne
t Settings\ZoneMap\Domains\esbigholtem.com··Y·············vwE 
··1·······da·}· M·4··@···~j 
·········T··y]w`·vw_·vw!(·~·Y·~MB·~,K·~,J·~^0·~oD·wy<·w·N·w·L·w·
K·wBJ·wEL·w>`·w·Z<·m 
<·n·<··7·|····`·5·····HKLM\Software\Microsoft\Windows\CurrentVersi 
on\Internet Settings\ZoneMap\Domains\esbigholtem.com 

References to the domain, ‘esbigholtem.com’ are only 
found in memory or the pagefile. 

Presenter
Presentation Notes
TDSS and other malwares may make system changes while they are running that are resident only in memory. In this event, the registry is modified so the malicious domain, www[.]esbigholtem[.]com is entered as a trusted domain in \SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Domains. The system connects out to the domain during the initial infection, then the domain is removed from the registry.
Because the data is never written to the disk, there is no evidence found in the Registry or any of the RestorePoints indicating the presence of the domain.
However, this domain can be found when analyzing live memory.



Live Memory Forensics 
• Malicious code injected into svchost.exe 

Presenter
Presentation Notes
Using a memory forensics tool such as Volatility you can easily extract running processes and identify any malicious activity. The Volatility module, apihooks (written by Michael Hale Ligh) was used to identify a hooked process (svchost.exe). Windows uses a Virtual Address Descriptor (VAD) Tree to keep track of memory used by each process. The Volatility module, vaddump (written by Brendan Dolan-Gavitt) can be used to extract suspicious code.
In this event, code was extracted from Service Host process associated with TDSS activity. Elements of the UserAgent string above can be used for additional searches through Internet History or for writing Snort rules.



Live Memory Forensics 

Presenter
Presentation Notes
In this snapshot, the Client/Server Runtime Subsystem (csrss.exe) is injected with the DLL, ph.dll. Mila identifies ph.dll as the payload dll of the TDSS variant, Purple Haze for x86 systems on contagiodump.blogspot.com (2012).
This data was recovered using a python module for Volatility called malfind.py. This module was written by Michael Hale Ligh.



Snort Rules 

• alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:"ET 
TROJAN 

• Possible TDSS User-Agent seen with HTTP CONNECT Traffic"; 
• flow:established,to_server; content:"CONNECT"; http_method; 
• content:"User-Agent|3a| Mozilla/4.0 (compatible|3b| MSIE 1.0|3b| Windows 
• NT|3b| CMD3)"; http_header; classtype:trojan-activity;) 

This rule looks for unique items in the UserAgent string, 
such as ‘MSIE 1.0’ and ‘CMD3’ 

Presenter
Presentation Notes
Snort is an open source network intrusion detection system for UNIX and Windows systems. Many of today’s intrusion detection systems employ Snort or Snort-like rules. A variety of elements can be recovered from TDSS traffic that can be used to create Snort rules for identifying malicious activity. 
The Snort rules displayed as well as many more for detecting TDSS activity are available from several sources on the Internet including ‘www.snort.org’, ‘www.emergingthreats.net’ and ‘www.kernelmode.info’.



Snort Rules 

 alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:"ET 
TROJAN TDSS/TDL/Alureon MBR rootkit Checkin"; 
flow:established,to_server; content:"GET"; nocase; http_method; content:" 
HTTP/1."; content:"|0d 0a|Accept-Language|3a| "; distance:1; within:19; 
content:"User-Agent|3a| Mozilla/4.0 |28|compatible|3b| MSIE"; 
fast_pattern:23,18; http_header; content:"Host|3a| "; distance:0; 
http_header; content:"|3a| no-cache"; distance:0; http_header; 
content:!"Accept|3a| "; http_header; pcre:"/^\/[a-z0-9+\/=]{16,400}$/Ui"; 
classtype:trojan-activity; sid:2011894; rev:15;) 

This rule will detect one of the base64 encoded string 
associated with TDSS ‘GET’ requests 

Presenter
Presentation Notes
With each new modification to TDSS by it’s authors, new and modified Snort rules will need to be developed. The Snort rules listed are from ‘www.emergingthreats.net’.
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