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Please Note:

IBM’s statements regarding its plans, directions, and intent are subject to change or withdrawal without notice at IBM’s sole
discretion.

Information regarding potential future products is intended to outline our general product direction and it should not be relied on in
making a purchasing decision.

The information mentioned regarding potential future products is not a commitment, promise, or legal obligation to deliver any
material, code or functionality. Information about potential future products may not be incorporated into any contract.

The development, release, and timing of any future features or functionality described for our products remains at our sole discretion.
Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual
throughput or performance that any user will experience will vary depending upon many factors, including considerations such as the

amount of multiprogramming in the user’s job stream, the 1/0O configuration, the storage configuration, and the workload processed.
Therefore, no assurance can be given that an individual user will achieve results similar to those stated here.
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Agenda

* IBM PSIRT

 Tooling Design Challenge
« Workflow-Based PSIRT
 PSIRT Demo
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IBM PSIRT Roles

Main players

8PSIRT Operations — Oversees PSIRT Tool and compliance

z¢m Product Responder — Performs detailed analysis and
creates remediation plan

activity and progress

Pillar Lead — Oversees vulnerability assessments
performed by the Product Teams

& Brand Lead — Monitors actions of Brand team to ensure

Scorer (IBM X-Force) — Determines severity of the

4 vulnerability and provides both the Common Vulnerability
* Scoring System (CVSS) details and the Common
Vulnerability and Exposure (CVE)

Other Reviewers

PSIRT users responsibility:

Collaborate with PSIRT and Brand team
Validate vulnerability

Multi-tiered review of Remediation and Communication Plan
(approach and timeline to address issue)

Adhere to plan
Prevent disclosure of sensitive information
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IBM PSIRT

PSIRT O PSIRT Scorers
J Operations
Brand 1 Brand n &rand Lead
Pillar Lead
Pillar 1 Pillar n Pillar 1 Pillar n
Product Product Product Product Product Product Product Product
1 n 1 n 1 n 1 n ﬁ

Other . Responder

) Reviewers ‘w

Security Bulletin Remediation Plan

Reviewer Reviewer
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Simple scenario PSIRT process workflow

3

PSIRT

Operations

* Open Source

e 3rd party
reporter

>

Brand Lead,

Pillar Lead or

Responder

* Internally
found

» Customer

™

Event
notification
sent

Create
Advisory

Advisory —represent a
security vulnerability

Product Record — unique
representation for a
product/offering/component
potentially affected

Create
Product
Record(s)

. Responder
. PSIRT Operations

a3

X-Force

updates
advisory with
CVE and CVSS
Details

Remediation Plan Reviewers
. Remediation Plan Reviewer
. PSIRT Leadership*

. Other Reviewers*

Responder
documents

Remediation Review Plan
and

Responder
researches
vulnerabilities
and requests
scoring

Develop Fix
Publish
Fix and

. Bulletin
Communication

Draft Review
Security Security
Bulletin Bulletin

Bulletin Reviewers
. Security Bulletin Reviewer
. PSIRT Operations
. Other Reviewers*

* Additional reviews may not be needed
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PSIRT Process problems before workflow tool

PSIRT Operations

. heﬂéicautévn?em Unstructured tasks and
PSIRT Product [ N 9 communication (paper or
e email)
PSIRT Brand

& Pillar

Inefficient working
environment spans
systems

Inconsistent prioritization

Incomplete or inaccurate
data flow between
systems

Lack of control over
system and business
events (exceptions)

Assess

Policies

Poor visibility into
process performance
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Workflow using Business Process Management (BPM)

BPM is an integrated approach to aligning the key activities of an
organization into processes that you can consistently measure to optimize

value to your organization and its end customers.

Integrated

- Technology + methodology -’
« Compresses cycle time

for process lifecycle .
- Enabled by BPMS platform '\‘

Design

Processes

+ Align people & tasks -
to valuable outcomes
End-to-end vs. silo

- — I
« Cross-functional sPm #M

Measure

« High visibility into performance
of process & people

« Metrics that are meaningful
to the business

« Quantify impact of process
improvements

Optimize

+ Enhance process to
maximize business value

» ldentify & remove
bottlenecks

= Eliminate non-value-add
activities

10
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PSIRT Process problems before workflow tool

PSIRT Brand Ineff'C'ent

& Pillar

PSIRT Operations E .
xecutive
PSIRT Product . \ Management
0“‘ ¥ = o
= & d
» A
N

Ineffective

Inaccurate

.
Red
e
. 3
o
.
.

Incomplete

Assess

Inconsistent

Inflexible

Policies

Invisible
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PSIRT Process with workflow

Product

PSIRT Operations

Responders  ©

PSIRT
Brand &
Pillar
Leads

Policies

Executive
Management

0 Automate workflow & decision

making

Helps reduce errors and
improve consistency

Standardize resolution across
geographies

Leverage existing systems
and data

Monitor for business events
and initiate actions
Real-time visibility and
process control

Benefits:

* Potential reduction in
manual work and errors

« [Faster, more consistent
issue resolution

« Metrics, measurements,
visibility and business-
friendly reports

* Rapid, agile and iterative
process improvements

2016 FIRST Technical Colloquium
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Overview of PSIRT Tool with Workflow

« Workflow based tooling helps ensure timely identification, analysis,
resolution and reporting of security vulnerabilities in IBM products

« PSIRT Process is integrated into the tool, where the steps within the
process follow a managed workflow with tasks and notifications

 Tool supports Product Responders, Pillar Leads, Brand Leads, Reviewers,
IBM X-Force and PSIRT Operations

« Each task has a task due date to ensure teams stay on track

» Tool features:
— Workflow engine
— Event notification
— Task lists

2016 FIRST Technical Colloquium

13



Workflow engine

« Work flow engine guides the PSIRT users through the necessary steps in
the PSIRT process

! J
=Y
I=FR |

* The tool is like a big flow chart — where your next task depends on the
answers you provide in your current task

« All PSIRT related transactions should occur inside the tool
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Event notifications

« Event notifications are used to alert users when
— Advisory created
— Product Record created
— Product Record closed
— Product Record Remediation Plan created
— Other reviews are required
— Product Record Remediation Plan has completed reviews
— New task assigned
— Task almost due
— Task overdue

2016 FIRST Technical Colloquium
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Task based

« Task — an action a user needs to complete (to-do)
« Each user’s to-do’s are organized into a series of tasks

* The tool generates tasks for the appropriate person to complete for each
PSIRT Process step

— Workflow is role based - each task is designed to be completed by a particular
role

— Each users tasks are listed in their PSIRT Task list
— Users must complete a task in order for the tool to progress to the next task

 All Brand and Pillar Leads are able to view all tasks for every role to track
progression of a record

e Users need to claim a task to work on it; once claimed no one else can
work the task

2016 FIRST Technical Colloquium

16



Workflow-Based PSIRT Tool benefits

« PSIRT Tool supports the PSIRT Process and guides users through a
series of tasks

« PSIRT Policies and rules are incorporated into the PSIRT Tool
— Plans are checked by a compliancy checker
— Out of compliance records have different workflows with extra approvals

 Leads are able to easily pinpoint a Product Record’s progression through
the PSIRT Process

« PSIRT Operations and Leads can better monitor records that are non-
complaint

* Reduction of rework due to exceptions and errors
« Significant reduction in emails

2016 FIRST Technical Colloquium
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All of a user’s tasks are in one convenient location, clearly marked with due dates

My Tasks Q Y

Open Tasks | Completed Tasks

» Overdue

¥ Due Later (4)

O Step: Product Responder: Provide Vulnerability scoring information "‘ Due: February 24, 2016 1:00 AM
Advisory ID 4434; Product Record ID 66938; Product PSIRT 4 Test; Froduct Record Owner -0562N897; Process ID 26124 4 PSIRT_BRA-37_PiL-146_Team
Step: Product Responder: Assess Product vulnerability Y Due: February 24, 2016 1:00 AM
Advigory ID 4422; Product Record ID 6694 1; Product PSIRT 4 Test; Product Record Owner -0562N837; Process ID 26127 4 PSIRT_BRA-37_PIL-146_Team

O Step: Security Bulletin Coordinator: Draft Security Bulletin [~/ Due: March 2, 2016 1:00 AM
Advigory ID 4434; Product Record ID 66939; Product PSIRT 4 Test; Product Record Owner -0562N897; Process ID 26125 W PSIRT_BERA-37_FiL-146_Team
Step: Product Responder: Create Remediation Plan 4 Due: March 5, 2016 1:00 AM
Advizory ID 4431; Product Record ID 66940; Product PSIRT ¢ Test; Product Record Owner -0562N837; Process ID 26126 I 4 PSIRT_BRA-37_PIL-146_Team I

Tasks are automatically assigned to the
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Complete audit trail of every product record

Product Record History

Product Record History
Created by A BrandABrandLead (-0562N897@tst.iom.com) at 19:25:06 EST on 02/14/2016.
PRID 66938: PSIRT Event Notification: New Product Record has been opened for PRID 66938, Product PSIRT 4 Test was sentto PSIRT Brand Lead, Brand Lead Backup, Pillar Lead, Pillar Lead Backup, for Brand PSIRT Test, Pillar PSIRT Test, Product PSIRT 4 Test
by deadmin (deadmin) at 19:25:06 EST on 02/14/2016.
Product record clock started at 19:25:7 EST on 2/14/2016.
State setto New at 19:25:8 EST on 2/14/2016.
PRID 66938: New PSIRT Task Notification: Begin Product Vulnerability Analysis for PRID 66938, Product PSIRT 4 Test was sentto PSIRT Pillar Leads and Backup Pillar Leads for Brand PSIRT Test, Pillar PSIRT Test, Product PSIRT 4 Test by deadmin (deadmin) at
19:25:27 EST on 02/14/2016.
Vulnerability assessment begun by A BrandABrandLead (-0562N897@tst.ibm.com) at 19:32:53 EST on 02/14/2016.
PRID 66938: New PSIRT Task Notification: Provide Vulnerability Scoring Information for PRID 66938, Product PSIRT 4 Test was sent to PSIRT Pillar Leads and Backup Pillar Leads for Brand PSIRT Test, Pillar PSIRT Test, Product PSIRT 4 Test by deadmin (deadmin)
at 19:33:12 EST on 02/14/2016.
CVSS scoring information provided by A BrandABrandLead (-0562N897@tst.ibm.com) at 19:37:32 EST on 02/14/2016.
State setto WaitingForScoring at 19:37:33 EST on 2/14/2016.
PRID 66938: New PSIRT Task Notification: Provide CVE Information for PRID 66938, Product PSIRT 4 Test was sent to X-Force Scoring team member by deadmin (deadmin) at 19:37:34 EST on 02/14/2016.
State set to WaitingForScoring at 19:38:56 EST on 2/14/2016.
Product Record is currently waiting for scoring of Advisory to complete by deadmin (deadmin) at 19:40:56 EST on 02/14/2016.
Scoring provided by DIANE MICKELSON (dmickel@us.ibm.com) at 19:47:02 EST on 02/14/2016.
State set to InRemediationPlanning at 19:48:57 EST on 2/14/2016.
State set to InRemediationPlanning at 19:49:0 EST on 2/14/2016.
Autofilled relevant CVEs by deadmin (deadmin) at 19:49:01 EST on 02/14/2016.
PRID 66938: New PSIRT Task Notification: Create Remediation Plan for PRID 66938, Product PSIRT 4 Test was sent to PSIRT Pillar Leads and Backup Pillar Leads for Brand PSIRT Test, Pillar PSIRT Test, Product PSIRT 4 Test by deadmin (deadmin) at 19:49:24
EST on 02/14/2016.
State setto InRemediationPlanning at 19:49:45 EST on 2/14/2016.
Remediation plan submitted for review by A BrandABrandLead (-0562N897 @tst.ibom.com) at 19:55:54 EST on 02/14/2016.
PRID 66938: PSIRT Event Notification: Remediation Plan In Reviews for PRID 66938, Product PSIRT 4 Test was sent to PSIRT Brand Lead, Brand Lead Backup, Pillar Lead, Pillar Lead Backup, for Brand PSIRT Test, Pillar PSIRT Test, Product PSIRT 4 Test by
deadmin (deadmin) at 19:55:55 EST on 02/14/2016.
PRID 66938: New PSIRT Task Notification: Review Remediation Plan By Plan Reviewer for PRID 66938, Product PSIRT 4 Test was sent to PSIRT Designated Product Remediation Plan Reviewer for Brand PSIRT Test, Pillar PSIRT Test, Product PSIRT 4 Test by
deadmin (deadmin) at 19:56:08 EST on 02/14/2016.
PRID 66938: New PSIRT Task Notification: Draft Security Bulletin for PRID 66938, Product PSIRT 4 Test was sent to PSIRT Designated Product Security Bulletin Reviewer for Brand PSIRT Test, Pillar PSIRT Test, Product PSIRT 4 Test by deadmin (deadmin) at
19:56:34 EST on 02/14/2016.
Remediation plan Remediation Plan Reviewer review completed with comments ™looks good™ by A BrandABrandLead (-0562N897@tstibm.com) at 19:58:13 EST on 02/14/2016.
Remediation Plan Executive Approval(s) not needed due to plan compliance by deadmin (deadmin) at 19:58:14 EST on 02/14/2016.
Remediation Plan Reviews Complete by deadmin (deadmin) at 19:58:14 EST on 02/14/2016.
PRID 66938: PSIRT Event Notification: Remediation Plan has completed the Review cycle for PRID 66938, Product PSIRT 4 Test was sentto PSIRT Brand Lead, Brand Lead Backup, Pillar Lead, Pillar Lead Backup, for Brand PSIRT Test, Pillar PSIRT Test, Product
PSIRT 4 Test by deadmin (deadmin) at 19:58:15 EST on 02/14/2016.
State setto FixinProgress (from Update EOL Items because allFixesPublished=false, allBulletinsUpdated=false, and customerCommunicationDone=true)
State setto InRemediationPreparation at 19:58:16 EST on 2/14/2016.
PRID 66938: New PSIRT Task Notification: Deliver Fix Or Modify Plan? for PRID 66938, Product PSIRT 4 Test was sentto PSIRT Pillar Leads and Backup Pillar Leads for Brand PSIRT Test, Pillar PSIRT Test, Product PSIRT 4 Test by deadmin (deadmin) at 19:58:33
EST on 02/14/2016
ity b and submitted fo jew D @tstibm.com) at 20:00:22 EST on 02/14/2016
PRID 66938: New PSIRT Task Notification: Rewew Securitv Bulletm Bv Secuntv Bulletln Reviewer for PRID 66938. Product PSIRT 4 Test was sentto PSIRT Desianated Product Securitv Bulletin Reviewer for Brand PSIRT Test. Pillar PSIRT Test. Product PSIRT 4 Tesl

Email reminders to ensure tasks are handled on time
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All relevant information is available for each step of the process

Advisory Information | Product Record Information | CVE and CVSS Scoring Details | Remediation Planning - Security Bullefin | Extemal Publishing

Advisory ID: Advisory Creation Date: Advisory Title: Advisory CVEs:

4434 2/14/2016 title
Product Record ID: Product Record Start Clock Date: ProductRecord State: Effective CVSS: ProductName: RelevantCVEs:
66938 New PSIRT 4 Test

Current Task: Assigned To: Assignee Role: On: Current Parallel Task: Assigned To: Assignee Role: On: DI re Ct I I n kS to th e
Advisory Information | Product Record Information K n OWI e d g e C e n te r

Product Record Information
Hélp and full documentation| PSIRT Knowledge Center: Product Record Information I

General Product Record Information
Product Record ID: Product Record State: Product Record Creation Date: Product Record Start Clock Date: Days Since PR Clock Start:

66938 New 2/14/2016
Product Record Creator: Product Record Creator Intranet ID: Product Record Creator Role: Is Product Record Migrated from PSIRT1?
A BrandABrandlLead -0562N897@tstibm.com Process Owner

Product Record Owner: Product Record Owner IntranetID:

Product Record Process ID:
26124
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Step: Create Product Record [~

General Product Record Information
Product Record ID: Product Record State: Product Record Creation Date: Product Record Start Clock Dat

66938 New 2/14/2016
Product Record Creator: ProductRecord Creator Intranet ID: Product Record Creator Role: Is Product Recol
A BrandABrandLead -0562N897@tst.ibm.com Process Owner

Product Record Owner: Product Record Owner IntranetID:

Product Record Process ID:
26124

Product Record Task Info

Last Completed Task: CurrentTask: Last Completed Parallel Task: Current Parallel Task:

Completed By: Assigned To: Completed By: Assigned To:

On: Assignee Role: On: Assignee Role: Bu"t |n ChECkS for dUplICate
Reinit point: On: Reinit point: On: records

Reinit point:
0

* Brand: ProductID: PSIRT Blog Tag:
PSIRT Test ~ | Product short name:

* Pillar Name:

PSIRT Test ~ | Is Productarchived?

* Product Name:

PSIRT 4 Test 5l Lot

=<no selection=
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Brand: ProductID: PSIRT Blog Tag:
PSIRT Test 3169

Pillar Name: Product short name:

PSIRT Test

Product Name: Is Productarchived?
PSIRT 4 Test No

Product Type:
On-Premises

Alternate process paths
triggered automatically
when required

Product Analysis Has Begun

“ Analysis of this Product's potential vuinerability to the issue outlined in this Advisory has been started. *

* Are you ready to report right now on whether the Product is vulnerable to issue described in Advisory?
©Yes INo

Product Analysis

Is Product vulnerable to issue described in Advisory? If no, must provide reason:
©Yes, this product is vuinerable to this issue:  No, this product is not vuinerable to this issue

| | 1'am only affected due to a product that! bundle and will ONLY be publishing a Bundling Bulletin and do not need to provide a fIXI
Planned Publish Date for the Bundling Bulletin:

e

Expedited Status

Is this Product Record an Expedited Product Record? Only change this to OVERRIDE the Expedited status of the related Advisory.
Yes © No

Product Record Expedited Comments: (For each edit, add a new line at the top with a description of the edit. Don't overwrite previous entries, just add a new top line.)

Expedited process paths
triggered automatically
when required

If you are requesting a DIFFERENT Expedited Status for this Product Record than the Expedited Status for the related Advisory, PSIRT Operations must approve this request before the Product Record
can proceed.

Similarly, if you are requesting a DIFFERENT Not-to-exceed Date for this Product Record than the Expedited Not-to-exceed Date for the related Advisory, PSIRT Operations must approve this request
before the Product Record can proceed.
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Prior Scoring

Were reported CVEs available for this issue?
(" Yes (& No

Scoring Possible?

* Can scoring be performed?
o Yes, scoring can be done with the information available (' No, additional information is needed before scoring can be completed

CVE Assignment and CVSS Scoring

CVE: CVSS CVSS Vector: Vulnerability Type: X-Force URL: Score Comments: CVE Description:
Score:
. _ url :
CVE-2016-0001 | |5.70 AV:LJAC:LJAU:SIC:PI:CIAP Other [

Check Scoring for Self-Consistency and Formatting Get CVE Details from XForce for CVE(s) above

CVE Edits

Advisory Scoring Status:

Built in compliance checking Pull Scoring information directly from X-

Force database
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Appropriate Reviews are determined and requested by the tool

Remediation Plan Edit History: (For each edit, add a new line at the top with a description of the edit. Don't overwrite previous entries, justadd a new top line
Comments by A BrandABrandLead on Sun Feb 14 2016 20:04:17 GMT-0500 (EST): moved fix dates out a week

Plan Reviews

Plan Review by Designated Product Remediation Plan Reviewer

* Please select your response to this review. (Make your selection first here, then provide comments, below.)
Review Completed -

* Plan ',',R,e"i?w Completed” comments: (Note: please don't overwrite previous comments, simply add them below on the top line)

;new dates are Stﬁii comﬁliant
{Comments by A BrandABrandLead (-0562N897@tst.ibm.com) on Sun Feb 14 2016 19:58:13 GMT-0500 (EST): Approved

Captures review history and plan modifications

Reviewers can see comments left by previous reviewers

2016 FIRST Technical Colloquium
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Remediation Planning | Security Bulletin

Security Bulletin

Help and full documentation: PSIRT Knowledge Center: Security Bulletin

Security Bulletin Plan

Will security bulletin be issued? i Planned Security Bulletin Publish Date
(@) Yes, a security bulletin will be issued [ No, a security bulletin will not be issued 3/12/2016

Will a vulnerability-specific Advisory Security Bulletin template be provided by PSIRT Ops?
[ Yes @ No

Security Bulletin Content

Important! When you are ready to publish the Security Bulletin, BEFORE you do so, read all reviewer's comments to check for necessary typo fix
or other important information. Reviewers may select "Review Completed” for the Security Bulletin even though typo fixes are needed before
publication.

Relevant CVE Information:

CVEID: CVE-2016-0001

DESCRIPTION: description

CVSS Base Score: 5.7

CVSS Temporal Score: See uri for the current score
CVSS Environmental Score*: Undefined

CVSS Vector: (AV:L/AC:LJAu:SIC:PN:CIA:P)

| This is a Bundling Bulletin.

* If you use DCF, draft your bulletin in DCF and put the DCF preview link here. You should ONLY use the editor below if you are NOT using DCF:
DCF preview link:

If you are NOT using DCF, then use the editor below to draft your Security Bulletin:

Kﬁ%l%’ﬂ%@ln 18]

%
i
I

il
il
"
ihl
il
[l

*Things marked in red are DCF fields where you would enter data.

s where
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External Publishing
External Publishing

Help and full documentation: PSIRT Knowledge Center: External Publishing

Fix Delivery Status

roduct Name: VRM: Actions to address release: Planned Code Fix Release Date: Code Fix Is Delivered: Actual Code Fix
(Version. Release Date:
Release.
Modification,
ie:1.2.3)

ct1 1 Code fix 3/12/2016 [/ 5%12’2015

ct2 2 Code fix, Mitigation 3/26/2016 R

* Fix Delivery Comments:

Security Bulletin Publication Status

“ Has security bulletin been published? *
* Date Security Bulletin published:
3M12/2016

* Published Security Bulletin URL (verify external link is active first):

url.ibm.com
xduct Name: VRM: Actions to address Code Fix Is Actual Code Fix Communication Planned Security Is version included Date version
{Version. release: Delivered: Release Date: Plan for supported Bulletin Date: in Bulletin? included in Bulletin:
Release. release:
Modification,
ie:1.2.3)
7 Included in initial 3M2/2016 :
1 1 Code fix 1ﬁ 31212016 Security Bulletin 3122016 “ : ﬂ :
2 2 Code fix, Mitigation ] 312/2016 Willupdate Securtly | 3550516
o= Bulletin Q

* Security Bulletin publish comments:
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Team Performance — Overview of task status

» Brand Lead can see overall Brand performance
* Pillar Lead can see overall Pillar performance

L' PSIRT Team Performance Dashboard =
PSIRT_BRA-90_PIL-990_Team [~/

r Overview

Quick Stats

16

Open PSIRT Tasks

0

PSIRT Tasks Completed Today

PSIRT_BRA-90_PIL-990_Team

B 50verdue | 0AtRisk [ 110n Track

Turnover Rate

T T T T T T
8:00 AM 10:00 AM 12:00 PM 2:00 PM 4:00 PM 6:00 PM

. MNew tasks . Completed tasks -e- Change in number of tasks in progress
Hours
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Notices and Disclaimers

Copyright © 2016 by International Business Machines Corporation (IBM). No part of this document may be reproduced or transmitted in any form without written permission
from IBM.

U.S. Government Users Restricted Rights - Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM.

Information in these presentations (including information relating to products that have not yet been announced by IBM) has been reviewed for accuracy as of the date of
initial publication and could include unintentional technical or typographical errors. IBM shall have no responsibility to update this information. THIS DOCUMENT IS
DISTRIBUTED "AS IS" WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED. IN NO EVENT SHALL IBM BE LIABLE FOR ANY DAMAGE ARISING FROM THE
USE OF THIS INFORMATION, INCLUDING BUT NOT LIMITED TO, LOSS OF DATA, BUSINESS INTERRUPTION, LOSS OF PROFIT OR LOSS OF OPPORTUNITY.
IBM products and services are warranted according to the terms and conditions of the agreements under which they are provided.

Any statements regarding IBM's future direction, intent or product plans are subject to change or withdrawal without notice.

Performance data contained herein was generally obtained in a controlled, isolated environments. Customer examples are presented as illustrations of how those customers
have used IBM products and the results they may have achieved. Actual performance, cost, savings or other results in other operating environments may vary.

References in this document to IBM products, programs, or services does not imply that IBM intends to make such products, programs or services available in all countries in
which IBM operates or does business.

Workshops, sessions and associated materials may have been prepared by independent session speakers, and do not necessarily reflect the views of IBM. All materials
and discussions are provided for informational purposes only, and are neither intended to, nor shall constitute legal or other guidance or advice to any individual participant or
their specific situation.

It is the customer’ s responsibility to insure its own compliance with legal requirements and to obtain advice of competent legal counsel as to the identification and

interpretation of any relevant laws and regulatory requirements that may affect the customer’ s business and any actions the customer may need to take to comply with such
laws. IBM does not provide legal advice or represent or warrant that its services or products will ensure that the customer is in compliance with any law
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Notices and Disclaimers Con't.

Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly available sources. IBM has not
tested those products in connection with this publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products. IBM does not warrant the quality of any third-party products, or the
ability of any such third-party products to interoperate with IBM’ s products. IBM EXPRESSLY DISCLAIMS ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents, copyrights, trademarks or other intellectual
property right.

IBM, the IBM logo, ibm.com, Aspera®, Bluemix, Blueworks Live, CICS, Clearcase, Cognos®, DOORS®, Emptoris®, Enterprise Document Management System™, FASP®,
FileNet®, Global Business Services ®, Global Technology Services ®, IBM ExperienceOne™, IBM SmartCloud®, IBM Social Business®, Information on Demand, ILOG,
Maximo®, MQIntegrator®, MQSeries®, Netcool®, OMEGAMON, OpenPower, PureAnalytics™, PureApplication®, pureCluster™, PureCoverage®, PureData®,
PureExperience®, PureFlex®, pureQuery®, pureScale®, PureSystems®, QRadar®, Rational®, Rhapsody®, Smarter Commerce®, SoDA, SPSS, Sterling Commerce®,
Stored|Q, Tealeaf®, Tivoli®, Trusteer®, Unica®, urban{code}®, Watson, WebSphere®, Worklight®, X-Force® and System z® Z/OS, are trademarks of International Business
Machines Corporation, registered in many jurisdictions worldwide. Other product and service names might be trademarks of IBM or other companies. A current list of IBM
trademarks is available on the Web at "Copyright and trademark information" at: www.ibm.com/legal/copytrade.shtml.
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