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What is threat
hunting?
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“THREAT HUNTING”

' ISZaDrCC’rT ain or Hash THINK THREAT HUNTING IS I0C SEARCH?

* Hunting on the darknet
or Internet

* Endpoint Detection &
Response (EDR) = Threat
Hunting!?

YOU THOUGHT WRONG.

Sergio Caltagirone m
T
@cnoanalysis

#ThreatHunting cannot be automatic. If it
was automatic - we'd call it IDS.

6:48 AM - 2 Feb 2017

« Automated Threat Hunting!?

PUBLIC
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el
. 9,;.;’;;/'/ First discussed in mid 2000s by NSA/US Airforce.
*‘Q}” “cyber hunt teams will work inside the
& Army enterprise to actively search for and
THREAT locate threats that have penetrated the
HUNTING Army enterprise, but not yet manifested

their intended effects.”

“Counter-reconnaissance, or hunt forces, will
work within Army networks to maneuver, secure,
and defend key cyberspace terrain, identifying
and defeating concealed cyber adversaries
that have bypassed the primary avenues of
approach monitored by automated systems”.

Definition of hunting
in The US Army
LandCyber White
Paper released in 2013

http://dtic.mil/dtic/tr/fulltext/u2/a592724.pdf




THREAT HUNTING (BBIERS) <¢ counTERcePT

 “work inside the Army enterprise to actively search”

(ZEREETER)

- “locate threats that have penetrated the Army enterprise”

(1)\[)\] EI: {x)\EIIJ”ZHj} )

- “bypassed the primary avenues of approach
monitored by automated systems”

(e B aNzURITN R S)

OH,YOU SPEAI(
TWO lANGllAGES“

!P]‘ :§\
§F¥A

YOU MUST THINK YOU'D
MAKE A GREAT TRANSLATOR

PUBLIC
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People, process,
technology.. again?!



PEOPLE ¢ COUNTERCEPT

« Assume breach mind-set

* Go beyond the technology

» Offensive or/and Defensive knowledge

Not reserved for Level 3 or the ‘best’

Research / Innovation Time N . Py

~ Use Case / Hypothesis Generation lig m’a, “tﬁ;jm

53 ff
Management b >
g -“ orces

DPO, Governance, Legal

PUBLIC
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 Existing Processes (Incident Response, Logging, Data
Privacy)

* Hunt Methodology

* Hunt Investigation

* Measuring Success 3 - 0
FOLLOW'THEPROGESS!!

. e

WHAT PROCESS?999:

memegenerator.net
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Research
TTPs

Automate Gather

hunt data

PUBLIC



PROCESS - HUNT INVESTIGATION <{¢ COUNTERCEPT

Score | Endpoint Latest Seen Tags

2018-10-08T02:45:12Z persistence-powershell (2)
unknown-process-from-system32 (1)

7047

6384 2018-09-18T12:58:13Z persistence-powershell (1) ps-command (1)

6016 2018-10-10T04:58:13Z persistence-regsvr32 (3)
unknown-process-from-system32 (16) vt-known (798)

5082

2018-10-09T22:41:39Z reflective-load-office (1) reflective-load-third-party (1)

medium-risk-process (6) office-launching-suspicious-proc (6) cmd-start (1)

ps-v1 (3) vi-known (10) vi-pup (1) vt-unknown (1)

https://github.com/Neo23x0/sigma

PUBLIC 13



PROCESS - HUNT INVESTIGATION

- What Investigation rights for your threat hunters?
* Do they escalate to IR for further investigation?
» Can your IR start investigation without a confirmed incident?

* Will this overload your IR?

PUBLIC
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Recommendation: ONO

 Provide certain investigation capability CEA

to your hunt team
» Hash check, process dump, memory dump or file capture

 Part of your internal team
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PROCESS

?;;ZJQQFEGQGGQQEK76665HHH9H996666

J_' 5 eths s s A S S A H w ma ’F
7 - nyo w? |
oM tho L

Lu | A LU - u 5
jl l 1}\. Freakin awesome. Today | processed j L
- - 18,744 security events \ IR

( ( w s \ /1 S % g
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-,
T
2
._’,;i;;"/ Don’t measure by the # of threats found...
‘Q}T( What factors to measure success?
PROCESS - — Mean Time to Detect

— MITRE ATT&CK Coverage
— Visibility Coverage

MEASURING SUCCESS

— Red Teaming?

ATT&CK Matrix for Enterprise

bash_profile and .bashrc

ceessibility Features

Binary Padding

Spearphishing Link

Domain Fronting

Fallback Channels
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- Understand what data are available (Endpoint, Network,
Application)

* Technology Stack

— Endpoint (GRR, Sysmon, Windows Event Logs,
osquery)

— Network (BRO, Suricata)
— Data Store (ELK, Splunk, Hadoop)

Automation!

OPERATIONS AUTOMATION
@:» L 4

-

i y‘*’

]

IT'S KiND OF A BIG DEAL

PUBLIC i -



HOW WE ARE DOING IT ¢ COUNTERCEPT

Endpoint

7 \ Memory Analysis
l Persistence
\ ’ Process Monitoring
-
14N

Offline Monitoring

File Analysis
4N Forensic Artefacts
/’ \\ == Dynamic Tool Update
/
4 \\
/ \
/ \
{ \
/ \
{ \
{ \
// \\
Network Y ! \
Traffic Analysis ‘/ Threat Huntmg Y, Log Analysis
---------------------‘
Network IDS Event Log Correlation
Network Traffic Analysis Alerting
O-x =
0110110
+ =)

PUBLIC .
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Case study 1



CASE STUDY 1:

ENTERPRISE RANSOMWARE <¢ COUNTERCEPT

The JOY of Tech by Nitroxac & Snaggy

BITCOIN, OR NEXT
SMOKE, T WGHT
ON STRIKE & )
HUNGRY? UNTIL YOU JUST LET YOU
PAY UP AND
I1L UNLOCK THE NEXT TIME
MY DOOR/! YOU LEAVE, ITLL
COST YOU 100
BUCKS TO GET

The Internet of ransomware things... = /~ 30 BUCKS IN

EXCUSE US
' o I’M TURNING
PARTICIPATE - y
HACKER $100 INADDOS (/= e OFF THE

OR I'LL REVERSE ‘ e HEAT UNTIL
T T MY BANK
ACCOUNT!/

- R
SEND US CASH, g g
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH
TRASH. TO BUY AN INTERNET-
CONNECTED BROOM/

PUBLIC



CASE STUDY 1:

ENTERPRISE RANSOMWARE

€ COUNTERCEPT

: e Priv. Lateral .
Delivery Exploitation C2 Escalation Movement Objective

First Second Lateral More Lateral ‘Ransomware’
Delivery Delivery Movement Movement deployed

21



CASE STUDY 1:

ENTERPRISE RANSOMWARE ¢ COUNTERCEPT

cmd.exE /c "pOWeRAsHELL.E*X"e *-e*XecUTIONpollCy BYPAss”" -

Ano*PrOflI"EM -*wri*nDowsTyle™ hA*dDEN" (NeW"-oBjECt

sYsMEm.ANe T.wherbcLi*EANt).DOWANAIoAdAFILAEA (hitp: /N
exe','"%AppDATA

%.Exe');S"TaRt-PRoCES"S" "%aPpDATA%.eXe'

P @ WINWORD.EXE 2084 5.06 55.71 MB Microsoft Word
4 cmd.exe 3020 2.08 MB Windows Command Processor
LY powershell.exe 3936 231 813kB/s 5496 MB Windows PowerShell

22



CASE STUDY 1:

ENTERPRISE RANSOMWARE

€ COUNTERCEPT

: e Priv. Lateral .
Delivery Exploitation C2 Escalation Movement Objective

First Second Lateral More Lateral ‘Ransomware’
Delivery Delivery Movement Movement deployed

23



CASE STUDY 1:

ENTERPRISE RANSOMWARE <{¢ COUNTERCEPT

Endpoint = PID% | Name = Username = Start Time = Stop Time = Executable Raw Path =

clico C:\Windows\System3?2\ ntwdblib.dll for Windows 7, C:\Wm‘tmws‘aSyste
nfg 8 and 10 m32\cliconfg.exe

C:\Windows\System32\sysprep\Copy winsat.exe [intwdblib.dll for Windows 7 JiiC:\Windows\Syste

rom C:\ Windows\System32\ to |- ' m32\sysprepi\wins
C:\Windows\System32\sysprep\

i

ntwdblib.dll for Windows 7 | C:\Windows\Syste
mmc || C:\Windows\System32\ and elsext.dll for Windows | m32\mmc.exe
8 and 10. eventvwr

PUBLIC 24
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ENTERPRISE RANSOMWARE <¢ COUNTERCEPT

Q SnippingTool.exe (136) Properties
Handles | GPU Comment Environment Handles | GPU | Comment

General | statistics | Performance | Threads | Token | Modues | Memory | Environment General | statistics Performance | Threads | Token | Modues | Memory
Name Base address Size Description B Name Base address Size Description a
kernel32.dll 0x76c50000 1.12MB  Windows NT BASE API Client DLL kernel32.dll 0x76c50000 1.12MB  Windows NT BASE API Client DLL
KernelBase.dll 0x7fefcdbO... 424kB  Windows NT BASE API Client DLL KernelBase.dl 0x7fefcdbO... 424kB  Windows NT BASE API Client DLL
locale.nls 0x60000  412kB locale.nls 0x120000  412kB
Ipk.dll 0x7feff160... 56kB Language Pack Ipk.dil Ox7feff160... 56kB Language Pack
msctf.dl Ox7fefdc30...  1.04MB MSCTF Server DLL msctf.dil Ox7fefdc30... 1.04MB MSCTF Server DLL
msdrm.dil Ox7feecas... 540kB Windows Rights Management dlient msdrm.dil Ox7feeca3... 540kB Windows Rights Management diient
msvert.dil Ox7fefeb90... 636kB Windows NT CRT DLL msvert.di 0x7fefebso... 636kB  Windows NT CRT DLL
normaliz.dll 0x77040000 12kB Unicode Normalization DLL ntdil.dll 0x76e70000 1.66 MB NT Layer DLL
ntdll.dll 0x76e70000  1.66MB NT Layer DLL T ole32.dll Ox7fefcfed... 2.01MB Microsoft OLE for Windows |_|
ntmarta.dl 0x7fefae70... 180kB Windows NT MARTA provider [ pr—r Ny 7fafa1an LR Artive Arrecchiity Care Camnanent
OLEACC.dll 0x72bd0000 568 kB mmwxemﬂumsubm
— — S RUUUUUUUUUILU.

| profapi.dil 0x7fefcc30 60kB  User Profile Basic API | ” | ” | | rpart4.di 0x7fefd4f0 ;T 18 vs Remote Procedure Call Runtime | ”
urimon.dll 0x7fefecd0... 1.52MB OLE32 Extensions for W’n32
shel32.dI Ox7fefde00... 13.54MB Windows Shel Common DI p—  0x2330000  508kB
shiwapi.dll 0x7fefd450... 452kB  Shell Light-weight Utility Library shell32.dll Ox7fefde00... 13.54MB  Windows Shell Common DIl =
sic.dll Ox7fefa740... 44kB  Software Licensing Client D shiwapi.dil 0x7fefd450... 452kB  Shell Light-weight Utility Library
SnippingTool...  0x13f710.. 444 kB Snipping Tool sic.dl ox7fefa740... 44kB  Software Licensing Client DIl
sspidi.dll 0x7fefce0... 148kB Security Support Provider Interface SnippingTool...  0x13f910.. 444 kB Snipping Tool

oleacc.dll Ox7fef6140.. 336 kB Active Accessibility Core Component
usp10.dil Ox7fefees0... 808kB Uniscribe Unicode script processor tpeps.dil 0x7fef6640... 116kB Microsoft Tablet PC Platform Component
uxtheme.dll 0x7fefb210... 344kB  Microsoft UxTheme Library user32.dl 0x76d70000 0.98MB Multi-User Windows USER API Client DLL
version.dll 0x7fefbd10... 48kB Version Checking and File Installation Libraries usp10.dil 0Ox7fefee60... 808kB Uniscribe Unicode script processor
wininet.dll Ox7fefdsf0... 2.35MB Internet Extensions for Win32 uxtheme.dll 0x7fefb210... 344kB  Microsoft UxTheme Library
Widap32.dl Ox7feffodo. .. 328kB  Win32LDAP APIDLL - -

PUBLIC
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CASE STUDY 1:

ENTERPRISE RANSOMWARE

€ COUNTERCEPT

: e Priv. Lateral .
Delivery Exploitation C2 Escalation Movement Objective

First Second Lateral More Lateral ‘Ransomware’
Delivery Delivery Movement Movement deployed

26



CASE STUDY 1:

ENTERPRISE RANSOMWARE

PUBLIC

gpg exe (1892)

Process Tree

(2584)
o gpg.exe (2256)

ii .exe 2472‘

o gpg.exe (1976)

o gpg.exe (868)

o gpg.exe (1920)

o gpg.exe ( 2716

o gpg.exe (1520)

¢ COUNTERCEPT

27
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CASE STUDY 2:

GOOD TURNS BAD {¢ COUNTERCEPT

Exploitation Priv. Escalation Lateral Hole Punching  Exfiltration
Movement

&

PUBLIC



CASE STUDY 2:

GOOD TURNS BAD

Windows Services created
« Powershell process

« Listening on port 4444

* Microsoft SQL Server
*  Mimikatz
« Keylogger in autorun

* Name of services, binaries and
scripts are renamed

PUBLIC
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Priv.

) Lateral Movement
Escalation




CASE STUDY 2:

GOOD TURNS BAD {¢ COUNTERCEPT

ngrok

» “Public URL exposing your local web server”

Winbdows Service created

 vbs -> renamed.exe

* Prefetch Lateral Movement Holg Exfiltration
Punching

o

Expose port 3389 and 445

High value target

A3/ 3= /|3
A3 |3 R

PUBLIC
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Case study 3



CASE STUDY 3:

INSIDER THREAT {¢ COUNTERCEPT

Insider and
Privilege Misuse

Allincidents tagged with the action category of Misuse—any unapproved or malicious
use of organizational resources —fall within this pattern. This is mainly insider-only

misuse, but outsiders (due to collusion) and partners (because they are granted
privileges) show up as well.

At aglance

Top Industries This pattern also features espionage motives (15%) involving

data stolen to either start up a competing company or take to
Public, Healthcare, Finance a new employer. In those cases, sensitive internal data and/

or trade secrets were stolen (24%), which could include sales
requency projections, marketing plans, the Glengarry leads, or other
7743 total incidents, 277 with confirmed data disclosure intellectual property.

Key Findings Threat actors within this pattern are kicking back inside

. — your perimeter, plundering your databases (57%), rifling
When the threat actor is already inside your defenses,

they can be quite a challenge to detect — and most of the through yolur "”7“‘“‘“' documents (16%) and accessing other
incidents are still taking months and years to discover. employees’ email (9%).
Most of these perpetrators are financially motivated,

but don't rule out those who want to use your data for

competitive advantage.

Collusion
8.3%
Internal

With employees like these, who Silied Etornal
needs enemies? o
Malicious insiders are not always the people snarfing up vast Bt
troves of data and packing it off to WikiLeaks tied up with 2.99%
a bow. Those breaches are the ones that get the headlines,
the glory and, potentially, land the actor in a prison cell. What Figure 44: Percentage of breaches per threat actor category withir http://www.verizonenterprise.com/resources/
is more common is the average end-user absconding with Insider and Priy Misuse (n=277 ' reports/rp_DBIR_2017_Report_en_xg.pdf

PUBLIC
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INSIDER THREAT {¢ COUNTERCEPT

Host Short
Count Hostname Latest Seen Path Description Publisher NIST NSRL VT Hits

1 %userprofile%\appdata\roaming\microsoft\windows Unknown Unknown
\start menu\programs\startup\i tunes.exe

“%userprofile%\appdata\roaming\Microsoft\windows\start

menu\programs\startup\i tunes.exe

Host Short
Count Hostname Latest Seen Path Description Publisher NIST NSRL VT Hits

2 - - %programdata%)\microsoft\windows\start Unknown Unknown
menu\programs\startup\bstack.exe

“%programdataX%\Microsoft\windows\start menu\

programs\startup\bstack.exe”

PUBLIC 34



CASE STUDY 3:

INSIDER THREAT

IIIIIIIIIIIIIIIIIIII IIIIIIIIII

Why am | suspicious?

PUBLIC

¢ COUNTERCEPT

Path Description Publisher NIST NSRL VT Hits

%userprofile%\appdata\roaming\microsoft\windows Unknown Unknown
\start menu\programs\startup\i tunes.exe

“%userprofile%\appdata\roaming\Microsoft\windows\start

menu\programs\startup\i tunes.exe”

Supposed to be “itunes.exe”
Is “itunes.exe” in user startup folder usually?
Host count is really low for such a popular program.

And never seen by VT before!!!

35



CASE STUDY 3:

€ COUNTERCEPT
INSIDER THREAT <

Host |& Short 5

Count Hostname Latest Seen Path Description Publisher NIST NSRL VT Hits

- - %programdata%\microsoft\windows\start Unknown
menu\programs\startup\bstack.exe

“%programdataX%\Microsoft\windows\start menu\

programs\startup\bstack.exe”

Why am | suspicious?
* Do | know you publicly “bstack.exe”? (Likely not because of VT)
 Are you some custom program?

 But why your host count is so freaking low? 2 in 70,000!!!

PUBLIC 36
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INSIDER THREAT {¢ COUNTERCEPT

Host Short
Count Hostname Latest Seen Path Description Publisher NIST NSRL VT Hits

1 %userprofile%\appdata\roaming\microsoft\windows Unknown Unknown
\start menu\programs\startup\i tunes.exe

“%userprofile%\appdata\roaming\Microsoft\windows\start

menu\programs\startup\i tunes.exe

Host Short
Count Hostname Latest Seen Path Description Publisher NIST NSRL VT Hits

2 - - %programdata%)\microsoft\windows\start Unknown Unknown
menu\programs\startup\bstack.exe

“%programdataX%\Microsoft\windows\start menu\

programs\startup\bstack.exe”

PUBLIC 37
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INSIDER THREAT {¢ COUNTERCEPT

[ countercept / python-exe-unpacker @Watch | 0  JpStar 2 YFork 0
<> Code Issues 0 Pull requests 0 Projects 0 Insights

A helper script for unpacking and decompiling EXEs compiled from python code.

P 3 commits ¥ 1 branch © 0 releases 41 1 contributor i GPL-3.0

Branch: master ~ New pull request Find file Clone or download ™

Luke Jennings License update Latest commit 6¢88e9b 9 hours ago
[E] LICENSE License update 9 hours ago
[E) README.md Initial release 9 hours ago
[ pyinstxtractor.py Initial release 9 hours ago
[ python_exe_unpack.py Initial release 9 hours ago
[ requirements.txt Initial release 9 hours ago

EY README.md

Author: In Ming Loh (inming.loh@countercept.com - @tantaryu)
Company: Countercept (@countercept)
Website: https://www.countercept.com

Introduction

A script that helps researcher to unpack and decompile executable written in python. However, right now this only supports
executable created with py2exe and pyinstaller.

This script glues together several tools available to the community. Hopefully, this can help people in their daily job. Several
YARA rules are available to determine if the executable is written in python (This script also confirms if the executable is

created with either py2exe or pyinstaller).
PUBLIC
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Traditional IR vs Now?

+ Agents needs to be deployed FAST!!!!
CASE STUDY - Start monitor:

— Process memory

— Registry

— Process Execution

— Autoruns and Scheduled Tasks
— Etc...

But is this enough???

* | don’t think so

So what do you do then?
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Latest
[CLIENT] Hostname Seen Tags (filtered)

reflective-load-msf (2) reflective-load-mimikatz susp-thread-comms:443 Injected thread (1)
reflective-load-msf susp-thread-comms:443 Injected thread (2)

reflective-load-msf (2) reflective-load-mimikatz reflective-load-incognito reflective-load-unkno
susp-thread-comms:3389 Injected thread (5)

reflective-load-unknown(2) reflective-load-shellcode Injected thread (2)

EE—
) O E

PUBLIC 40
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 Detection alone is not enough, we need to be responding to threats too.

Investigate
Disk Memory Network
File Full Memory Dump Netstat
Locked File Process Memory Dump by Name
N Retrieve a currently inaccessible file Retrieve a process memory dump on
§ Map File System Process Memory Dump by ID
Event Logs

Master File Table

PUBLIC 41
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Threat Hunting should be part of your detection strategy
People, Process & Technology are key to the success of your threat hunting

Detection is key but response is equally important

42
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Threat Hunting 101 - Become The Hunter
https://youtu.be/vmVE2PCVWHU

Securi-Tay 2017 - Advanced Attack Detection
https://youtu.be/ihElrBBJQo08

Taking Hunting to the Next Level: Hunting in Memory - SANS Threat Hunting

Summit 2017
https://youtu.be/EVBCoV8lpWc

Github: Python Exe Unpacker

https://github.com/countercept/python-exe-unpacker

PUBLIC 43
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Questions?
|27

https://www.countercept.com/

In Ming (inming.loh@countercept.com)

Wei Chea (wei-chea.ang@countercept.com)
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