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Incident Response dealing
with the whole country

i Javier Berciano
§ Valencia, Spain IS Head of incident response
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What is INCIBE? FeerEs

~ RIS

P
The public Companies, especially those in The academic research
strategic sectors network in Spain
(RedIRIS)

I It leads different cybersecurity interventions at a national and international level
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CERTSI (Security and Industry CERT) *S8FS!-

Year 2012 ~— Partnership Framework Agreement:

scertsi_
State Secretariat State Secretariat for Information SECURITY AND INDUSTRY CERT
for Security Society and Digital Agenda
=5
LEA
technology

support
CNPIC INCIBE PP
|
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CERTSI (Security and Industry CERT) *S8FS!-

A benchmark for the technical resolution of

. :
scertsi_ cybersecurity incidents that affect essential services

SECURITY AND INDUSTRY CERT

MM\ individuals

J companies

|
l eas @ critical

. infrastructure
J_ operators
Prevention Mitigation Response

academic and
research

i L~
network
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MICS CEerte-
SECURITY AND INDUSTRY CERT

DETECTION
TOOLS
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Honeypots scertsi_
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Information feeds scertsi_

e S anubisnetworks™
T Symantec. a BITSIGHT company

i MICRLOT
[ DIGITAL

@ shsdowEEREs 6]‘[AM CYMRU SPAMHAUS

n
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Information feeds scertsi_

CERT.PL PhishTank Tor

abuse.ch ADMINUS
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Information feeds scertsi_

RSA

i T"."._"?I"i'| 11 I]‘|]

Wl LYA

OpenPhish

8213 Z Fraunhofer vambene
(2]

FKIE Consulting

Domains Domains Domains
DGA DGA DGA
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Information feeds scertsi_

More than 10,000,000 events per day

92% bot infections

Two main sources Anubis Networks and Microsoft-DCU

Both provide all connections to a C2 as evidence

B AnubisNetworks
B Microsoft-DCU
Other

FIRST Regional Symposium for Europe 2017, Valencia






2ETVic] scertsi_

B O I N E | SECURITY AND INDUSTRY CERT




AntiBotnet service scertsi_

The objetive of the Antibotnet Service is the mitigation of botnets from the
point of view of the disinfection of the users’ devices infected: bots. Also the
service is way to inform and aware users about this problems.

This service is a result of the work developed day to day by INCIBE in
collaboration with other national and international entities in fighting against
botnets:

* An average of 9,2 million evidences of botnet connections from Spain
daily.

* An average of 59.500 unique IPs affected daily in Spain.

* Data from close to 900 external sinkholes, which correspond
approximately with 129 families of botnets.

Spain is pioneer in this kind of initiative alongside countries such Germany,
Japan or Sweden.
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AntiBotnet service seertsl

Information analysis Identify end customer "
and validation and notification - ANTIBOTNET SERVICE
URL

+ Botnet Ticket
D
Feed (bots) | & INCibe_
CyberSecurity Intelligence Engine oSt END USER
- Botnet information BOTNET
etecton database m / \ . Consulta
) tuc¢5digo
| v =

Botnet information and
disinfections tools

3rd parties P
% g
[ Awareness and prevention J @ .
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AntiBotnet service seertsl

Antibotnet Service is offered to end-users through five different ways:
* Online Service: End-users can check online if their public IP is involved in botnet activity.

* Plugin Service: Plugin available for Google Chrome, Firefox and Internet Explorer to
check the IP periodically and automatically, in order to alert the end-user in case of a
positive is detected.

« CONAN Mobile: Application for Android devices, which helps to check the level of
security of mobile devices developed by INCIBE. This app integrates the functionality of
the Antibotnet Service, giving botnet alerts in case a positive is detected on wifi
networks.

* ISP Notification: The Spanish ISP Telefénica collaborates with us notifying end-users by
email about botnet related incidents that affect their internet connection. INCIBE gives
to Telefénica every day a feed containing bot evidences related to their ASNs. With this
information, Telefénica can identify end-user lines affected and therefore notify.

* API for companies: APl that allows IT personal to integrate the service in their network
monitoring systems. This service is oriented to companies

FIRST Regional Symposium for Europe 2017, Valencia ICxincibe_ g CNPIC
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shadowEEREs s certsi_

SECURITY AND INDUSTRY CERT

Amplification Protocols:

» BitTorrent (any)

s CharGEN (UDP/19)

¢ DNS (UDP/53) (Open Resolver Project)
Kad (UDP/6429)

» MS-SOL (UDPR/1434)

+ NetBIOS (UDP 137 to 139)

« NTP Mode 6 (UDP/123) (Open NTP Project)
+ NTP Mode 7 (UDP/123)

* QOTD (UDP/17)

* Quake Metwork Protocol (UDP/26000 and UDP/27960)
+ SNMPv2 (UDPf161) (Open SNMP Project)
¢ SSDP (UDP/1900) {Open SSDP Project)

¢ Steam Protocol (Many - UDP/27015)

FIRST Regional Symposium for Europe 2017, Valencia



shadowEEREs s certsi_

SECURITY AND INDUSTRY CERT

Amplification Protocols:

* BitTorrent (any)  Protocols That Should not be Exposed:

¢ CharGEN (UDP/1!

= DNS (UDP/53) (O s DEZ (UDP/523)

» Kad (UDP/6429) & Elastic Search (TCP/9200)

+ MS-SOL (UDP/14: + HDFS (TCP/50070, TCP/50075, TCP/50020, TCP/S0105, TCP/S0030, TCP/50060)
+ NetBIOS (UDP 13 s IPMI (UDPf623)

* NTP Mode & (UDI s | DAP (UDF/389)

« NTP Mode 7 (UDI + mDNS (UDP/5353)

« QOTD (UDP17) ¢ MemCached (TCP/11211)

¢ Quake Network | e« MongoDB (TCPf27017, TCF/27018, TCPf27019, TCF/28017)
* SNMPv2 (UDP/16 * NAT-PMP (UDP{5351)

* SSDF (UDP/1900 s NetBIOS (TCR/137 to 139)

# Steam Protocol ( * Portmapper (UDP/111)

« RDP (TCP/3389 and UDP/3389)
* REDIS (TCP/6379)

* rlogin (TCP/451)

* S55DP (TCP/1900)

« TFTF (UDP/B9)

» telnet (TCP/23)

* XDMCP (UDP/177)
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shadowEEREs s certsi_

SECURITY AND INDUSTRY CERT

Amplification Protocols:

* BitTorrent (any)  Protocols That Should not be Exposed:
« CharGEN (UDPf1!

+ DNS (UDPR/53) (O * DBZ (UDP/523)

* Kad (UDP/6429) s Elastic Search (TCP/9200)

s M5-S0L (UDP/14: s HDFS (TCPF/50070, TCP/S0075, TCP/S0090, TCP/S0105, TCP/S0030, TCR/S0060)
+ NetBIOS (UDP 13 s [PMI (UDP/623)

+ NTP Mode 6 (UDI * LDAF (UDP/389)

« NTP Mode 7 (UDI s mDNMNS (UDP/5353)

» QOTD (UDF/17) ¢ MemCached (TCP/11211)

¢ Duake Network | s Mo DB {TCF;"E?D].?, TCF_."E?O-'B TEODMTATO TEDMAoONT T

o SNMPu2 (UDP/16  » NAT-PMP (UDP/5351) Protocols That are Vulnerable:
* SSDP (UDP/1900 . 05 (TCPf137 to 139) « ISAKMP (UDP/500]

¢ Steam Protocol ( ¢ Portmapper (UDP/111)

¢ Netcore/Netis Router (UDP/53413)
¢ SSL/FREAK (TCP/443)

s 55Lv3 (TCP/443)

¢ Synful Knock (TCP/80)

« RDP (TCP/3389 and UDP/3389)
* REDIS (TCP/6379)

* rlogin (TCP/451)

* S55DP (TCP/1900)

« TFTF (UDP/B9)

» telnet (TCP/23)

s XDMCP (UDPf177)
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SECURITY AND INDUSTRY CERT

Amplification Protocols:
_ » UPDATED: 2016-11-02 - Added LDAP
BitTorrent (any) Protocols That St « uppaTED: 2016-09-22 - Added RDP

* CharGEN (UDP/I:  UPDATED: 2016-09-21 - Added ISAKMP

¢ DNS (UDP/53) (O ® DB2 (UDP/523) | ,oDATED: 2016.05.16 - Added XDMCP

* Kad (UDP/6429) * Blastic search (TCL o b ATED: 2016-05-18 - Added DB2

¢ MSSOL (UDP/14:  ® HDFS (TCP/S0070, , ,0DATED: 2016.03-09 - Added TETP

* NetBIOS(UDP 12 IPMI(UDP/623)  , ;ppATED: 2016-02-17 - Added mDNS

¢ NTP Mode 6 (UDI ¢ LDAP (UDP/389) | ;ppATED: 2015-09-20 - Added Synful Knock
* NTP Mode 7 (UDI & mDNS (UDP/5353)  \;ppaTED: 2015-09-15 - Added Portmapper

* QOTD (UDP17) * MemCached (TCP/ o ,ppATED: 2015-06-01 - Added Elastic Search
¢ Quake Network F & MongoDB (TCP27C o ;o aven: 2015-03-09 - Added SSL/FREAK

* SNMPvZ (UDP/16 ¢ NAT-PMP (UDP/53Z | \,ppatED: 2015-02-13 - Added MongoDB

¢ e {HDF”%{:: . : = {TC':S;; + UPDATED: 2015-02-08 - Added Open SSDP and Open SNMP project links
¢ Steam Protoco  Portmapper

* UPDATED: 2015-01-29 - Added MS-5QL

* UPDATED: 2015-01-23 - Added MemCached

* UPDATED: 2015-01-21 - Added REDIS

* UPDATED: 2015-01-07 - Added NAT-PMP

* UPDATED: 2014-11-17 - Added SS5Lv3

* UPDATED: 2014-08-28 - Added Netcore/Netis

* UPDATED: 2014-07-01 - Added Quake and Steam
* UPDATED: 2014-06-26 - Added IPMI and Gameover Zeus
* UPDATED: 2014-06-12 - Added port numbers

* UPDATED: 2014-03-26 - Added NetBIOS

* UPDATED: 2014-03-06 - Added SSDP

* RDFP (TCP/3389 ant
* REDIS (TCP/6379)
* rlogin (TCP/451)

* S55DP (TCP/1900)
« TFTF (UDP/B9)

» telnet (TCP/23)
XDMCP (UDP/177)

‘\CNPIC
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SECURITY AND INDUSTRY CERT
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PyRT| R scertsi_

Uses the 1.0 Request Tracker REST API

Main goal is to complement and improve our day to day incident handling

Easily expandable. It is structured in plugins, and each of them performs a
different work into RTIR.

Plugins:
Phishing
Defacement
StealRAT
XSS
Stats

Whois data and yara rules

"\_CNPIC



Yara detected websites: Example$Serts!-

CURITY AND INDUSTRY CERT

©  Whatshpp Messonger

Pagamento

ACQUISTO PER ESTENSIONE

Hacked By MrMax
||Free FonGazen|
Vs ) AR ) Death Ta Zionist
TR e - <

ark_Ghost - MeRvox

CHASE & Crosocom | rvacy Pk
SecureLog On & CHASE HELPS KEEP YOU
User SAFE AND INFORMED

GET A USER ID

TO HELP YOU MANAGE YOUR MONEY

wwwForbidd3n.tk/emailme.bxt

covscas

FIRST Regional Symposium for Europe 2017, Valencia Incibe_



RTIR Custom Actions scertsi_

On create action for Incident Reports, get URL,
extract domains and IP (IPv4, IPv6) and set values
in custom fields if it's not listed in the blacklist.

On conditional action for Incidents, push data

from Incident into JSON and:
* Put Incident metadata into SIEM.
* Post metadata in JSON to ElasticSearch

FIRST Regional Symposium for Europe 2017, Valencia IC»INCi & CNPIC



Custom forms scertsi_

SECURITY AND INDUSTRY CERT

Look Up Information

~ SIEM (ArcSight Express) | Tracerute to: | |

wHoIs: | | at CERTSIwhois service =
SIEM (ArcSight Express): -

( Research Tool | | at| McAfee SiteAdvisor ~ |
1P/ Domain (equied) | 104.28,13.125 | o e
Theatloptonals | ) McAFee SiteAdvisor
Starttime optonaly | 24 Oct 2016 00:00:00 CEST | Google
" 03 Nov 2016 12:05:09 CET | TFUStedsource-org
ena e ptonal ov :05:
CVE

BFK DNS Logger

SIEM (ArcSight Express) Results:

Download CSV

Name,Device Action,Transport Protocol,Device Receipt Time,Source Host Name,Source Address,Source Port,Destination Host Name,Destination Address,Destination Port,Request
Client Application, Request Context Request Cookies,Request Method,Request Protocol,Request Url,Request Url Authority,Request Url File Name,Request Url Host,Request Url

Port,Request Url Quen
URL phishing, Phishing, 2016-11-02 00:45:i w,,,,w- es,104.20.@0 @, ., . htps,heps /oo QGG o5/ sistenayindex. jsp, v QIG5 sistena
5p, v PSRN 5
o -5 .104.22 @@, https, https:/ /s QUGG o5/ TLES/ tUbs /esp/ index. jsp, . (RNGR-es. Lo

/index.
URL phishing, Phishin
/tlbs/esp/index. jsp, w. —

Unify access to another internal party tools in RTIR.
Examples:

Internal WHOIS.

* GPG public keys management.
* SIEM integration

FIRST Regional Symposium for Europe 2017, Valencia I+incibe_ g CNPIC



Easy life for operator ~ %5@rtsi—

Several options to launch Investigations:

* domain or IP: get WHOIS data and parse email contacts.

* automatic: based on category of the Incident, get a template
and parse it, get emails from WHOIS query and create
Investigations by URL.

. Launch a new Investigation

Domain: | bbvabanking.es

s cexr
| [(pnisni gov:
Show/Hide = =
w e Toan
Dominio: bbvabanking.es )( to@aol.c
Estado: Active
Fecha creacion: 2016-10-21 3 cerr
Wheis: Fecha expiracion: 2017-10-21 = uscertgov;
DNS: mary.ns. €.com hans.ns €.com (Tosz813.125 3 ) (sbuseecioudrarecom ) Cotis couscertgon
Registrador: PDR LTD Domain ™ AR Owner Toch
Contactos [(wwwbbvabanking.es )(= )( I( | famereto@solc
Publico en whois (Administrativo): jamereto@aocl.com
Publico en wheis (Tecnico): jamereto@acl.com == =
Comespondents: | jamereto@aol.com; |

‘WCNPIC



Export data poartsi

Feedback for SIEM
Executive indicators
Cyber Security Situational Awareness

JSON format
- By email
- POST to ElasticSearch

FIRST Regional Symposium for Europe 2017, Valencia ILsincibe_ g CNPIC



Executive indicators seertsl

Indicadores_ 2016-01-01 0000 i@ 201612312359 | @ Empresas/ciudadanos 3 RediRls @ ice MLk
Resumen

Incidents Resumen 8 CEFtS | —_

ORI SO AR © e

Incident Reports

Pablico objetivo Tipologia Estado
Investigations

Tobal

Consultas Enero Febrero Marzo Abril Mayo Junio Julio Agosto Septiembre Octubre Noviembre Diciembre

RedIRIS 396 218 443 347 15 - m

Exportar

: N -

INCIDENTS
3,500 M Empresa
RedIRIS
3,000 ™ Ciudadano
M Infraestructuras criticas

2,500 M Internacional
2,000
1,500
1,000

500

i e Hw B B B BE B Hu Hu &

Ene Feb Mar Abr May Jun Jul Ago Sep Oct Nov Dic

INCIDENTS
total por publico objetivo

W Empresa
RedIRIS
W Ciudadano
W Infraestructuras criticas
M Internacional

Q
&
&
g
8
8
g
@
3
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Cyber Security Situational Awareness *Eerts'—

% 71 857 .- e
1778
256 346 ' GAGDT
1.042
88
4 VALLADOGLI 7 ARAG B,ﬂ‘] ¢ ,
s 455 ol
187 \
11408 DR(D
206
214
e e ENCl 646 15
43
863 —
1513
“"'41.835 &
~ALG
159
405
13
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iCaro_

Information Sharing with
strategic companies,
universities and National
CERT/CSIRT

FIRST Regional Symposium for Europe 2017, Valencia ixincibe_ g cNPIC



ICARO: goals srertsi_

| Share knowledge with strategic companies

| Increase detection capabilities on private sector

| Define a neutral Spanish hub icar

| Increase automation in early warning

FIRST Regional Symposium for Europe 2017, Valencia 1C»incibe



scertsi_

SECURITY AND INDUSTRY CERT

MISP (Malware information Sharing Platform)

MISFJ

Threat Sharing

MISP XML and JSON
% - OpenlOC
i STIX XML and JSON (export)
| Suricata export
API1 USERE W #_.-"I Snort export
T CS5V export

GFl import

FIRST Regional Symposium for Europe 2017, Valencia Iincibe_ g CNPIC



Thank you!

Javier Berciano
javier.berciano@incibe.es

WWW.incibe.es WWWw.certsi.es
@certsi_

%ﬁ%s&’m 5B e »INncibe

SPANISH NATIONAL CYBERSECURITY INSTITUTE



http://www.certsi.es/
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